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FOREWORD -

The intreasing use of computers by Government and privaté oréaniza-
tions for the storage and manipulatlon of records of all kinds--personal.
as well as of a buslness nature--has placed computers and the systems in
which they res1de in,an extremely sensitive position in ¢dur society. The
needs of the individual as well as Government and private organizations
require that this data and their resident systems be accurate and reli-

" able. These needs also requlqé that this data and these systems be
given adequate protection from threats and hazahgs. The establlshment of
secure computer systems is the way in which the omputer commuq1ty as-

sures the users of such systems that all of these requirement{s are being .

met. . , L.

~

; " The auditing and evaluatlng of computer systems for adequate secu-
rtty has been a natural outgrowth of this widening intérést in this
*area. Controls that provide computer security ard of interest to both
the financial and internal auditgrs and has been maae a subject of ‘spe-
cial consideration by organizations such as.the Institute of Internal
Auditors, the Aderican Instltute of Certlfled Public Accountants, and
the EDP ‘Auditors Ass001tat10n. . .
. The National Bureau of Stahdards, with the-support of the U. S..Gen-
* eral Accounting Office, sponsored an invitational workshop in March of
1977 to explore the subject of "Audit apd Evaluation of Computer Securi-
ty." Leading experts in the audit and' computer communifies were invited
.to share their thoughts and develop a consensus view on ten aspects of
the subject. These Proceedings are the results of that meeting.'

To all those concerned with the audit and evaluation of computer .
security today, we at the National Bureau -of Standards offer this series
‘of consensus reports for your consideration. The-views expressed do not.
necessarlly reflect.those of the National Bureau of Stangdards, the U.*S.
General Accounting Office, or any of the organlzatlons that sponsored an’
individual at the workshop. However, " these reports do reflect the compo-.
51te thoughts of a group that deserves your serlous attentlon.

&

T URheats

M. Zane Thornton
lctiné Director.
Institute for Compyter
Sciences and Technology

-
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The Natlonaf'Bureau of Standards (N%S) initiated a Task Group
within the Federal Ifnformation Proce331ng Standards (FIPS) program in
1973 to develdp standards in Computer Systems Security. Task Group 15
(TG—15) was composed of representatives from private industry as well as
Federal, State and local governments. The NBS“Inv1tatlonal Workshop on, .,
Audit and Evaluation of Computer Security was organlzed as one phasesgf
a two-phase prOJect defined by the Ta Group in thls important area of , .
computer security. Thes Proceedings are the result of phase one. ‘The,;&' .
second phase will be to,adapt-this information to the needs of Fefleral ’ :
agencies in the form of\Federal Information Processing Guidelings. This

g latter effaort will be carried out by a working group convened for this
purpose and will result in a FIPS publlcatlon by NBS g , .
e ’ - '
o The General Cha1rman and organizer of the WOrkshop was Robert G.
Y McKen21e of the U.S, General Actounting Office. As leader "of the TG-15
. . progect on computer security audwplng, he initiated and planned the v

- Workshop ahd co-edited these Proceedlngs. Mr. McKenzie is an audit
manager ,at GAO and has cond cted a number of reviews of computer Securi-
ty of ,proposed and on-301ngq%ystems in the Feaeral Government.

, The General Vice-Chairman of the Workshdb was Zella G. Ruthberg of ’
the National Bureau of Standards. As NBS coordlnator of the T7G-15 secu-~
rity audit-project, Mrs. Ruthberg worked closely with'Me. "McKenzie on
the planining, gcted as, the Workshop arrangements chairman, and is co-
ed1tor of Lhese Proceedlngs. She has conducted *a wide range.of projects
in computer science at NBS and most recently has beccme active’ 19 the
managerial procedures required for computer security.

a Mr. S. Jeffery,.Chlef of the Systems anq§Software Division of the

. Institute for Computer Sciences and Technology of NBS, headed the NBS

staff at the Workshop. Mr. Jeffery has been active in the formulation

of policy concerning the effective utilization of computers within the

Federal Government and is manager. of. the computer program at NBS. This

program provided the needed techn1cal and adminigtrative support for.
{‘ this .Workshop.

« /

Y I would like to thank all of the particltpants in th1s WOrkshop, -
the Chairmen and Recorders of the sessions, and the three individuals’
named above for the sutcegs of the Workgshop. Tite products to be derived
from the WOrkshop and subsequent efforts in this area will have far- T
reachlng, benef1c1al effects on the use of computers throughout the

country. . . - 4 .

. C. — ‘Dennis K. Branstad . )
o * Chairman, TG-15 S -

’ \ . ' " - -. -y

. .
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The Néﬁ&opal Bureau of Standards, with the suﬁport of the U.S.\Gen-
eral Accounting Office, sponsor®d an invitational workshop on "Audit and
‘Evaluation of Computer Security," ‘'neld in Miami Beach, Florida on March
22-24, 1977. S purpose was to explore the state-of-the-art in thi
area and define appgopriate subjgcts for future research. Leading ex-

. perts in the audit and computer communities were inwited to discuss the,

3 . ‘subjeéx in one of ten sessions, each of which considered a different' as-
‘ 1 pect. A consensus repért was pﬁ%duced by each of the tenrsessions and
these reports form the body of these Prockedings. The ten topics re-

. ported on are: Internal fudit Standan%i%zaﬁalifica%ions and* Training, -

. Secdurity Administration,‘Audit Considerations/in Various System Envinanl

N ments, Admipistrative and-Physical Cofitrols, Rrogram Integrity, QatéHInJ

SEE

2N

‘e
. Y

v

.o
///\v

c

r . tegrity, Coq;yﬁications, Post-ProceBs{pg Audit Tools and Techniques, and
. Interactlve Audit Tools and Techniques. '’ \C i K
) YL 0 -
b . K-'

"KEYWORDS: Audit standards; audit technig

ggéf/audit tdEi;, audit |

- training, communications security, co

€r controls, computer

7  security, data intﬁgrity,»intgggp%i € audit, internal audit, post-

. . . . 3 N 4
- - . Pprocessing .audit, program integrity. .. L
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Lo $ . . . - . EXECUTIVE SUMMARY e :
- . ¥ oo s . ‘ . )
, On’ March 22-24; 1977 an Invitational Workshop on Audit and- Evalua-
tion of Computer Seclirity was held by.the Nationdl Bureau bf Standards
(NBS) in Miami Beach, Florida. The Workshop was planned and carried ouf
e -by, NBS with. the support of the U.S. General Accounting Office (GAO). '>- .
" Thig Workshop is. the first-part of a two phase effort, originating .
»within- Tgsk Group 15 (TG-15) of the Federal Information Pngggss%z§5§ban- v {
R , dards’ (FIPS) Program, in the Computer Security Audit area. T[Hewgoals of
, the 'Workshop were to consolidate“the state-of-the-art’ information avail-
able in the fiéld ahd ta define areas for future research, * The goal of . "
) xthefsecong phase of this effort will be to adapt this information to the’
% needg;afJFederal agenciles in the form of Federal Information Processing
) ,_Gpidgliﬁ%s. It is expected that bhisﬂ\atter task will be carried out'by

L

a ﬁgrgigg group convened for this purpose. . ) , e
. sy, .

»

)

(3 . . -
,'Undéqithe direction of Robert GsMcKenzje of the U.S..General Ac- ,
counting Dffict and with Zella G. Ruthberg as the National Bureau. of
. Standards liaison, an informal task team within TG-15 planned the™ - . .
Workshop format and subject matter. The result was a relatively small '

invitational topic area workshop to cover®ten non-mutually exclusive ma-
{ jor aréas of cpncern’in computer sedurity audit. o , ;kNJ
<& Id - \ AR
(With inpuls from the tdSk team as well as the Institute of Internal -
. Auditors, the American Institute of Certified Public Accountants, and -
- the Canadian Institute of Chartered Aocountants, an outstanding group of
. session Chairmen, Recorders, and attendees. drawn from the audit and ‘vom-
o Y puter coqpunities was selected. The three days at the Workshop ai}owed
) these people to develop the ‘basis for the ten reponps'oontained in these | o
Proceediqgg. The following material ‘summarizes these e reports. The
N ﬂ& " reports are independent fof “one another and may be read 13kany‘ord§r. ‘
Note that the reports toward the beginning of the Proceedings are ‘more
- management,qrientedq?qd the later,ohesamoné‘technioally oriented. . J

+ ’

co) 4 : y & . a L l\\ . ‘ )
- \ SESSION ON INTERNAL AUDIT STANDARDS ™ . . "= - ¢ .
- o . . N o ’ ‘

‘ . In response to their charge-to develop a proposed statemeny of au- -

> dit standards for computer sectrity , this group first defines the K s

=larger subject of internal audit of ‘a computer system, and then defines
. .-computer security dudit. It characterizes_this audit as covering ac-
. countability,. primarily in the areas of coah;éance.and program results.

- .. It goncludes that the GAO pamphlet entitled "Standards for Audit of ,
vt Governmental Organizations, Programs, .Activities-and ‘Functions" ferms a
sound foundation for internal audit standards for EDP ‘audit and that all
that is needed are supplemental standards such as AfCPA's SAS3 to define

.5additional tasks that the auditor must perform in computer security

: audiﬁ to meet these basic ‘standards. Threeareas re i&s:tified for :

3 - ..
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thes& supplemental staﬂdards

a 1. Systems Development, - _

;2 Operdtional Systems (Applications Congrols),

\f and N \ r‘ L
“ 3. Physlcal Secur1ty and General Centrols. T
L s -t - Voo .
' In the area of,Systems Development, aud1t involvement Would assure
‘that plans are made for controls against theft and error, apphoprigte
andit.trails, conformity w1th management objectives and with the law,
suTficient documentatlon approprpiate design approval mechanisnms, and _ -

s _.general efficlency and economy. ‘In the area of Operational Systems, au-

ait would check that the application conforms to standards agd the la-
test deslgn speclflcatlons, and that the internal . controls aqﬁ reliabil~
' 1ty of data are sound. In the Physlcal Security and, General Controls
. area, %udit would verify that the organizatio structure, the physical’
‘facilities, the.personnel management ,™the back-up capaﬁillty, and the
software/hardwaré%controls all, help meet mana ement's objectives.
- “~ ! . -
"The recommendations for action’ by ®Bhis &ession were: -
-~ 1. that GAO review these supplementary standards,and cons1der
adding them to their other sStandards; -
2. that these supplementary standards be revaewed and endoﬁged
by, the Federal Audit Executive Councilj
and . i
3. that NBS, cons1der these supplemental standards for 1ncﬁ5slon

LN

in a FIPS guideline in the area of aud1t for computer security.

.T - ; ’ /‘
SESS%?N,Q_ QUALIFIQATIQN§ AND TRAIMIMQ, Y

. In&response to the questlon, “what are the quallflcatlons and
,tralnlng*necessary tq cqndyst ,audit of computer security?," this group
draws up an outline of Ehe.broad body of knowledge needed to perform a

computer security audit. Some of the congiderations that shape their \
reply are that o -

1) computer secur1ty 1nvolves all controls-needed to ensure the in-
w
tegrity, accuracy, and reliability of tHe acquisition, processlng,
storing, and dissemination of information; -
2) persons performing thi® audit should have an initial degree in
(but not JLimited to) such d1sclplines as accounting, business ad-
manlstrat;on, engineering, operatlons reBearch,. computer sciencé,
or economics plus a solid supplementary foundation in. management,
auditing, data prgcessing, ‘and/or telecommunications; - N i
3) audit of more ¢ mplex systems: require so many of thgse discip_,
lines &that..an interdisc inary team should probably b used' )
4) tralning is avallabl‘r can be installed in all the standard *
éducational channels; .
'5) costs ownnot, be esfimated because there are too many van&ables
in going,from one organjzation to the next; -
.and . . T T
“ . . . . .

I3
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6) there arezat leas’/three”levelslof knowledge needed for the
work: : s St
a) genenal management amd auditing concepts,, -
~b)data proce331ng and telecommunications expertise, Dk
and d - e‘ " (a, N
c) a compﬁehensive 1ntégratich,of the first two obbained i‘\*
through further training and experience. ’ LRV
Ihe broad categories in the outline of the commof body of knowl%dge are:
Computer systems, operations, andhso twarej v
Data_.processing techniques; 4 o
Management of the data processing function, k.
$ecur1ty of the data processing function°
Risk analysis and threat assessﬁent
Management concepts and pract1ces;
Auditing concepts and practices,'é- .
. Additional qualifications needed’ to evaluate computerdéecurity.
A brief discussion of ‘each of these categopies is givey. " The final out-
~ line contains a listing of the major disciplines appropriate for each
category. . ‘ .

SESSION QE,SEQURITY'AQMINI&IBAIEGN

This session responded to the question, "What audit approaches and
.techniiques can be used in an evaluatign of the security administration
function?" Initially this .group d1scusses the Ldgal basis’ for' estab-
lishing a Security Administration Functibn in a Féderal ,
Qrganization--the Brooks Act (PL-89- 3@6) and the Privacy Act of 197u
It also proposes that the Security Administration Function must be de-
fined in detail so that audit of that function becomes a standdrd com-
pliance type review. . The bulk of the rest of the paper is devoted to
defining the Security Administration Functiom..® . | ' o

An important related issue, mentioned in the early part of the pa-
per concerps. the need for international‘privacy law'cqmpatibility.v
‘Privagy legislation has already been passed in Syeden and Gérmany and is
pending in Norway, Denmark, and France. International organizations
‘will be 'finding this ‘an 1mportant 1ssue in the years, to come. The re—}’
port has an Appendix outlining the Germaﬁ privacy law. - . . --{g

5039/5? the important points made abou khe Seéﬂrity Administration
Functiod are that . . a

J. -Responsibility for safeguarding. an ‘organizdtion's data and in-

formafion resources belongs to those individuals having physical

. custpdy and accountability for it,-i.e. all levels of ,line’ manage-
mentl,

2. The Security Adminigtration Program is a staff functian and

should consist of developing policy andbmonitoring gxegall

effe*tiveness. . .

3. Planning for security administration shoul& be carrle:\out at ’

s s

2/\.
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three management levels
. * a) broad policy level using top management input,
b) an intermediate pgllcy level developing implementation in-

" struetions, , .
. '.e) tﬁk~implementatlon level developlng schedules and re30urce \
requlrements s

b, Management controls to ensure that security obJectlves are

achieved flt into three categorles-- policies thdt'are formulated

at-the top, gzogedures for administrative, physical, and technieal
security measures and Qract;g s for the standard management ac-
tivities. K .

‘5. ADP securntyxcontrols should 1nclude a) admlnlstratlve safe-

guards in the form of contingency plans, securlty documentation, 4
authdrization control lists, program access controls personnel

.rules; b) physical securlty safeguards such as area restrictions,

‘\~.J disaster Back-up, storage libraries, disppsal procedures; and e)

~technlcal security in the form of a sechrlty system to handle. data ]
and files, program llbrarles, operating system(s), teleproce331ng,. } '

» and encryption. . . , . T
* 6. Training is needed for- systems pecple as well as users. C
An example-of a suggested securlty system for an on-line system is then
given,: . < . . -

The final requirements of the group are that the Audit and Segurity } _b‘
Administration functions: should be independent of one another and
- the Audit function reports to the agency head. Givén this set of condi-
. tions and the clear definition of the Security Administration function,
the -audit of this function is then a.compliance review.

’ X .. .

A

W '
SESSION ON AUDIT QONSIDER!T;;NS IN YARIQHSASY§TEM ENYIRONMENTS

3 .

) The question this session considered was, MWhat are the considera- -

.

- tions to be given to the audit of computer

dit.

These ares

environments?" This group identifi
development of an open-ended str

4

s four ¢

o

urity in varlgys system
eptual modules for the

tured model of computer.securlty au-

-

~—

1. Defining three vital audit)components--access control, accuracy,

~and "availability.

. 2. pescribing a morpholeogy of systems and env1ro:?ents; Physical

components, systems structure, and people. The gystems are

described by, five 1dent1f1able dharacterlstlcs --number of users,
ltypes of serv1ce, system organlzatlon user access, and application

mix., . .

3. Defining a methodology-: a computer audlt-model-- which estab- "

lishes a scorecard value fQr each parameter capable of beifg audit-

ed. .
i, Performlng a model validation by testing the model with foup ex-
¢ amo&es. 3 -




dard methods for, evaluating a control, i. e.gg1v1ng it a score of 1 to//f-\J
hd jg\\\zids is the area that needs a comsiderable amount of future effogt.

a

-
.

- . This group declares that an auditor, goes through a_seét of steﬁs
parallel to those execuped by a design team. , It then_{?Baeeds to out-
1ine the design team activity, i.e. to define. requirements, objectives,
and sensitivity; to specify the physical, system and admlnlstratlve
parameters; to specify possible, control techniques; to make "four Judge— ‘

ments concerning each control-- < PO
1. cost, _ . * - . .
. 2. effectlvenegs in maintaining access control, ’
3. effectiveness: in ‘maintaining accuracy, . ' ;
y, effectiveness in malntalnlng availability, - )

giving each of the three effectiveness aspects of the control a theoret-
ical score of 1 to 10 and using &ll1 faur to make decisions on whether or,
not to use the cqntrol. The next des1gn taam activitié€s then are to
select a 'subset of these controggéto provide the desired level of pro-
tectiop; to 1ncorporate these contpols into-the environment, to reassess
the system, and.f% iterate until all requirements are satlsfled. The
parallel operations performed by an auditor would be:- to review the ob-
Jectives, requirements, and sepsitivity; to determine the actual en-
‘virorment; to 1dent1fy the control technlques being used; to perform a
cost ‘and effectlveness analysis, th1s time fising hardware and “software
technlques to give each control. its composy e score; and.to prepare a
report oq’the findings. The group developed a tabulation sheet for
recording thesé findings for any particular system. » The paber has four
éystem examples on the tabulation sheets to illustrate this approach to
computer security. It also points out that there are currently no stan-

°
-~

SBSSION ON ADMINISTRATTVE$AND PHYSICAL CONTROLS ‘
- This gpeup responded to the question, "What are the audit ap-
" proaches and techniques for evaluation of administrative and physical |
controls in an ADF'env1ronment, including contingency planning, etc.?"
The group 1n1t1ally establishes the thesis that the concérns of data
fsecurlty and the respon31b111t1es‘of the auditor are complementq“y since
bot*h deal with the protectlon of resources within &?e data processing
mission. The areas of concern to the auditor all have problems associat-
ed with them. Some of the more important areas mentioned are . .
1. the rfeed fbr a workable definition of security d -
2. the need for an explicit statement of security pollcy
3. the need for accepted standards of good practice . .
4._the need to know what tests and. examinations are appropriate
5. the need to know the hazards that a system is sulfject to.
I?e remainder of the report, covers suggestions for the auditor. o )

First, four general areas of 1dterest to 'the auditor are discussed
and the Wtuve non-mutually exclusive aud1t approaches to data processing
securfgavére discussed in detall The four general areas are

‘1. Audit focus, and materlallty--Securlty protective measures should

|

' » !
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., glven in two parts- one part addressed to hlgher management and the

. , . L ) .

. yield "an acceptable level of risk.™ -The auditor should review -
.that this is the case, particularly for the most sen31t1ve appkiQa-
tions.

‘2. Standards of praetlce and their documentatlon--Flve references ’
are‘briefly discus’sed for their conrtributions in this area., The

. best single one is stated to be "Computer Control Guidelines" and
"Computer Audit Gu1dellnes" by the Canadlan Inst1tute of Chartered .
Accountants. > '
3. Sgcurlty audit’ report--An outlidne of a securlty audit report is

second to the auditee and his management. ]
.4, Best traditional audit techniques--These are: J'
Selective protection--review key resource proteetlon,
Test--use actual tests where possible', f
Interv1ew--w1th all involved emplowees and managemant,
Technical cooperatives (co op)--use talent from other .
organizations and locatiens: - TS
The five audit approaches are each discussed. under the headings Concern,.
__Purpose, Approach, and Scope. . They are -
1. System~Development and Maintenance Practices Audlt
2. Application Review . ) - e ’
3. Installation Securify Review . - o o
4. Security Function (Data Base/Communication Environ- ' :
ment) Review ) ) .

5. Compromlse Attempt, . . - ’ .
The report concludes that the issues for the DP communlty lie in 3§F
adaptlng to the new technologles (increasing portability of storage )
media, mass storage, and distribited systems), satisfying the need for a
single compendium of audit concerns and technlques and improvement and
change by management in programming appllcatlon development and system

development . . . :

» SESSION ON'PROGRAM INTEGRITY .

r . ’ iy

This session responded to'the question "What are ‘the .audit ap-
proaches and technlques for evaluation of program integrity in an ADP

ny. onment?" It empif@sizes that program-integrity must be considered

ver the entire life cycle of the program. Program 1ntegr1ty concerns:
1) correctness in fulfilling requirements and doing nothing else; 2) sa-
tisfaction of trained user expectations; 3) usefulness 1n fulfilling an-
intendeéd mission; and 4) the ability to be evaluated so that a level of

/

trust in khe;program can be established. ’

® R .
/ . L

Program integrity assessmeént is a multl-dimension problem. Determining
when in the life cycle to’ audlt is one dimension. Other dimensiors in-
clude the severity of the security threat and the methods employed dur-

"ing development to achigve integrity. .

- N +
— . . ’ I s\ ‘o
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I ’ . _ . . .




The methods (for achieving program 1ntegr;ty can be put into three
* gategories:

1. those that give evidence the program is correct

2. those that show it is robust and will per?orm adequatelx in the
face of unexpected events, * ’

s

.good pract}c . . ’

A discusslon of methods in each of these cateﬁorles is 1ncluded‘1n the

papér. ' . . = : .

* 3. those that show it is trustworthy and developed in accoPd thh ¥

Thé recommendatlohs from the group are:' | . “ .
For existing sotware: : - . C -
1+ Be-cautious in assumlng program ;ntegcfty exists. - . , "
. 2. Use the llmlted existing tools, gulde by a Qareful risk B2
\~ management analys1s.~ ~ '
Q. Improve physical,and ad“ﬁnlstratrve controls and thus reduce ,
- the effect of -lack of program integrity. . . l ‘3 .
4. Reduce the exploiter population by .access controls. i -t "

~ 5. Reduce asset exposure by removing assets from'the syStem When -
they are pot +in use.

‘. . . .. s,
L N Uy . o
- For futur software: A

3

1 ‘Improve the program productionmprocess. T -
2. Assure program antegrlty compllance through the entire life cy—

- -

cle, . . :
’ - 2 o . .-/‘ . e ) \'; -
For organizgations! >t "
1. Perform a self-assessment of 1ts3threats and 1ts 1nvolvement in
the life cycle of the programs it uses. *
2. Create guidelines for the development and acqulsltion of 7

software that is aud1table for program 1ntegr1ty.
.. . . ¢ Lo ~
- { . * . B}

— §E§Eﬂ££[9ﬂ.DAIﬁnlﬂizgﬂlll'
The question addresged by thls group was{ "What are the audit ap- \
proaches and techniques for evaluation of the data integrity in an ADP
env1ronment7" The group de01ded to limit 1tself to considerations of ‘1
those safeguards having a direct bearing on data 1ntegrity aud1t, assum-
ing that physical, operational, adm1n1strat1v§ . p
measures--all necessary fbr data 1ntegr1ty--would be handled by other-
sessions. Thlsﬁgroup defined data integrity as tHe state-that exists
when data is (w1th1n defined limits of rellabillty) accirate, con- _
sigtent, authorlzed, valid, complete, unambiguaous, ang processed ac-
cording to spegifications in a timely manner. The objectives of a data «-
integrity audit are evaluation of compliance with and adequagy of exist-
ing policies and procedures; and recommendations of corrective actions,

. . ~ -
A\ s . *

. & . . -
I3 .t .
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areas: ..

To achieve this objective, one needs to evaluate the \?qwing .
f)llabillty of the data source ) ) T

o source data preparatlon . E

o data’entry controls

f data input acceptance controls, oL

*bé data validation and “error correction -
o processxng specifications B
Q‘ougput and distribution controds.__

+ and ‘ :
o audttability, ' o

The groﬁp then butlined activities for producing a comprehensive

"audit work plan, and briefly discussed a variety pﬂamethods for data ip-

tegrlty auditing. Some of those included are:

o checks with users on accuracy, completeness, and con31stency,
© possible samplin niques; 4
. o parallel processing;
- o.integrated, test facility (ITF); ' .
o System Control Téest Review File (SCARF); A
) 0 tracing tagged transactions; . R . I
o test.decks;
. 0 questionnaires; o * . . . .
o procedural walk-throughs; ~ .
o%actlciti/;ggg . . o . .
R /
§g§§;gulg_ COMMUNICATIONS L. . - .

. -nJ-

Thls group, responded to the guestlon, "What’are‘the audlt ap-~ .
proaches and techniques for evaluation of communications’ in an ADP en-'
v1ronment°" They limit their discussion to guidelines for a data com-
munication security audit of a computer system that uses a data communi-~
cation network. This audit applies to the hardware, software, and peb-
ple.involved with the data communications of the compyter system. The
group\gecommends that such an audit should be made on sensitive appllca~
<tions and the general data communications system, with the frequency be-
ing directly related to the sen31t;v1ty of the applications or system.
The general approach for this Lype of audit should be a transaction- flow

. Ty

ana1y31s, tracking transactions both from the input terminal through the

network to the computer, and in the reverse direction (computer to ter-
minal). . . . h : »
)
A speclflc tool developed by the group for conductlng this type au-
dit is a resource/exposure/safeguard matrix. This matrix contains a

- Tist of ten system resources down the left hand’ side, a list of six ca~

tegories of exposure across the top and an endmeration of appropriate
safeguards that might be in place for each combinatlon of resoufces and
exposures. The auditor's job weuld then be.to determine what ar he
actual resources of the computer system (termlnals, distributéd '

- © o xxvi . .
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intelligence, modems, local loops, line€s, ‘ -
mult1plexors/concentrators/swwtcnes, frontrend processor, omputer,

.software, ‘and people), and to sece what safeguards are in place to pro-

tect- these resources Aagainst the possible exposures (errors and omis-
sions, disaster and disruptions, loss of integrity, disc¥osure, defalca-
tion, and theft Qf resources). Eacn of the seventéen safeguards in the
report (as well as the resources and exposures) are defined. In addi-

"tion, fQr-each safeguard there is a statement about what the aud1tor

éhould do with respect:to his review of -this safeguard.

The paper point$ out its own limitations--that the. safeguards are
not all-inclusive, will only assist in achieving secur1ty but not
guarantee it; may not apply to all apollcatlons, and on reflect the
current state of-the-art methods.

-

SESSION ON POST-PROCESSING AUDIT TOOLS AND TECHNIQUES

The question:-this group addressed was, "What are the post-
processing audit tools and techniques available or needed for the effec-
tive use of the various system journals and logs in an audit of computer
security?" They initially describe the general objectives of such an au-
dit.as determining the existence, sc¢ope, and adequacy of controls in the
light of level of protection required. They note the specific objectives
as establishing the existence of uniqueness of transactions, transaction

. 1ntegr1ty (completéness, accuracy, anq authorization controls), prdcess-

ing 1ntegr1ty, distribution control’s, recoverablllty controls, and vio-
lation controls._ The terms “computer securlty" "computer security au-

dit", "post-processing‘audit", "logs", '"tools vs. techniques", and- :

"transactlon" are deflned to enhance the ciarlty of the decument. N

LN

This group thenh describes-what it cons iders to be the essence of a
post-processing security audit. Such ah audit is always concerned with

o INPUT . ) .

o PROCESS - S .

o GUTPUT N ) .
and - \

o ACCESS fo ahy of the above three. , . 5

The objectives of a security audit‘can be achieved by looking for
information detailed in a log on any of the abdwe components. This log

'would show five basic ‘types of information:™ .
1. WHO--identifies initiator of an action, i g

2. FUNCTION--describes the processing activity,”
3. WHAT--identifies obJects of processing activity,
4, STATUS--refers to FUNCTION and associated iditiator and affected
objects, :
5. TIME--glves it a date-time stamp. -7
An example is glven of the. securlty information reguirements for an 'EFTS
system.

xxvii o
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, Post-prdcessing techniques are “then acescribed under tne basic fou"
components of an audit. For Access and Iaput one would usse logs of
successes, logs of failures, and a lo% continuity check. ' For Process.

-* there are manual checking,.control totals, test data, integrated test
facility, taggyng, extended record maintenance, tracipg, mapping, recom-

* pilation, parallel simulation, and retrieval prog s. For Output there
are output listings..of, dlsp051t10ns and authoriZatiom listings. ,

The conclu51ons and recommendatlons
1. bkxisting software tools offer m
use by . ‘
a) gubllshlng a catalog of these tools for the auditor.:
by creatlng facilities to easily combine the use of two of
these tools. s
2. Needed teechniques are ‘
a) a method for maintaining the security of the security log.
(Some possibilities are using present operating systems, or
using a special tamper proof recordlng device to record all
activity, or a complete hardware monltor similar to a cockpit
flight recorder). .
b) higher level software to access and manipulate logs.
© 4 ) . .«

f the group were:
ch but could be made.easier to

k4 e

t

1

SESSION ON INTERACTIYE,AQ IT IQQL§ AND ECHNIQQ S

This group responded to the questlon( "What are the 1nteract1ve au-
dit tools and techniques available or needed to permlt on-line auditing
. of computer security?" . This session explored a subject area which is i
“ " the very "early stages of development. The group defines its overall® goal

as "The development of an auditing approach for the use of on-line or
interactive techniques to achieve performance assurance ‘in computer sys-
tems." and its specific objectives as .

1. Define the scope and requlrements for 'nteractive tools and

D,

_tecbnlques.
2. Review and define auditability and control characteristigs in
computer systems. o

3. Describe tools and techniques available an&-spe01;y needed ones.
4, Develop crlterla for the use of ‘these ‘tools in specific systems
environments and define -the requlred 1nterfaces (e.g. with- Data
Ba§€: Operating Systems). ~

‘ In order to achleve these obJectlves the group first defines a
number of tefms, the most central one being 'interactive auditing' -an
activity congisting of interactive audit programming and interactlve au-
dit processing.. Interactive audit for computer security is then put
~into the larger framework of Performance Assurance (PA) {(defined as ‘as<’

- suring that a computer system is performing its intended” functions
within a specified degree of accuracy, timelinéss, and data securlty,
and that it is not performing unintended functlons) Performance as-
surance is initially described in terms of the functlons performed by

’ = xxviii 23




several aifferent kinas of people, including the Certified Public Ac-
countant, senior organlzatlonal management, internal auditors, the qual-
ity assurance funothn, and operatlonal management However the,PA
function is largely discussed- in terms of four aot1v1t1es
1. Setting PA obJeotlves relat1ng to .

,a) the nature and purpose* of the testlng,

b) the nature of the computer system being tested

2. Gathering . 1nformat10n needed to review, evaluate, or establlsh
systems, procedures, and controls,

3. Performing PA analysés and evaluations su;table for-the nature
and complexity of the system application; . —
4, Designing and performlng PA test procedures as a result of thé - -
analyses and evaluatlons.
)

Exrstlng audit tools and teohnlques to. accomplish the above PA %e-

tivities are’ divided into §wo classes, batch and interactive, with. at-
vantages and. dlsadvantages of each being gzven. Available batoh tools

are utility programs, test decks, audit modules, integrated test facili-:

ty (ITF), test data generatory snapshot (with tagging), tracing, SCARF,

audit software,baokages, and parallel simulation. Interactive tools' are .
udit Command Language, (ACL) and, Natlonal Automated Rboountlng Research

System (NAARS). The benefits of interactive tools’ and techniques &re

discussed. All audlt tools and techniques are tabulated by PA aotiv1-

ties parformed. , , e

LY

S

-

© -
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‘A oomprehen31ve discussion of needed tools.and techniques is then
given. They are divided into five broad categories: _
1. near real-time error detection and correction, - - ;
2. monitdring of adequaoy of controls,

3. measurement of design accuracy, B )
4. program modlfloatlon control, ) . /
and ' ) . . .

5. monitoring system trouble 1nd10ators. . .
This part of the report outlines a Large number of tools fhat need ) -
development in order to make interadtive auditing a reality. These ;
tools and ‘techniques are also tabulated by PA activities performed.'
The broad reoommendatlons of this group are that further delibera-
tions and- research are required in the following areas: I’
1. Speolfloatlons of design and, penformanoe requirements for in~ . »
, teractive audif tools and techniques. ‘
' 2. De51gns of interactive audit tools and teohniques for 1nterfaoes .
with operating systems and.data base management systems. . -
3. Behavioral audit research ta study audit- behavior in an interac-
tive human-machine mode of operation.
» U, Development.of a oomprehensrve audit and control theory to’ guide
PA professionals in their activities and software designers in the
development’ of approplate aud1t tools and teohnlques.

¢ N - +




PART I: INTRGDUCTION
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1. HOST WELCOMING ADDRESS . .o

. - . . .

% ' S. Jeffery
' National Bureau .of Standards

. \ . P |
. I'd like to welcome all of you to tne\Natiénal Bureau of Standards' ‘
Invitatignal Workshop on Audit and Evaluation of Computer Security.

. Thgs will be a memorable meeting because of th qualifications:of those. .
" here today, as well as the broad“scope of organizatiodns and disciplines
" they. represent. . . ’

v \ ’ e \
- it is interesting to note that 33%_of:the Workshop attendees
repregsent¥iearly a dozen Federal agencies and organizations. The
’ 'Féderal encies include: the General A000unt1ng Office, the Department -
of’Health Education, and ‘Welfare, the Department of Defense, the Gen- o
.. -eral Services Administration, the Department of Agriculture and, of s
<~ . Gourse, our own Department of Commerce. ' ﬂ\q
. Although we have an impressive 'list .of persons from these various.
Government agencies, I would especially like to welcome Frank S. Sato,
the Deputy Assistant Secretary of Defense for Audit; Donald L. Scantle~
* bury, the Director of the Financial and General Management ‘Studies: Divi-
sion of the General Accounting 0ff10e° Howard R. Davia, the Director of
the Office of Audit at the General Services Admlnlstrat10n° Donald L.
o Eirich,’ Associate Director of the Logistics and Communications Division
of the General Accounting Office; and C. William Getz, Regional Commis-
sioner of the GeneralgServices Administration, Région 9.
oy v

L 4

- &

. Their respective experience will provide an important addition to
the rich mixture of knowledge here today. ’

* _The remainﬁng 67% of the attendees come from aeCOunting firms,
software and hardware organizations, private industry, and universities.

’ NNer ’ , .
We havle a solid contingent from the accounting world with six firms

[§ . N .
represented. There are seven software houses and tyo main-frame
- manufacturers; in the unlver31ty area, three U.S. u ‘Venslt1e3° and in -
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A second ‘tut at the attendee list for this Workshop can be made
from the point of view of skills and knowledge represented. The audit
aspect of this Workshop is goveréd by persons from the American Insti-
tute of Certified Public Accountan?s the Instituta of Internal Audi-
tors,. the EDP Auditbrs Association) the Association of Government Ac-
countants, s¥x large .accounting firms in.the private sector, and audi-
tqrs from various Government and private organizations.

The éomputer agspect of our Workshop is represented by persons en-
gaged in developing control software and techniques for industry, for
Government, and for uniersities with a strong contingent of 1eading-

edge Fesearchers in all these areas.

It should be clear from all that I"have said that we have an unusu- d
al array of talents assembled for this workshop. ;
I think that this- is the first time that such a breadth and depth
i 1ties has been»focused on the subject of audit and evaluation of

-

A4 like to thank our Chairman, Mr. Robert G. McKenzie of the Gen- \ *

'_eral A¢counting Office for his gfforts in- guiding the evolution of this
. ‘Wogkshop. He was instrumental in selecting the topics for discussion in

‘the 'various sessions and Session Chairmen, and provided constant gui-, ,
dance in the gelection of session attenhges. -

o
. - .

* My thanks also to Mrs. Zella G. Ruthberg of my own -staff who has
worked with Bob McKenzie throughout the planning. 8he has also been
re3ponsible for coordinating “all arran ments for finding and obtaining
these fine accommodations.,i ij

Our specific interest in this WOrkshop is to accumulate sufficient
information to form thé\%:sis for Federal Information Processing Stan-
dards and Gﬁidelines in e area of audit and evaluation of computer
security 5 . L . .- '

+

The Institute. for Computer Sciences -and Technology of the National
Bureau of Standards has the responsibility of providing,Federal agencies

with standards and guidelines for data processing, and it is expected
that the Pr00eedings of this Workshop will be* the precursor to such a

-
<4

Considering the broad. spectrum of abilities assembled here, these ™

Proceedings-will undoubtedly be a valuable document in itself, to be

" used by all those working in the infernal audit ardas. -

. )
Again, let me thank yo6u all for your interest in coming, and I want

" to wish you every success in’ your efforts.
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2. EDITOR'S COMMENTS ON THE SESSIONS AND THE REPORTS -
. -~ N

2.1 Some Definitions of Terms . \ . ' !

Each attendee was furnished a copy of FIPS PUB 39, "Glossary for
Computer System Security,” in an attempt to maintain uniformity of
technical terms in the reports of the various sessions. A number of the
‘sessions chose to redefine a few terms and use others not included in
the Glossary. In most of these cases, the definitioné as used by the
session participants have been included as an 1ntegral part of their re-
ports. The follow1ng is a dlscu331on of a few terms considered to be
essential ) .

1)

Computer security audit. An independent evaluation to determine
(1f the accuracy and reliability of.the data maintained on or generated
by. an automated-data processing system, (2) the adequacy of protection
afforded the organization's assets to include hardwareﬁ‘software, and
data from all significant anticipgted threats or hazaﬁﬁe and (3) the
operatlonal reliablllty and performance assurance of the automated data
processing system. - .

Internal audit. An independent appralsal act1v1ty w1th1njzg organ-
.ization for the review of operations as a service to management. The
overall obJect1Ve of internal auditing is to assist management in at-
taining its goals by furnishing information, analyses, appraisals, and |,
recommendations pertinent to mariagement's du;ﬁes and objectives. The
need for effective internal auditing in the Federal agencies has been
recognized by the Congress in a number of laws, partlcularly th

asency to establlsh and maifftain

- -

« . ".,.. internal control designed to brovide...
effective control over and accountabilify for all funds,
property, and other assets for which the agency is v

i responsible, including appropriate internal audit. "\* -
External audit. FreqqeﬁtI;/iZnsidered synonymous with flpancial

audits conducted by certifiied public accountants. Financial audlts are
objective efaminatlons of financia /statements accompanled by the ex-
press1on of 'a competent opinion concerning the fairness of the presenta-
tion of those financial statements. However, a bread definition of
external audit would simply be: An audit of any type conducted by indi-
viduals independent of the organlzatlon under review. :

”
) . - k]
l
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.rity as defined under "“computer securlty audlt" in sectlon 2.1.

‘are more technicakly oriented. A detailed Table of Content

found in Appendix B.

¢
4
Audit and, evaluation of computer security is a very complex subjec:
that must be con31dered from a total system perspect1Ve. It 1nvolves )
the evaluation of all of the controls necessary to assure computer seou-
/

s N o
2.2 Observations

vk

.

The total security system that provides such assurance consists, of
controls that can be grouped into various categories, such as physical,
procedural, operaQ;onal teéhnlcal, etc. However, it does little ggod
to have strong-controls in one area Af the controls in ‘another are ei-
ther weak and unreliable dr can ea31ly be 01rcumvented The end result
could be the game---a disaster. In view-of this and the known 1nberre—
latiopship between various categories of controls, it is necessary that
all controls be evaluated prior to rendering an opinion as to the ade-
quacy of eomputer secyrlty within any automated data processing ‘system.
Therefore each part of these Proceedings should be consldered.w;th equal
weight when'deéveloping a program for sueh audits.

-

‘ / 4/ '
2.3 Reading the'Proceedings ;y
g \
he reports of the ten sessions are independent of one énoﬁher and
ead"in any order. Note that the reports toward the beginning of
the, Proceedings are more management oriented while thdse to rd the end

has been in-
cluded as an aid to locating spécific materials. Major repommendatlons
and conclusions of-the sessions can be found in the Executlve Summary at
the beginning of these Proceedlngs. The account of why the Workshop was
held how it evolved, and hoy .the sesslon reports were generated can be
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s Donald L, Adams is Managing Director of
S Administrative Services at the American In-
“stitute of Certified Public Accountants, with
responsibility for internal applications of
the computer as well as development of its
use in the accounting and auditing practices
of members. His administrative responsibil-
ities include Personnel, Purchasing, Officé
Management, Printing and Shipping. Long a
member of AICPA, he has served on a number of
its committees in the computer a R "
cluding the chairmanship of the” EDP Auditing. .
Committee. He is-a former member of the
Computer Committee of the New YorkiState
Society of CPA's. ’

B&fore coming to AICPA4in June:.1973,

Mr. Adams had for three years/been Assistant

 Djrectdr of Data Processing ‘at ‘the ‘investment

; banking firm, Salomor Brothers./ Prior to that, he had been Manager of
Computer Auditing at Peat, Marwjck, Mitchell & Co. He has been in- %
volved in computer auditing since 1960, has written many articles on
Yhe subject, and has lectured éxtensively in £he United States, Canada
and Europe. He is Editor of the monthly newsletter, EDPACS (EDP. .

Audit Contrdl & Security).

He studied at Massachusétts Institute of

Technology and Syracuse University, earning the B.S.

egree Magna Cum/.

Laude from the.latter institution in 1959.
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- .- Y 1. INTROBUCTION L ‘ﬁ
VN Mg rA AN . Coeat " )

. These workshop sessionssare gquite valuable. They are brief and
_ limited to & stated period of fime. This is a positivé factor in
insuring that they accomplish the1r goals ance the time is limited,
there is a constraint on the amgunt of depatlng that can tgke place.

P \ This is bound to ﬂilp -In many other, meetings, we seem to be
' able to debate ®opic rtually forever. Having a limited time - °
period means you have|a better chance of getting something dohe. It >
also means that you d ot_hav%‘time to conduct a survey. Thank God!
3 - - . N <y N .
It seems that any time a comm¥ttee, addresses a particular problem,
the first thing they want %o do is comduct a survey. They always ’
. seem to be searchlng for that one elusive nugget of truth that might
. "‘be puried olit there somewvhere in the world% Hopefully, a survey N
‘ might uncover that gem of w1sdom However, I have never known a case . R

- where this happened T

i~

Mos of us went to school when the 301ent1flc method was/ﬁery
much in (vogue. As a result, using thé scieéntific approach to problem '
* solving akes us feel comfortable. Unfortunately, accounting .and -~
auditifg are not sciences. They are at best 1mper;ect art forms. N
In con ence the application of the scientific .method is, ajmistake.
A gtoup, such as the one that is attending]this workshop, is hand
picked to be a cross section of the most knowledgeable Ple working
in the particular field. It is a good bet that there is“nét ‘ . 1_
"a single important thing going on in the fields offeuditing and’ *
evaluating combputer security that is not knotm by at least one person
attending this workshop. That is where the true value of these v P
workshops ‘domes 1nto play. Knowledgeable Beople get together, pool
. their 1nformat10n and produce a document that w1ll inform. others
‘Used properly, this is a ‘very cost effectlve way of dlstrlbutlng

knowledge" It should be used more often. . > Rl o -
. - A \ L ! he , \"K N -
~ . r T : @‘- -~
| 2. AN APPRQACH“T? THE "WORKSHOP . , ; JT

. t * N . ' r A ’ l . T

The'butline.of the topics to be covered in this workshop includes .
ten basic areas. It is 'a very ambitious program. About & year ago,

- - M *




,7 a preg¢ise definition would be premature.

."_ . . . » ' : {
. _/ N - ’ .
B I was involved in a similar effort in regard to the-Data Basgge
Dirthions Workshop. It might be useful to review the approach we used
v in trying to meet our workshop objectives. The first hour was spent
in brainstorming the major topics to be covered. At the end of the
- hour we listed the projects and voted to. select the .five that werg
most important. A’ time budget was established for- each of them. If
we allotted five hours to a topic, we discussed it for five hours and
= then moved on to thé next one. The approach worked quite well-and it
.. may prove helpful to some of you over the next.few days.

COMMENTS ON PROPOSED TOPYCS

P
-

&

fer a few comments about each of the session

v y N
3.1, internal Audit Standards : -

1 I would like to
togics.

134

or certified public accountants to establish
t is ewen harder for internal auditors to attempt
They are locking

<« It is difficul
audit standards.
that task. External auditors share a comgon goal.
to express an opinion on the finanecial statements f an organization.
Internal @quditors have a much-more variable chart Their role and
the scope of their activities are both established by management :
It is difficulyt for an outside group to dictate standards for the* .
internal audit)function. Insfpls particular workshop the approach
to be taken inlest ishing sfandards depends on how you.define
security From e material that was distributed in advance, it
appears a very broad definition will be utilized. To the e&tent "that
this group is avblé to develop useful standards, it w1ll be a very
positive forward step. .

3.2 Qualifications and Training

.

e
-, This,is another challenging topic.

: .

It is very dirficult to define

the qualifications and training required in the field ‘of computer
security since there is no accepted common -body of knowledge Perhaps,
. 8 Professional qualifications
and standa evolve very slowly. They are coming, but it certainly
will be a fwhile before a consensus is formed. It is very hard to
predict when we w1ll be able to have meaningful standards for o
professfonal qualification in a specidlty such as computer security.
The grole; erking on this topic should try to keep their recommenda-
tions at the general level . It would be a mistake to try and

t

- establish a Strict set of qualification and training standards this
‘early in the game. It would be better to s}art slow and build upon .
that foundation. ' ) -

b . .
' o % . 23 ' .
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& y.: . 1
-~

*




[
N
i

t
¢
f
3

23 Securltxlgdminlstratlon:

This is a relatlvely new area as it rélates to EDP. A thorough _ y.
discussion of this topic should prove to be quite useful. There is .
,& need for a definition of the duties, regponsibilities, and organi-
"zation of the securlty administration functlon While this material
may only be of interest to very large oﬂﬁanlzatlons, it will cerfﬁinly
bg helpful. We need to develop audit approaches and techniques-‘:that
can-be applied to a rev1ew of the securlty admidistration functldh -
so guidelines in this area will be parficularly useful .

- . ¢

3.k Audit’Considerations In Various System Environments (;>T - B

The environment has a de01ded 1mpact on audit cog§1derat10ns
but what is that impact? This is not an easy question to angwer.
This group will f] they have been given a very tough assignment.
Within the-current state of the art we cannei be too definitive N
in providing guidance. To date, no one has don€ much, if anything,
~ in this particular area. Some thoughtful consideration of this topic
should.prové to be extremely helpful and will serve as a useful
" . starting point for f‘ur*t‘ner work. ~ - . Ve

-

L
— 3.5 <Administrapive and Physical Controls, . .

' " This seems to be a strange‘combination of topics. External
auditors would not lump these two together, but it may be useful
to consider them.in tandem. Yet, it may prove to be a time consumlng
' task. Administrati and phys1cal controls cqver a very wide
faﬁge of%epics. T oup has been directed‘to place their emphasis -
on those areas that are not weill defined in the existing literature.
They may find it dlfflcult to identify controls that are new or

. u.nlque . » - ‘,_ Q . ' )
3.6 Program Integrity . : - Q
N . 1
Audit approaches and techniques to evaluate the security of N
0 operating systems, data base management systems, and application "
programs are to be covered. The members, of this session will consider e

the problems involved in establishing 1ntegr1ty in these three areas. X
It is easy to consider the problems, but defining the audit techniques s
to evaluate integrity will be qylte a challenge. Tke. results of this

group's dellberatlons will certainly be of 1nterest, ) N had

3.7 Data’ Integrlty s

This is a more }amiliar topic. Auditors, particularly external
4 auditors, have been deeply involved in reviewing and evaluating
data integrity for quite some time, The group has been asked to
‘identify and discuss data imbegrity techniques that are not well
covered in%purrent literature. . This may prove to be a tough assignment.

. . '
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.The literature is quite complete and it will be surprising if the‘group i

‘can develop very much that is new in this area. . -

.

,:

Most auditors lack an in-depth eibertiee in the field of
communications security. The developments of electronic funds transfer
systems and distributed processing systems'will make this topic one.
that 1is of considerable 1mportance. Even if effective security is
1mplemented in all other aspects of a system, the entire. ball game
could be lost through a data communications securlty fault. Guidance
in this ares should prove to be of 1mmen§b help €o the audit- comfunity
in defining some of its future tasks ) !

- > -
.« > " N

3.9 Post Processing Audit Tools and Techniques )
o
A grest deal of information is recorded on the journals and-logs
maintained by most of today s computer systems. Auditors face a
major problem in determlnlng what ‘information is available and
deciding how to get at it and .use it to accomplish and audit. The
group"has been asked to address the topic of the need for new .techniques
in this area. They may conclude bhere is little meed for new techniques.
Most of the tools that an auditor requires are available. They were
developed for use by systems personnel The auditor needs to developﬁh
a familiarity with what is availdble and to gain experlence in its
use. The group addressing this topic would accompllsh a g;fat deal if
they are able to highlight the'areds guditors should explore aml at
the same time, provide guidance as to ¥he tools they might gmploy. *

. K

3.10 Interactive Audit Tools and Techniques N

In this particular area, the needs of the internal auditor are
quite different from those of the external auditor. Internal ‘
auditors usually work with more of a managerial emphasis and they
are more likely to have a. need for oh-lane analysis of data. CPAs
on the other hand, usually perform their work as of/a particular
point in time. Their needs are usually more static in nature. How-
ever, that may change. The growth of EFTS and &istributed processing
may make interactive auditing ‘s more important area. Both ;hternaL
and external auditors will be interested in the deliberations of
this greup. )

L. P P

. SUMMARY ) ]

The ségsion theme, Audit and Evaluation "of Computer Security,
is a timely one. The topics that have. been proposed for discussion
are all of current interest and deal with areas that are.of 1mportance
o the audit community. To date, the known flnan01al losses related

{
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to data security failures are qulte.small However, loglcally, these
osses are bound” t0 increase. Consideration of the toplcs outlined
for this workshop will provide a better basis for defi ning our current- '
L
problems and developing the technlques we will need /o cope with an @' .
. 4
- expandlng technolpgy. R - . . .
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- ) PART IIT: INTERNAL AUDIT STANDARDS
' = E
T e Chairpersons William E Perrv .
’ ™ The Institute of Interna1 Aud1tors
. B+ Participants: v )
* Howard-R. Davia -  Kenneth A. Pollock - ‘
General Services Administration U.S.. Geheral Accounting-Of§ice
. S. Jeffery . Frank S. Sato

National Bureau. of%Standards

’ Fred L. Lilly
Co “Lilly & Harris, CPAs
= Gerald E. Meyers
CNA Insurance

»

¥

Depar@ment ‘of.Defense

- Donald L. Scantiebury
v U.S. General Accounting Office
‘ T. Q. Stevenson, Recorder
‘Department of Agriculture

o
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. From Teft to right: .T. Q. Stevenson, Donald L. Scantlebury, Kenneth
-+ A. Pollock, Howard R.,Davia; William E. Perry, Gerald.E. Meyers, Fred .
L..killy, S Jeffery3 Frank-S. Sato
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Note: " Titles and addresses of attendees can be found in Append1x A
o
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" " EDITORS' NOTE

A breif_biography of. the Sessiah Chairperson follows:

Mr. Willjam E. Perry is the Director of EDP and Research for the
Institute of Internal Auditors and serves as staff liaison for-the In-
ternational Committees on EDP Auditing and Research. Prior to joining
the Institute, he was Supervisor of Corporate Computer Auditing for
Eastman Kodak Company. He has alsq held positions with Arthur Young &
Company,oFt. Richie, and Price Waterhouse & Company. i graduate
of Clarkson College, holds & MBA from Rochester Institute of Technology
and a Mid from the Universi2§ of Rochester. He is a Cértified Public
~ Accountant (NY) and a Certified Internal Auditor. He is a member of the
Computer Services Executive Committee and the Auditing Advanced EDP Sys-
~ tems Task Force of the AICPA, a member of the Board.of Directors of the

American.Federation of Information Processing Societies, and past com-
mittee chairman of the GUIDE International PL/1 Committee. He was a
professor of data.prdcessing at Monroe Community College. His most re-
cent publications include: "Pre-Occurrence Auditing--Building Control
Into the.Audit Program,) Bank Administration (Jan. & Feb., '*7%) and nu-
merous contributions to EDPACS on subjects of EDP audit and control.

-

»

e

The charge given to this session was:
)

INTERNAL AUDIT STANDARDS: Develop a proposed statement of audit

" standards for computer security considering (a) the role of the
internal auditor, and (B) application of traditional audit stan-
dards. - Sy : )

A

Computer security is a very complex subject that must be considered from
a total system perspective. It involves all the controls necessary to
ensure (1) the accuracy and reliability of the data maintained on or.
generated by an automated data processing system, and (2) the protec-
tjon of the organizational assets to include the hardware, software, and
data from all anticipated threats or hazards. ’

“This session is to consider the responsibilities of the internal auditor
in evaluating computer security throughout the devélopmental and opera-
tional life cycle of an automatic data processing system: The AICPA's
Statemept on Auditing Standards No. 3 entitled, "The Effects of EDP on
the Auditor's Study and Evaluation of Internal €ontrol" should be con*z_
sidered for use as a departure point for this session. . i

Thé consensus report that fo]]éws was developed and reviewed by the ma-
Jority of the membership oftthis session. T

>

)
<
3-2




oY

ﬂ)/ ‘ Ken Pollocky T. Q. Stevenson, Frank S.. Sato

Supp]ementa] Standards for Internal Auditor's Expanded
Role in Reviewing Computer Systems and their Deve]opment

" - A Consensus Report

\
William.E. Perry, Fred L. Lilly, D. L. Scant]ebury/;

N

1. INTRODUCTION S

1]

1.1 Ad'tomated Systems Effect on Environment

1 The computer has substantially altered the methods by which data *
processing systems operate and are controlled and audited. The oppor-
tunities for personal review and clerical checking have declined as.the
collection and subsequent uses of data.are thanged. The changes-are
the result of moving from manual prosedures performed by individuals
_familiar with both the data and the accounting process to high volume,
" automated techniques performed by individuals unfamiliar w1th boeth the
data and accounting practices.

The introduction of data process1ng equipment frequent]y requires

- that the recording and processing funct1ons be concentrated in depart-
“ments that are separate from the origin of the data; it may, however,
“eliminate the separation of some.of the responsibilities that previously
T characterized the record keeping function. A trend toward the integra-

. tion of operating and financjal 'data into organ1zat1on -wide information

systems of dafa bases also e]1m1nated independent records that might

previously have provided a source of comparative data: At the ,same
—,time, such-integrated information systems can become the basis ‘for more

v1ta] and't1me]y management dec1s1ons

t
Computer1zat1on has reduced substant1a1]y the t1me available for

the review of transactions before their entry into the accounting

records. As &swesult, in poorly controlled systems the opportunity

for discovering errors or fraud before they have an impact on opera-
\ tions may be reduced, especially in the case of real-time and data base

systems. This-has 1ncreased the importance of 1ntennal control pro-

cedures [1]. It also affects ‘the work the auditor must ﬁ???orm An .

important aspect of this work 1s}rev1ew1ng the adequacy of computer

. security. . -

@

-

F
1.2 Computer Security Defined .
Compute} security is a veny complex subject that must be considered
from a total system perspective. It .involves all the controls necessary
to ensure.(1) the accuracy and re]1ab1ﬂ1ty of the data maintained on or
generated by an automated data process1n9 system, (2) an appropriate
c L, 43




degree of protection of the organ1zat1onaJ assets to include the hard-
ware, software, and, data from.all s1gn1f1cant anticipated threats.or
hazards, and (3) the economy and eff1c1ency of computer operat1ons

Computer 'security does not inglude (1) the Just1f1cat1ou of a
computer system, (2) the full range of meeting all management objectives,
and (3) determining an acceptable level -of risk for an qsagggzat1on,_
but all are areas*for audit 1nV0]vement o

1.3 D1scuss1on of Aud1t InVo]vement in Computer Secur1ty

The-concept of accp ntab1]1ty-1s inherent in governmedt and non-
government audits. Any audit could encompass the three etements bear1ng
on accountab111ty, which are: .

»

“ . ].. F1nance and compliance - .

2. Economy and efficiency - i -

s
¢

. 3. Program results oL - .
. . From the standp01nt of the auditor reviewing secur1ty, the e]ements
"of. both comp]1ance and program resylts are within bounds. (Efficiency
angd economy may be adversely affected by a tight computer- secur1ty
' - requirement. ) There may be specific standards or regulatory require-
ments governing security aspects of an operation which should be 5
reviewed for compliance, and in evaluating the program results of an
operation, security may be an important factor. S1m11ar]y, in audits
performed by CPA firms and the GAO, -attention is given'to the adequacy
of control over assets, and this may well involve the secur1ty controls
over information -held by the organization. Interna] audi'tors should
be concerned with the adequacy of contro] of organization- held infor-
-mation. "
. - . : ' ¥
-A separate auditing standard per se to cover the auditor's work in
this area.is not warranted. However, another mechanism is needed to
draw the auditor's specific attention to the prob]em of computer ¥
security and make him aware.of his-responsibilities.’ The mechanism may
§1n;1ude items such as a commentary; c]ar1f1cat10n, or interpretation of

ex1$t1ng standards . . s ¢

The AICPAwused this means when it 1ssued Statement of Aud1t1ng
Standards (SAS) No. 3 “The Effect of EDP on the Auditors' Study and . .
Eva]uat10n of Internal Control." The basic.CPA audit standards which
have served so well without mbdification‘for so long were not changed
with the advent.of the computer,. but the SAS amplified'and interpreted
the standards as it related to EDP.. We have chosen to use the term

*"suppl menta]ustandard" in d1scuss1ng the expanded role of the 1nterna1 .
s aud1tor in this area. ) . i ’
Y . hd \
. ’ ‘. '
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1. 4 Chang1ng Auditor Requ1rement
N \
. When internal auditors funct1on in a computerized env1ronment
their audit respons1b111ty needs to encompass the f0110w1ng

. 1. Provide guidance to data processing and user personnel
. ) , for areating the mechanism for auditable “systems. .
/? : ‘.2. Determine that internal controls in cdmputer1zed appli-

-cations are operative and effective by rev1ew1ng and
testing thgse contro]s .

N y
v, . ° ’
- 2.0 SUPPLEMENTAL STANDARDS FOR COMPUTER INTERNAL AUDIT WORK

'_ 231“~éenera1 . ,a ’

A computer1zed env1ronment does not creatéga need for new audit

standards. The Current internal audit standards as set.forth in the

GAO pamphlet. "Standards for Audit of Governmental Organizations, ;

. Programs, Act1v1t1es, & Functions," are basically appropriate for audits

of the data process1ng function. What is needed are supp]ements tg7

. those standards that specify the additidnal tasks the auditor must
perform in a computer1zed environment to meet the basic standards

Three areas have been identifiéd for the purposes of sudb]ement1ng
those standards These are audit 1nv01vement in: ,

1. Systems deve]gpment
2. Operational systems (application controls).

3. Phys1ca1 secur1ty and general controls

1)

2.2 ‘Supplemental Standard for Systems Deve}opment .
- pe

¢

The.internal aud1tor shall be invo ved in the development/éf new
data processing systems or significant Mddification of ex1st1ng ones
with the obJect1ves of seeing that such systems:

. "
1. Include the controls necessary to protect agaTnst theft ‘

< ..and ser1ous error _ L . ..
B 3 .
2. Provide the audit trails needed for- anagement aud1tors,

and operational review- , «
3. Fa1thfu11y carry out’ the p011c1es management has prescr1bed$“*a
for the system- - "

v?*
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4. Will provide an effictent-and economical system .

> e

5. Are in-cdhformity with applicable legal requirements’
\ . ° ot

6. Are ﬁoéumgnt&ﬂ in a manner that will provide an understanding
of the system required for maintaining and auditing the system (x

.1 2,2.1. Commentary ~ o o

#  The system development process includes the definition of procgs- °
sing applications to be carried out by a computer,- design of the pro-
cessing steps to be followed, determjnation of the data input and files
that will be required!,a d specifications for individual program's

input data and output.” | . N .

-

Auditor involyement iS important in the design of an application.
It is needed because the design must provide for necessary control pro-
cedures and produce the reports and data files which.will be needed.for .
audit purposes after the system becomes opegsf;:::].

Requirements for an -EDP system should be blished by management
and it is the auditor's responsibility to determine whether or not these
policies are being carried out in the design and whether or not the

. design conforms with applicable legal requirements. This will require
the auditor to ascertain the nature of the requirements set by manage-

‘ment, and whether or not the requirements are being met. Vo '

.- "The ahiditor should ascertain that an appropriate approval process
is being followed in“develophment of new systems and making modifications
¢ existing systéms. In doing this the auditor should consider, the need
. for approval of system design by data processing management, user groups,
and other user groups whose data and reports may be affected., - o
it

1 . . .

The auditqr should also determine whether or not management.re
documentation sufficient to define the processing that must be performed
by proggams in the system, data files to be processed, reports be

" prepared for users, operating instructions for.use by computer operators;
and user group instructions” for preparation and cont 1 of data, The
auditor should also ascertain whether or not mgnagement p licy provides
for.testing sufficient to give assfirance that reliance<Can be placed in

. - the system before the.system is used forproduction purposes.- -

*

© The auditor should review provisions. fora§ECurityirequired by man-
agement to, protect data.against unauthorized d&ccess and modificatien.
The auditor shou]d also consider whether thé benefits of the system juse
. tify its costs whenever the benefits cap be quantitatively measured: In
all cases, the auditor.should be alert to whether the system design will
provide for an econpmical and efficient system and should Jinvestigate
instances in which »t appears mqré/economica] or efficient methdd® can
be used. - | ' ‘ _ P

»
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After rev1ew1n6’management policies, the auditor should examine ,
approvals, documentation, test lesutts, and cost studies and other data
to.determine the extent to which management po11c1es are being followed.
The auditor should keep a close association w1th the system ‘during the’
development vphase [2] but should not become a part of the design team--
except to the extent of' recommending controls--in order to maintain
proper obJect1v1ty - .

~ The auditor should réport in writing on both the adequacy of the
.poligies and the extent to which those policies are being followed as
determined by the pud1tor s examination. The auditor should specifi-
cally. comment on all f1nd1ngs which require corrective action and should,
to the extent possible, S‘Em1t recommendations for appropr1ate attion.

2.3 Supplemental Stendard for 0perat1ona1 Systems (App]1cat1op Controls)

The internal auditor.should review'the instflled data processing
applications to determine re]1ab1]1ty in proceSS1ng data 1n a timedy,
accurate, and comp1ete manner. .

Audit objectives should” be~t0' ¢
¢ ] N

1. Determ1ne whether the 1nstay£¥d application conforms to stans

dards and the latest approved deS1gn specifications, and

g
2. Disclose possible weaknesses in the installed application .
+ through periodic audits deSigned to test internal control:
and the re11ab111ty of the data produced )
3 ~ . I3

- ®
AY

2.3.1 Commentary . . ) , SN

L4

. . v o

The transition from mechanical data processing (MDP) to electronic
data proce551ng (EDP or ADP) occasions the need. for revision in tradi-
‘tional audit standards. More spec1f1ca11y, the complexity and far-
reaching scope of EDP systems require that the internal audit give .
greater attentiof to thd system which processes data, as well as to the .
data; the theory Qeqng that, tf the system is secure, the data processed
and reported will be re]1ab]e '

»

%“
s
*

¢ ) . ‘
Supp]ementa] standard th deals with the internal auditor's invalve--

ment in the development of the.system specifications for the purpose of
assuring that computer security has been adequately considered--with
an .appropriate risk ana]ys1s—-and that the more traditional 1nternaT
controls qver.data processing are included.

Audit compliance with supplemental standard two provides assurance
‘that the approved specifications, with all buiit-in internal controls,

etc., have been installed as intended on speC1f1c applications. .
S .

- -
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st1mu1at1ng correct1ve modifications of spec1f1cat1ons and fimproving

the instdlled app11cat1ons

In these periodic audits, the' internal

auditor's consideration of internal controls is particularly important.

.Also, the auditor must be mindful,

the 1nsta11ed system, that t

when conducting periodic tests 6f
re are no guarantees that the system will

continue to 6perate in accordance with the latest approved spec1f1-

..ations..-

i

w—

’
4

As a part: of the testing of reliability of data produced, the
cauditor will normally examine supportiﬁg documentation for selected
. transactions and tést the clerical accuracy of the manher in which

transactions have been, entered and summarized and to test compliance
with control procedures. In addition, auditors may wish to test
selected data files to identify possible exceptgon conditions and

{

accuracy of data conversion or capture.

If the data records are

maintained in machine-readable cofdition, the ayditor should, “where
appropriate, make use of computer assisted audit techniques 1n test]ng
data chords .o '

Because of the significant potential for fraud and other irregu-
larities in computer systems, the internal ‘auditor must be alert to .
" the potential of frdud. Although auditing for fraud should not
“necessarity be the pr1mary objective, the current environment d1é}ates
that detection of major frauds shou]d be one of the.objectives-o
internal aud1t1ng .

Controls
»
The,1nterna1 aud1tor should be involved in review of the general
contyols present in data process1ng systems to assure that their exis-
tence and operation are in accordance with management direction and -~
legal requirements,. and are operating effectively to provide security

-
2.4 Supp]ementa] Standard for Physical Security and(ﬁéneral

over the'data be1ng processed

Fomg

s

(

»
2.4.1" Commentary

" > Te '..
By - .

. The auditor should disgﬁﬂggléﬁ”betweEn genera]_EDP'contrpls, which
are normally applicable to all precessing being 'carriéd out within the -

installation, and application controls (eovered in Section 2.3), wh1§h
‘may vary between applications and are therefore -reviewed on an indivi-
dual -application basis. In réviewing general controls, auditors réview
and evaluate controls in several areds, and consider the effectiveness

of the general contro]s in perform1ng the review of app11cat1on,controls.

Authority and respons1b111ty must be delegated w1th1n the. orébn1— ¢
zation i such & manner that the objectives of Yhe organization can bé
with efficiency and effectiveness. The auditor should review the:

m .
'(::;éﬁzan1zat1on, delegation of authority, respons1b1]1t1es, and separat1on

e

k Ad
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of dutie$s in the oyganization %o determine whether or not functional

lines of authority are designed to meet the drganization's objectives,

and whether or not the separation of duties provides for a relatively

strong level of internal-econtrol. Separation of duties should provide

for separation between program and systems development functidfrs, com- °

puter operations, control over«input of data, and control group respon-
" sible for maintaining application controls. ‘

A . * " . el .

In reviewing the separation of duties, the additor should evaluate

the control strengths, and report-on any weaknesses resu]ting‘from
-inadequate separation of duties. The separation of duties may be . .
enhanced by policies requiring periodic rotation of duties and mandatory
vacations. The auditor should al80 review whether-such policies are
being followed. o R

® e -

Adequate physical facilities.and other resources (Such as ade-
quately trained personnel, supplies, an power) are necessary for the
organization.to meet its processing objettives. The auditor should
.review these facilitjes to determine whether or not the organization
_has adequate facilities for meeting its needs. ‘ -

Personnel manadement, .including supervision of personnel, moti-
vation of personnel, and professiopal deveTopment is an integral part
of the successful management of the data processing function. The
auditor should review these policies, to ascertain whether or not the

_ necessary management policies exist and determine whether or not they
., . are properly followed. ’
. The aud%@%r should review proyisions for physical security of the
computer Hardware, computer programs, data files, and personffel to
ascertain ghe extent of Security being maintained. This review should
include not only the computer equipmient preésent in the central proces-
sing facility, but also extends to computer terminals and other-peri-
"\ pheral equipment. In reviewing physical security of.computer hardware,
"the auditor shoulgsconsider the extent to which there are adequate
contingency plans for continuity of processing in'the event of a dis-
ruption of data proecessing functions. This should include not only
provisions for.hardware backup but detailed plans for making use of
bagkup equipment, transporting personnel, programs, formg, and data
files to an. alternate processing location, and other contingency plans
necessary for this mode of operation. The auditor should also consider
the extent tg which this contingency plan has been exercised.

In reviewing physical. security over files, the @uditor should de-
termine whethér or not data and program file libraries are mairktained by © .
personnel who do#not have access to computers aﬁa‘pomputer programs, T
whether or not the library is secure, whether or not tomputer operators

- and other personnel have access to the library, and provisions for . ¥,
backup of files (including off-site backup). In &he case’of files nor-
maTly maintained on-line, “the auditor should consider the &xtent to

which these files are protected by autﬁorizqﬁion controls within the

-
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" ware and-particularly operating sys%gms, and since systems software

o

.Eontro1'features°within that software to become ineffective: T

P

' requirements to compfy with, the Prdgacy Kc may. necess1tate aﬁopt1on of »

act1on ) : e .

3 k] . N - L
N - "
* ’ < o’ o~

operating system and whether backup copigs of files are maintained on a: { R
reqular basis, As a part of the review of procedures for maintaining .

backup copies of Tiles, the auditor should:review procedures for

ensuring that backup files are properly identified, labeled, and con- - *

tents verified to engure that the backup\mediﬂm is complete and accurate. ;

Since comquer systems are most often contro]]ed by systems soft- .
provides for file handling-capabilities, multiprogramming capabilities, d
file lakel checking, and many other authorization contrels, the systems ",
softward is an integral part of the control over computer processing.

The auditor should be aware of the type§ of controls which the . \
operating system and other systems are can exercise and should h
ascertain the extent to which those contrd?s.have been, implemented.
As a‘-part of this review, the auditor shoutd be _aware: of the fact' %Hat o
personnel responsible for maiatenance of the sy€tems software, and ‘
other persons with the "ability to make unauthorized modifications_ to -
this software, may either intentionally or-accidentally cause specific e~ 2
< - . > -

Computer hardware frequently has capabilit¥es designed into it for
detection--of erroneous conditions related to hardwarg malfunctions =
rather than program malfunctions. The auditor should be aware of t
extent.to which thé installdtion reljes updn fhese hardware contro]s,
the extent to which the operating system utilizes these{contro]s and
the manner in which hardware errors detected in a systam are reported
within the 1ﬁ%ta1]%t1on as well as procedures for taking correct1ve

B £ o s
2 5“Other Aud1t R qunrements ‘ o

- . >

The aud1tor shoq]dsrevaew the, organ1zat1on s €conomic Just1f1cat1on
and analysis for>procureﬁent of all data processing equipment. This

will inclyd®Ra, tborough reyiew..of the costzbenefit analyses developed _3

the ddta prog§SS1ng sg%;f’an c0n3unct1on~w1th users of systems that, ~ b
are to be ope 4§ed “The Bost justifi at1pn de;@ﬂopeq by management. I 2
should encomdﬁgs & reasonable” level 6f r1sk andfysis 2o assure that .th

equipment be1rﬁf rchased*is i ;n gct commensqrate with the needs and
probab1l{ty of osyré or 1oSs. ‘For examplg ay: be thdt the

special techniqueg to prevent acc1g§§fa1 of in, ent1oﬁa] disclosure of
, data. This may accomp11shed'1n number of “ways ;- the. meggpd choseq
shou]d be that which is most cost effectivé for the 1ntende purpose..

3.0 RECOMMENDED COURSE d% ACTION L )
. . IR VN oot T "t
p, ;

Thg,aud1tor should review the organ1za¢1on s ADP. system acquisition
document for its Standards. <hes& specifications then should be com- .
pared to “any app11cab1e ones of the organ1§g§§on and to what 1s actua]]y .

. . - * °‘:

{
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implemented on.the ope}at1ng equipment and software Any deviations g
should be d0cumented by an approved waiver or other release. .

1 4 s A s

The fdllowing three actions are suggested for foster1ng the
acceptance and implementation of the previously ‘stated three supp]emen-
tal 1nterna1 aud1t1ng standards { . ;>
1. That GAO review these standards and consider mod1fy1ng

their standards pamphtet accord1ng}/ or issuing . .
separate supplemental material encompass1ng the
»supplemental standards. .

2. That the supplemental standards be presented to " & -—
‘the Federal Audit Executives Council for rev1ew
and eﬁdPrsement - !
N [y N .
3. That NBS consider these supp]eﬁ\htyl standargs .
: ' in preparing FIPS guidelines for systems development, ‘
operational systems, physical security and general -
contro]s - o
. ‘ J "
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K brief biography of the. Session Chairpersonofoflows:

Mr. C, 0.-Smith is an Assistant Director of the Logistics and
Commun1cat1ons Division of the‘?n1ted Stated General Accodnt1ng Office .
in Washington, D.C. He has over 20 years of broad and in-depth per1ence
working with alt levels of’operat1ng and, management personnel within
Federal, state, and local governments, and private industry. He is .
respon$ible for planning, directing, coordinating, and participating in
world-wide evaluations of information handling operations involving
administrative, scientific, and m111tary apptecations Of computers. His
~work has’concentrated on assessing all aspects of information handling
including system and program project .planning, management analysis,

. design, implementation, and operation on a world-wide basis. During the

past 10 years he has.focused on a wide variety of different systems and

. programs including but not 1imited to command and control, payroll,”
accounting, logistical, and.man@gement information applications'.
Previously he specialized in assessing the performance of individual data
processing installations. His degrees are in Account1ng (California
State University-Fresno, B.S.) and in Business Adm1n1strat1on and Manage-
ment Information ‘Systems (The American University, M.B.A.). He is a
Certified Internal Auditor (CIA) and member of the Institute of Internal
Auditors, the Sociegy for'Management Informdtion Systems, Military Opera-
tions Research Seciety, and the EDP Auditors Association, Inc. His most
recent pertinent publication, with H. J. Podell and B. Knowles, Ts i
.Management Auditing omputer Operations: 'A Tutorial, Néw York, IEEE,
ey M6 — T N « ‘

- The charge g1yen to this session was:
»° sy |
QUALIFPCATIONS AND TRAINING: What are the qualifications and
tra1n1ng:hecessary to conduct aud1ts of computer secdrity? -
- The f1rst general aud1t1ng standard of the AIGPA is.as fol]ows
"The exam1na§aon is to be-performed by a person or persoasshav1ng adequate
. technical training and preficiency as an auditor."™ (SAS No. 1, section

750.20). SE§ No. 3, paragraph 4, exgands .on this standard by stat1h§ that'

"S1tuatloUs 1nvo1v1ng the mor comp] x EDP app11cat1ons ord1nar1Ty w&%ﬂ
requ1renthat the auditor apply spec1a11zed expert1se in EDP in performance
of the necessary audit procedures

A The task of th1s session is, to identify and define the %pec1a11zed
Q%pert1se necessary to conduct eva]uat1ons of computer security together
with the training and experience needed to achieve the appropriate level
of expertise. Consideration should be given to the full spectrum of
controls from the evaluation of simple*physical safeguards to an ana1ys1s
of the protective features of system software.

. The consensus report that follows was deve1oped and rev1ewed by
the entiré. membership of this sess1on . .
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- . The computéf\is rapidly becoming’.one of our most useful tools.
“. In the slightly more than two decades since its introduction, the

computer has made a profound change in many facets of our lives. It .

assists us in predicting the outcome of our elections; it guides our.
o astronauts in space to-compensate for man's relatively slow reaction
om— time; it controls the flow of our traffic on thé streets, on rails,
and in the air; it is used to help diagnose our ills;.forecast our |,
weather; compute our bank balances; and hundreds of other chiores which
we could not even undertake before its advent. Lo R

S

-

Predictions on the future use of the computer are many and varied |,
because the ingenuity of man knows no dimensions of time when dealing
with the possibilities of pressing back.the frontiers of ‘his ignorance.

. Since the expected growth in the use of*the computer.will contine to .
be nothing less than phenomenal, managers and other users will tend «© - @
to become much more dependent.on the computer than théy have been in . -

- the past. _As these individuals become more'dependent‘on the computer,

. opportunities for its misuse and abuse wi]f'afso increase. As the A
opportunities for computer misuse and abuse ‘increases, managers and
those individuals who will audit and evaluate computer operations,
particularly computer security, must be highly qualified.,and well

' trained. These individuals must be' familiar with the symptoms of

- potential disaster so that efficient and effective corrective action
plans may be-initiated, implemented, and maintained before their =~
computer systems become,a nightmare of error and financial loss. In .
addition, these individuals must be fami]iar with the methods used to

protect data f?Pm all anticipated.threats or hazards. ' -7
. - . N . ) . d .
 For these reasons, the basic quéstion addréssed during this ‘
session of the workshop was "What are the qualifications and training .

.. an individual needs to condlct re]iable audits of .computer security?”
. Specifically, this task consisted of identifying’and defining the &
3 spectalized expertise necessary to properly conduct evaluations of ’
_computer security together with the requisité training needed to
achieve that level of expertise.” Stated more simply, What is the
common body of kgowledge needed to do this work? . v - ® '

9

Y

CONSIDERATIONS ASSOCIATED WITH o
'DEVELOPING'A_COMMON BODY OF KNOWLEDGE . .

)

For our purposes, the panel considered computer security from
a total system perspective; that is, computer secuwity involves all
the controls necessary to .ensure the -integrity, accuracy, and reli- .

_ ability of the data that is an. integral part of an automated dath Ty

' procéssjng system. This perspective includes’all the controls
established over the acquisition, prgcessing, storing, and dissemina-
tion of' information. The panel temdﬁred,fheir consideration with the s
knowledge that they were’unaware of any foolproof system of evaluating. S

o -computer* security that will prevent an unauthorized or illegal, inter- :

. . Ll . « ag - 7
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ventvon or penetration of an automated data processim§ system by a

. v soph1st1cated profess1ona1 and technically qualified intruder.

‘ When.cons1der1ng—the appropriate Jevel of expertise necessary to
conduct these audits, the panel first attempted to identify the common
body of knowledge that an individual must ‘have before becoming involved

. in this:work and then gave extensive consideratidn to_the complexities

.+ of thé environment in which thé individual would condu;t the work. The

.spangl assumed that the individual(s) conducting these evaluations could
have~their basic edUCat1on and exper1ence in any generally recognized
d1sc1p11ne such as, but not 1imited to; accounting, business adminis-
tration, engineering, .operations research, computer science, or
economics. Each of these disciplines already has a specified body of
knowTedge ‘identified or associated with it. Since individuals with
varying backgrounds and experience can be expected f conduct these
evaluations, the pane] could not assume that everyone undertaking this
work would be a fully-qualified profess1ona1 auditor. Regardless of

_an individuals' basic. education and. experience, audits of computer

& _security demand a solid foundation if the concepts and practlces of’

' management and auditing supplemented by a solid foundation in the
fundamentals of data processing and ‘telecommunications, including an
appreciation of hardware-and software capabilities and dimitations.

- -Depending on the type nature and scope of the.audit,%an individual
will require varying degrees of knowTedge and experience in computer
operations, software performance, and informatjon flows into, through,
and out of the automated data processing function.” The more complex
the system being evaluated the more comprehens1ve technical know]edge

L wills be requ1red Por example, if @ major segmént of the audit is

. -to ascertain the integrity of a computer program or a, series of Cog-

. puter programs the auditor, among obher things, . shguld be thoroughly
® fami¥iar with the severity of the potential or real threats that.can
o be mounted against them. As outlined in Part VIII of the Proceedings,:
Vo these threats include- but ,may not be 11m1ted to the following:
L BTSN
- A. ‘Accidental disclosure ' — l
. . ,
. . 1. Natural fa11ure of either or both hardware and software
~ 2. Human error . .
) : ) G a
= B. .Casual unauthor1zed access. o » R
o ‘ '1. Browser discovered flaws o S
i 2. Exp]oitet_(intruder) seeks flaws . 2
‘ 'C.. Deliberate'attack .. . * .- EU
£ ‘ > ,:“ o -~ - -~ 7 "‘
1. Thief creates flaws (plants trap doors, modifies code)
2..Conspiracy (the conduct of a planned attagk) ° , -
’ - 3. Irrational employee ' *
: ‘ Frequently the sk1115needed to conduet th1s type of'aud1t do
R not res1de with a s1ng]e 1nd1v1dua1, In th1s Situatien mu1t1d1sc1-
T . ‘ _ g’ : 4- 4 55 ‘ . y . « !
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plinary audit teams could be used. A multidisciplinary team contains
all the skills and experience needed for a specific audit. The multi-
disciplinary team approach has been used very successfully by both
governmenta] "and ngn-governmental organ1zat1ons

- In addition, it was the panel's view that they should- not overly
concern ‘themselves with "who will conduct the audit! and that they
should concentrate their efforts on identifying the common body of .
Knowledge needed to do the work. Further, the panel did not concern
themselvés with "who wouldeprovide ‘the tra1n1ng " It was the panel's
view that dniversities; co%ﬂeges, the,.Civil Service Commission; the
Interagency Auditor Training Center; the Institute for Professional

_ Education, Inc.; and a myriad of other institutions and professional

erganizations either have or could develop courses, seminars, or
workshops that would meet: the tra1n1ng and educatiomal needs included
tn that common body of knowledge. -

Finally, the pane] did not attempt to ascertain.the costs involved
in devefoping the needed* level of exper¢1se because too many variables
are invglved. For example, the costs associated with developipg the
needed Tevel of expertise will vary substantially depending on whether
the organizatiom~- develops. the capability "in-house by ‘training their
own employees, partially develops the capability in-house by‘training
a few selected employees and supplementing this capability by tempo-

" rarily hiring the additional expertise from a source outside the

organization, or hires, either tempdrarily or on a continuing basis,
the needed expertise from an outside source such as a consu1t1ng firm.
§1nce each organizatien and each individual will have different !
tra1n1ng needs, an organization must develop its own program to obtain
.and maintain the ¢ommon body of know]edge needed to effectively audit
computer secur1ty Perpaps a major concern here is not how, much does
it cost to develop the néeded level of expert1se but whether the
organ1zat1on can afford not to develop it in the light of the in-

-

creasing number of "detected and reported cases of computi; m1suse and 3;

abuse. . ;
- . i Lot

When develdoping the common body o% knowledge needed. for.auditing
cqmputer, secur1ty, the panel was confrontéd with two basic problems.
First, there is the problem of enhancing the basic know]edge and
experience of " those who will conduct the audits;-and second,. there is
‘the prob1em of determ1n1ng the extent of the.technical tra1n1ng needed
by each’individual pa¥t1crpat1ng in the audit. Exper1ence has shown ,
that there are at least three levels o know]edge requ1red for_this
work. - There is a general level of knowledge required in the disci-
plines of management and aud1t1ng concepts and practices. Individuals
graduating from a recognized University or college with a degree in .
business administration or accounting-will usually have reached this
level: of know]edgeﬂ' These individuals’ will g@heral]y lack a solid*®
foundation in the fundamenta]s of data processing and te]ecommuﬁ1cat1ons
and will have to acquire this _knowledge tﬁrough add1t1ona] tra1n1ng

;g\
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The.second level of knowledge requires an individual to develep
a solid foyndation in the fundamentals of data processing and tele-
communications iriciuding an apprec1at70n of hardware and software

N capab111t1es and-Hmitation. An individual graduating from a recog-

nizéd university or college with a degree in a discipline such as
computer science will normally have attained this level of knowledge.
Such an indivi Fa] may lack a solid foundation in management andﬁ\\wkﬁ?\
auditing concepts and practicessand will have to acqu1re thks knowle

,through additional training. X 5

The th1rd 1eve1 of knowledge involves the deve]opment of a
comprehensive technical kgow}edge and the related experience to audit
the more sophisticated-aspects of a computer system. For example,

* this level of knowledgé would be required, when evaluating the vulner-
ability of an operating system (monitor, executive system, etc.) for
unauthorized access by a browser or skilled exp1o1ter seeking flaws

in the system .

With these reguirements in m1nd the panel. 0ut11ned the common
body of knowledge and the related qua11f1cat1ons and training they
believed to be necessary to conduct reliable audits of computer
security. The outline beginning on page 4-11 has’ been preceeded by a°
brief description of the importance of each part of that body of

knowledge. . .

F For purposes of gu1d1ng the reader the outlJne has been d1v1ded
into e1ght parts as follows:

Computer systems, operat1ons, and software :
Data Progessing techniques '

Security of the data processing- functiion

Risk analysis and threat assessment | ‘ -
Management concepts and practices :

.» Auditing concepts and practices

Additional qualifications needed to audit computer Y

security N .

.
OO WN —

© 1. COMPUTER SYSTEMS, OPERATIONS. AND SOFTWARE . | ,

The topics,c¢overed in this section are intended to provide a broad
theoretical foundation necessary for an individual to understand the
1nterre1at10nsh1ps and interactions Qf all parts of a computer system.
The foundation<provided by these top1cs will give an individual a,
familiarity with the way computers operate and the interrelated and
essential function of software. These general pr1nc1p1es may be
applied to any type of system regardless of whether it is a batqb,
1nteract1ve on-1line or d1str1but1ve;system , AR

LY
.

» » . ! -5»,
.‘. v -

Management of the data processing funct1on i .

-
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2. DATA PROCESSING TECHNIQUES®

Dramatic advances in data processing techniques have taken place
within the past two decades and each year brings still faster and more
efficient methods for processing®data. .'Programming languages have
proliferated, data management has become more efficient and file .
processing techniques have made it possible‘to store and retrieve _vast
amounts of data. This rapid evolution of data processing requ1res an
individual not on]y*tb have a basic understand1ng of data processing AN
techniques, §§$ to ma‘intain currency in this rapidly changing f1e]d-

" The top1cs in this section cover, in a general way, the essentials
of data process1ng techniques. They cover the techn1ques currently
in use in the field and must pe maintained with an on-going program
of education because of the speed with wh1ch new deve]opments are
tak1ng place. - . N , g

3. MANAGEMENT OF-THE DATA PROCESSING FUNCTION

Good management of the data process1ng function is one of the
key elements in providing reliable security of compuhpr operations.
In addition to ‘being responsible for day-to-day operations, these
managers must also concern themselves with a myriad of other details
rdnging from the physical layout of their operations to the reliabil-
ity of the software used to process data. The importance of these
tasks cannot be overemphasized. The interre]ationship of these tasks
and their contribution to the management of on- go1ng programs must be
understood by the auditor. ) .

The topics in this section introdice the "guditor" to the basft
areas of responsibility associated with managing the data processing
function. These topics also assist the "auditor" inplacing the data
processing function into appropriate perspective within the organi-
zation as a whole. In this respect the computer .is the processor of.
information not the creator or user of information at least in a
managerial sense. Finally, these topics will help the auditor under-
stand the contribution this funct1on makes in the management of on--
going programs.

. ‘ i o
4. SECURITY OF THE DATA PROCESSING‘FUNCTION . ok -

A]though there are no security, techn1ques so fodblproof that they
will prevent a détermined and technically skilled intruder from pene-
trating a computdr system there are. certain measures that can be taken
to d1scouraggﬁpenet§§t1on These safeguards will vary From installa-
tion to installation Bepending on a number of factors sugh as the
sensitivity or classification of the data, ‘the clearance level of
personnel, and perimeter control to name a few. An indjvidual must’
be familiar with security techniques as well ds the sensitivity of .
the data in a computer system t8 be able to make Teliable eva]uat1ons

of how adequately the data is being protected.. The development of a_
» ¢ ' . " ’ ., ’ ’
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" able to recognize the symptoms of potential disaster. Knowing the
. probability of the occurrence of a particular threat is a major factor

A‘*\ . M '."
, o
remote acceSs capability for computer systems, has'added to the.’
difficulty of maintaining effective security. Part of* an individuals®
task will be to assess ths adequacy of ‘security for a1l components of
a computer system. R N :

1
-~

The topics contained in the outline are intended as a starting
point, a listing of those security measures that should be used. This

. 1isting is not intended to be exhaustive of those measures only -il-
. Tdstrative of them and should be used as g base on which to devise

-

new and more effective method$ and to build a greater knowledge of .

“this subject. . ' .
. . 1Y \ .
-+ 5. RISK ANALYSIS AND THREAT ASSESSMENT ' 2' ) ’

-

- Managers and individuals evaluating computer operationsfmust be

°

in evaluating the type and nature of the security procedures that will

" be most ‘effective against it. Threats may come from any direction °

such as natural hazards (floods or fire) or personnel who may acciden-
tally or deliberately interfere with the proper operation of a computer
system. In order to be able to evaluate securit% techniques and
procedures an individual must be able to assess he extent of damage
that could result from a disaster. Thus; an individual should have a
basic understanding of risk analysis techniques in order to make
realistic assessments of potential damage.

]

The 1ist.of topics in this part of the outline are intended to

provide the basic underz%QSding of the risk analysis techniqueszneeded"'
_to do this work effectively. * - .

~

~

6. 'MANAGEMENT CONCEPTS AND PRAéTICES

. .
Most authorities view the task of managing stightlydifferently. "
Perhaps this difficulty is due fo the different enyironmental situations
in which they have worked or perhaps it is due to their own témpera--
mental characteristics which have led them\to develop certain.methods
of managing which, for them,*have proven to\be effective. _ ;7
i » l‘ﬂﬂ d

. : * o

Part of the difficulty also may- be due to the “fact that'the art

and science of managing has been undergoing consideradlé change since
mid-century. Mathematical and statistical concepts, the computer,

. and the developing bghavorial s¢iences,- to name a few, have had a

tremendous, impact: on the concepts and methods of managing. There dre
no simple formulas or pat answers for managing. Managing is ‘much too

complex a task for that. However, even though authorities view the y

task of managing differently they are unanimous” in their endorsement
of the topics associated with the task. Those.topics have been in-

cluded in the panel's ouwtline of the common body of knowledge needed
to audit computer security. P ' *

, o
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7. AUDITING CQNCEPTS AND PRACTICES o ' S

, The techfiiques of auditing and the related topics form the p
foundation for conducting evaluations of computer security. Auditing,
per se, is almost as old as-civilization. It was used in ancient
Egypt, .the Roman Empire, and,of course, the great mercantile estab-

" lishments of the Middle Agés. The commen areas of audit action
‘throughout, its history have been examining, verifying and reporting.
Auditing has become a key factor in controlling every kind of organi-
zation and its importanée fias only increased since the advent of the ,

_ computer. For example, Jack Brooks, Chairman, CTommittee on Government
Operations, House of Representatives recently stated .that the lack of

- utilization reviews was one of the Qg;jc problems in the Federal -
- «Government!. ‘ ! L : \ (
Since the advent of the computer, the potential threats ;g/Wéich - .
" information can be subjected, whether by accidental disclosures, )
casual but unauthorized access or by deliberate attack have increaded
" tremendously. Thus, the need to continually audit computer security
cannot be overemphasized. o7 )

Heamgnly
A

e A

.+ The topics included in this section of the common body of
knowledge are ‘those most commonly associated with the field of
accounting. They provide both the additor and the non-auditor a
solid foundation in the principles and'practices of auditing an es-
sentiial ingredient to the team conducting evaluations of computer

3

‘secuyity. , . :

* . v s

L2

’ \ T A - : - - - .
8. BASIC QUALIFICATIONS NEEDED . e
* + "~ TO_EVALUATE COMPUTER SECURITY SN

ﬂn‘;)’,ﬁ .

o

; . L - ; . - :

The qualifications identified by the panel represent those
experience factors an_individual should possess in addition to a solid °
foundation in management, auditing concepts .and practices, data -

processing, and related telecommunications. - -

° “

It was the ‘general consensus of the panel- that an individuals
basic education and experience must be supplemented by approximately
one additional academic year 6r equivalent of education in the subjects™ .
.considered to be the essential components of the common body of . -
knowledge needed for this work. This.additional edugation represents
* . about 400-500 classroom hours of effort. For purposes of comparisoh,

each classroom hour was censidered to be 50 minutes in duration. A
: one semester-three unit college course would meet three times each week -
for.14-16 weeks. Such a course would represent 42-48 classroom hours . -

¥ M ‘ :
. 1administration of Public Law 89-306 Procurement of ADP Resources .
4 by the Federal Government, Thirty-Eighth Report by the Committee.on .
Government Operations together with Additibnal Views, House Report
No. 94-1746,,0ctober .1, 1976. @ . -

4-9 ST .k
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of work. Also, it may take an individual one to five &eé;s‘of on-the-
job training or practical experience in auditing computer security be-
fore they Qgcome highly efficient and effective in this work.

SUMMARY

. Since the computer is rapidly becaming one of our most useful-
tools .and the predictions on dits future use are many and varied, it
becomes increasingly important that managers,and- other users are
able to rely on the products it produces. As these individuals
bacome more depehident on its use they will tend to rely more heavily
on the information provided them by individuals conducting audits of ’
thgir computer security, so that their computer operations will become 4
an ally rather than a nightmare of-error and financial loss. For
these reasons the {ndividuals conducting these audits must be highly
qualified and well trained. The common body of khowledge outlined E
below is intended to be a basis for developing the needed level of '
expertise. , o T

-+
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- - © QUTLINE ) ~ -7 .
T . COMMON BODY OF KNOWLEDGE
NEEDED TO AUDIT-COMPUTER SECURITY
< M v
1. - COMPUTER SYSTEMS OPERATIONS, AND SOFTNARE . T
* *A. Theory of systems (as applied to information systems) . "
*B. Theory of computers 0. )

O Theory of data-commynications .

" 2. DATA PROCESSING TECHNIQUES
Information structures
Programming languages

Sort and search techniques
File creation, maintenance, and 1nterrogat1on

Storage devices .

Data management systems . ) :

Integrated systems ,. v - ~
The' dynamics of developing, mod1fy1ng, and maintaining
computer software

:!:m-nmc;nw>

-

3. MANAGEMENT OF THE DATA PROCESSING FUNCTION
i T Organizational structures
' ~. Personnel selection, training, and management
Operating and organ1zat1onal policies and procedures g
Computer operations - o
Analysis, design, and programm1ng thct1ons

]
o

‘n'hcnw

) <z ” 3
4, SECURITY OF THE DATA- PROCESSING FUNCTION . ‘ ! 1}?
The computer center N T R P
.Remote sites : ] : . : |
Sysfems including operating, app11cat1on and teTe- o
comnurrications softwére N . N y
P011c1es and procedures o ' . !
Personnel |, B . '
Data handling .
Recovery capabilities ¥ - |
Tests of 1nternalﬂsgg;r015 . w0 - [

aw>»

© ToMMO

ISK ANALYSIS AND THREAT ASSESSMENT .o X
Physical facilities . : e ;

Remote sites : ¢ i . i
Software S < . “

Information .~ . - *

#

o))
m'pnw>§ OO

NAGEMENT CONCEPTS AND PRACTICES
Management tasks, respons1b1]1t1es, practices, and eth1cs «
Business adming@stration ! -
Principles of organ1zat1ona1 structures R -
Concepts of genera] management Cy v
Management o the human resource

- C A \

¢ s . ;
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AUDITING CONCEPTS AND PRACTICES | 9’5‘ :
A. Introductory accounting 2 »
Intermediate accounting )
Advanced accounting = = .
Cost.accounting .
Municipal and governmental accounting g
. - Auditing . T . '

ADDITIONAL QUALIFICATIONS NEEDED TO AUDIT COMPUTER SECURITY -
‘ 9 .

Ibdividua]s selected to coﬁduct audits of computer ) R
security, in addition to the common body of knowledge. ‘
outlined above, should have the following qualifications:

1. Sufficient Bxperience to be able to plan, direct,
and coordinate audits of Jarge complex functions,

- activities, orsprogram3, o
2. 'The ability to assjign tasks to individuals on the

-team and to identify the specific disciplines and .

" expertise needed to perform the work, and ot
3. . The ability to ¢onfuct’ conferences and to prepare, 5§g
present, -and process ‘the report describing the - e
results of the work. ° . . . T o
. ] / : ~$ .
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EDITORS' NOTE .

A brief biography of the Session Chairpgrson follows:
., - Mr. Malcolm Blake Greenlee is an Assistant Vice President in the
_ Comptroller's Diwision at Citibank. His responsibilities include the .~
development of corporate policies and standards for data center con-
struction, operational.risk analysis,.physical and communication-secu-
ity, and privacy. He is also responsible for assessing risk and the
development and emplacement of procedures to offset new operational .
risks. His career began in research and teaching at Purdue Universif&
in 1656, He was associated:with Johns Hopkins University from 1957 -
1968 in positions including Senior Physicist, Program Manager for sat-
ellite nagigation equipment for Pqlaris submarines, and Program Manager
at - the Applied Physics Laboratory for a variety of systems. . He served
on the staff of the Mitre Corporation and as a ‘faculty member at Ad-
vanced Management Research. Since joining the Citicorp orgapization in
1969, he has held positions as Program Manager responsible.for all as-
# pects of installing a world-wide automated payments system and Manager.
. for all technical activities of .Citicorp's subsidiary, Transaction Tech-
nology - East. He recejved his BS in Physics and Mathematics from
Purdue, with graduate studies in Physics at Purdue and Maryland. He re-
- ceived his MBA.in Finance and Administration from George Washington
University. He has published several books aRd holds several patents.

.

s e
b *
T, -

The charge ,given to this session was:. - :
-SECURITY ADMINISTRATION: What audit approqchgs:and‘tgchnfques.can
be used in an evaluation of the security ddministration function?
. ¢ ) ) :
A security administration function has been, establishéd .in a number of
organizations to ensure the efficiency and effectiveness of the phys1ca1,
procedural, and technical controls within an 1nfo?m§t1on processing
system. Such functiofis have been established at various orgaq1zat1ona1
levels and assigned different_responsibilities. §ome are staff gnd
others line with either & centralized or detentralized congcept being
employed. ° ’ . o ‘

O This session is to define the duties and responsib%]jties of such a
functibn in a large organization and its most effective prgan1zat1onq]
structure. Further, the audft approaches and techniques to be used in
evatuating such a function swbuld be® identified. v .

o
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The fo]]owing\Fonsensus report“was‘wﬁitten and reviewed by.the entire
" group. - v
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" Security Administration’
A Consensus Report '

b

David L. Costello
‘Linwood M. Culpepper
Donald L. Eirich .

~. Thomas Fitzgerald
: ’ ‘M. Blake Greenlee
- Wallace R. .McPherson, Jr.

1.1 General
s

»

1. INTRODUCTION

*

A ]

.

5

Federal Information Processing Standards (FIPS) are

' coordinated and issued in accordancé - with the provisions .

o

{

$

of the Brdoks Act (PL 89-306) to provide.guidance for .
information processing systems within U.S. federal govern-—
ment (and related agenc1es) in arews such as ..
- safeguarding the system, ’ .
- providing for continuity of operations, and
- safeguarding the information being p;pcessed by
the system. ) . ) (’

f e

Legal requirements for the handling of persconal , information-
are imposed by the Privaey Act of 1974. This law may be viewed
‘as an embodiment of the desires of U.S. citizens to have certain
prudent measures put in place to safeguard their implicit right-
to-privacy. Organizations falling under purview of the Act
tend to be very large and decentralized. This paper describes
one method of coping with compliance with these public wishes
expressed by law, implementation of a Security Administtration
Function. The implementation described is based on standard-

ADP auditing requirements utilizing the technology base provided
by the Federal Information Processing Standards. ¢

°

-

Given a well déFined security administration function, the
audit of that function becomes a standard, compliance type review.

L) | . :




1:2 Privacy Legislation

‘

1.2.1 The Priﬁacy Act of 1974 ~

. v

a8

.

5 Public Law 93-579; know@'as the Privacy Act of 1974, was
, enacted intp law to protect the privacy of the ‘collection of
‘increasing amounts of personal information. This individual
data is being aggregated in the face of increasing avallabillty‘
of personal information made possible by technological improve-
ments and the data requirements of an expanding governmental
structure. Agencies falling within the purview of. this statute
are required  to establish appropriate administrative, technical
and physical safeguards. Agency rules for carrying out these
¥ * requirements are defined in the Privacy Act of.1974 (5 USC 552a).
" Implementation of these rules is belng accomplished by many
agencies/departments by adding manafement structure -, at each
‘ organizatlonal level at or above, the data cénter user. -The
structure~performs the Securicy Administration function.

VA ‘ .

passed or are”consid
“~+vyacy legislation.

o  Norway' . .
o - Denmark, apnd, ) s :
o Frange,-

-
:

‘Implications on systems design that must be addressed be-
ause of the‘extra-tergitorial features of these laws include
ks o trang-border information flow ~
o national sovereignty issues
: o liability issues for interruption of information .
flow in time or in anticipation of war, etc.

-




" of the German Law and the Privacy Act of 1974 and the clarityp

-

-

_1.2.3 International Privacy Law Compatibility

The Counc1l of Europe (with U.S. State ﬁepartment and the

. Office of Telecommunications Policy) has begun an effort to

this harmonization by treaty may occur in the\not-too- -distant
future to alleviate the systems implications_in e. present
fand pending) environment.

harmdnize requirements of conflicting laws. in:; hoped that

(4

-

While the security administration function is implicit
in many foreign laws (as in "1974"), the German law explicitly
requires that a "Federal agent for the Safeguarding of Data" be
appointed and provided staff to organize, manage, carry out and
report on security administration. Private sector firms must
have & similar structure. Because of the similar requirements

of definition of ‘the function, duties, etc, of the 'agent"
within that law, a precis,of the duties of the "agent" is attached -
o

1.3 »Organization of this Report -
This report is organized in three chapters and one
appendix. oo . . -
Follow1ng this Introduction chapter, Chapter 2 {Security Adminis-
tration) discusses the planning, management control, ADP security
duties and’ functions of the security administrator. " CRapter 3 )
(Auditing the Security Admlnistration Function) recommends the organi-
zational requirements for the audit function and the audit approach
_to.be used. | : '

~

v
v

The appendix contains a precis of some pertinent ‘require- -
‘ments of the Federal German privacy law.

<

o - ) . : .
2. SECURITY ADMINISTRATION PROGRAM ) !

2.1 Introducfion e ‘
N o - -
The concerms expressed in Chapter I have given rise to the i),

need for the organization function of Security Administration in

Federal Agencies (This may be relati@ely new for many Agencies).f N

AY

P
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. While Security Administration includes the traditional concerns
’r . ' for data integrity and protection of the organization's informa-<
f' tion resources from modification, loss or destruct;on, it must
also concern itself with safeguarding the 4dnformation from dis-
closure or improper use. Thus, Security Administration should
constitute an 1ntegrated program for protection of data in the
/ organization s custody. We _are here concerned with the prin-*
' ciples of Security Administration applicable to ADP systems.
- In gemeral, a separate Security Administration function may be ’
. practical only in large orgamizations. “In smaller organiza-
tions, the function may be combined with other functions and
jobs.

. . - .~ /' *

The sesLion panel members believe that the responsibility
for safeguagding the organization's data and information
resoutces should be the personal responsibility of individuals -

4 hav phyfical custody and ,accountability for it. Moreover,
' the cy Act of 1974 imposes a personal liability on any
. officer and employee, with: criminal penalties, for improper
yd v . . and wilful disclosure: Thus, we believe that security of
infdrmation iamproperly a line responsibility, extending up
and down the chain of command. To segregate this yesponsi-
bility from other custodial, processing and supervisory
' responsibilities, and placQ‘it.solely upon a separate security
~ administration entity, seems patently impractical except
' perhaps in uhus al circumstances.
It follows thenﬁrthatﬂ%ecurity Administrationl should
be a,staff function (independent of the DP line organization) sup-
. porting management at appropriate organizational levels and
" the central office. Security Administration should be
responsible for developing overall policy and monitoring, on
a continuing basis, the overall effectiveness of the security
program.

2.2 ., Planning by Man
by

n is carried out at three

est level, broad policy

issues as? -
. @ ]

Planning fg;Vseourity administrat
, levels within the organization. At the
C statements are developed which address suc

-

lNote' Viewed in this context) 'Security Administration' as

used’ throughout this paper is probably a misgomer ‘and might
better be designated Security Program Admin tration." . »

.
- °
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What are the steps which must be taken prior to the "
approval of an ADP ipstallation?
, How are exceptions to established policy granted9
o How is compliance with -established policy determined
* initially and during the life of the installation?
How is policy maintained and updated as a result of
operational experience? .
e.At‘én intermediate- level in the organization, more detailed
instructions which implement the policy are developed. These’ )

instructions address such issues as: N rﬁ;/);,/‘ .
. o What factors must be considered in perforfiing the risk.

analysis for an ADP system? Of these factors, which
are to be taken as input and therefore immutable and
which can be taken as output?

What are the checkpoints.in the implementation of.a
system and what documentation mugt be completed at each-
checkpoint? -

. What types of reportis, ake required, who prepares the
reports, and who recelveh the reports. Reports may be -
required for various leve;s of security breaches. ‘For
example, each level of brgach .may require a report
to a differént level within the organization.

Who within the okganization is responsible for each
aspect of security? These aspects include personnel
screening, audit trails analysis, security breach
reporting, eté. o

- . X

At a lower level within the organization, the actual implemeﬁ—
" tation of {nstructions is accomplished, At thig level, the func-
tions performed include Preparation of: L -
. Py ‘e,
o a schedule of-implementatibn of instruction, and
.o estimates of the resources required for implementation.

° - .
.
+

2.3 Management Control ’r .

-} . *
Management control consists of the exercise of those controls
which are traditionally necessary to ensyre that the security objec-
tives of the organization are achieved, ihcluding:
. [

£y
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Aruitoxt provided by Eic:

P

-

« resources.
~

- 4 ¢
" - ) :

Policy - the statements of management objectives for: b

o the/protecti®tn of organization interests, " ¥

o organizational data,

o ADP resources, and ¢ ! .
the prevention of abuse of these resources, in an efficient and
cost-effective manner. They shouyld provide clear direction in

2

such matters as:

o what information is to be protected,
o the levels of protection to be accorded, s .
, o -what officials have authority "to disclose or release
. ‘information and to whom, and -
) *

disciplinary measures for violations, etc.,
s h
Such policy should generally be formulated af organizazag
tional levels above the Security Administration function or at
‘the least, with full participation of .top management. The
*policies will comprise the basis for the security program.

Procedures-- descr1ptions of the processes and the instruc-
tions for carrying.aut management objectives,
ficiently detailed for implementation, at  subordinate supervisory '

" levels, “of those administrative, physical and technical security
measures and controls described in the succeeding section. They
should include the nature, ‘timing and recipients of reporting and/
or exceptions thereto. Procedures should not be limited to the
execution of the ADP function, but should extend to the security of
data and ADP resources .employed’ by organﬂkational users of' thése,
Such procedures should be disseminafed only after
review and concurrence by the Security Administratiop staff. -

Praetices - such ther activities that- are dictated by
traditional management principles including:

IR & - -

s

) ) .adequate-supervisory review oxr control
‘o employee activity monitoring, . L
- o quality control, :
o 1investigation of known or suspected violations of
the sysStem, and -
o4 initiation and enforcement of ‘disciplinary actions.
¥ ‘ . o

They must be suf- -

A
L. }2
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5;2.4 ADP Security

.

2.4,1 Administrative Secnrity
) . 6
The security adminisrration function muSt!i
ponsibility for devélopmenc and maintainance o

safeguard standards, including
P f P

S
nclude the res-
administrative

“.

o ‘Security Lpplementation Plans based on analyses of the
existing physical, technical, and administrative 'safe-
guards, and consideration of determinations by system
managers of

A4 o
. ] ~-the vulnerabilities—of their data and resourtes, i ‘
nd - J . N y
he protection necessary to -safeguard against 3
' these vulnerabilities. .

Plans must detail the actions, resources and scheduling
necessary to implement necessary addftionallsafeguards.

o Contipgency Plans that show the ‘action to be taken when-
.,  ‘ever -an errorye unauthorized disclosure or violation of
privacy safeguard procedures is detected. The plan must
- cover notification and where appropriate, recovery'orﬂ .

- corrective action. - - .
3, . . . W, »
o Disaster - Emergen;y Processing Plans which include the e
" 'capability of protectihg and recovering all personal—data Tf\i\\
for which the facility has a safeguard and ‘back-up res-
ponsibility. The plan must provide for continued com-
: pliance with all security gafeguards. )
o] Facility Security Profile Docuymentation which documents
* in a single file: =,
. '

‘-_procedures to be followed by all personpel and ;
organizations working for or interfacing with the
facility, -

s . a¥glocation and format of all secur?%ymrecords such

” as logs and audit trails,

- resylts of all internal and external security R
inspections, A &

< s ¥
o ',7r_ :
* - [} . ' , '
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- results of any risk analysis performed

. - copies of the facslity security implementation
plan, and

- copies of any contingeﬁby backup and disaster plans/

[
o 7

o, Authorization Control Lists which include

- lists of persons authorized to enter the facility,
= authorized terminal users, nd
- apthorized terminals.

All lists must be maintained cutrrent.

Programming;Modifications, Testing And Validation s
‘Controls which require:

~~ 3 , . Py

- restriction of data and system specifications to
only those individuals who have a "heed-to-know",

- procedures to control modifications which. require

testing before any program changes become opera--

tional o s,

- testing of new systems or modificatioﬁs to systems
using simulated test data,

-. valldation of furctional adequacy and réliability

a ‘ of a system before the system is put into opera- b
. . tion, and . ,
: - modular separation of the duties of analysts and

‘ programmers (when the staff size permits).

¥ .

o Personnel Management Rules “to * .

- “establish authorities and responsibilities,
- develop security awareness and other !mployee
*iavolvement programs for the purpose of
. J creating a positive’ operational atmosphere, and
- determine that adequate evaluation of potential
‘staff members-is performed.

The bagic role of administrative safeguards is to establisl';i§
those agtivities which are ﬁunctions of human authorities, judge-
ment and. decision proegesses.

3

.. .
. . []
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2.4.2 Physical Seqprity‘ﬁdminisération

o

2.4.2.1 Physical Access

. . '

Contrgiling access to the data processing facility .or its
individual component resources is a basic step in providing
security. It should, however, be* considered as only the first
level of secyrity and represents the base upon which the
,other levels/forms of security~build. The following con-
siderations are necessary when credting security procedures to
restrict personal access. ' .

0. Areas to be restricted: may include:

the overall building, .

data processing center(s), ‘ ) .
11.ancillary equipment and facilities (key punch,
ey tape, printeré,.bursters,.etc.),

remote job-input or output devicés, -

remote terminals, © e

auxilliary power, fuel or water storage areas,
communication cable housing Or concentrator ~\ \
. locations, etc.

\ < °

.o Multiple levels of restriction: . A person who has.a
valid need to access one.area of the data pro-
cessing facility'ﬁill not negessarily need access
to all or other areas of this facility. When pos-

- sible, access to the individual areas ih,ould be

_separated and~controlldd individually.

Y

o] 'Meﬁlﬁd of access restriction: Choices of hqw access
is Testricted may include: .

4

locked doors (key or combination-operated),
guarded “doors (afid personal identification,
guarded doors’vith badge or pass identifica-
tion, , L . '
electtically locked doors-activated by. the '
individual using a number code, '
electrically locked doors dctivated by
magnetically encoded pass or badge,

. ‘

2
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§>- electrically locked doors”activated upon checking

personal identification (sigrature, palm or flnger
print (not readily feasible), or

- comBinations of two or more of the above. .

-

'

When determlnlng an access control method,wit will also be
necessary to consider the manner in which these devices will
function from inside the controlled area--particul%rly in

, dergency situations. Devices must permit free and ready exit
in time of emergency for personnel safety (as required by _ ¢
" applicable fire/life safety laws and regulat1Xiii

1

2.4.2.2  Disaster Protection

£ . While the data precessing r sources should be protected
against the physical damage/loss 'of equipment, provision,ﬁg}

' continuity qf operations must also.be given priority attention.
Poteritial occurences should be ranked by likelihood, and
reasonable preventative measures should be i stituted Some

& - of the more likely occurences are:2
, * & loss of power (total or shortage),
0 loss of water (for some equlpment, air condltlonlng),
o] _fx;e, - e ™~ .
o flood or waner damage (natural broken piping />

- inside or outside fac111ty, or fire activated, -
o explosiony etc. '
. - )Var ous methods can be employed to minimize identified
possibilities. Some alternatives available are:e

. ° w
e © N

- 0 alternate public power routiwmg,
) ot o~ privafé generators (with or without electritally N
' l activated uninterruptable_features), .
‘ o private water storage facility or acquisitioé R
* plans, ...

~,0 appropriate_y rated.fire—:esistant’mdfariaIé,
- - " 0 products of combustion or heat activated fire

- , ' suppression/systéms (Halon, sprinklerg),.etc.
? ra ., - ] . - .
1\\ e . 23¢e also NBS FIPS PUB 31, Guidelines for Automgfic Data
- . Processing, Physical Security and Risk- Managemean (June,.’
" +1974), SD Catalog Number C13.52:31. . &

. N v
LY —~
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2.4.2.3 Back-up Faciliky~

. v

. In the event of a total.or significant partial loss of
the processing capability of the ADP facility, it will be
necessary to activate either & contingency plan or the
emergency processing plan (see Section %{&.1).‘ Physical
security measures must be provided for this back-up faci-
lity as well as during the movement .of negessary forms,
data files, output,_personnel, etc. to/from the back-up
site. . ..
2.4,2:4 Storage L%bgaries

Adequate physical storage areas must be set aside for

the protection of . ‘

o tape, disk, card files/records,

o program documentation including operator run documenta-
t%on and programmer/analyst design and maintenange docu-
mentation, "
various administrative security contrql records/plans
including - . :

EN

- authorization lists, . :
- security profilej/level documentation and,
~ emergency back-up/processing plans. . -

. - \ <’ n °
THese areas must be appropriately structur#d to précludeq

access /by unauthorized personnel and also to protect against ‘
disaster. These libraMes should generakly receive the =\
highest degree of both access and disaster security in comni-
parison to other ADP resources. Sinte many of the data Tiles
will be back®up at-offrsite locations, the off-site facility
should reéceive the same ,or comparable level of security protec-
tion. Appropriate §féhadtibps must be taken during the move-
ment .of these files between sites.- . )

0
€

2.4.2.5 ﬁE;a,Handiéng and Disposal .

Certain physical security techniques may be apprdpriaté»”’”'—'
in the handling of data within the ADP facility. If multiple
security levels are employed within the facility, ha
this information should be eitheg restricted to thoSe areas
neééssary* or methods must be ingtituted to prevéﬁ?rgbserva—,
tion as the information is moved (sucH gs by qgans”ﬁf sealed/ -

N

locked containers/carriers/trucks).

. @
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dqnsideration shou the givén to readily identifying,
in some physifal manmer, daﬁa.containing restricted or per-’

'sonal information. This could be done by means of visible . »

ldbeling, color, coding of, léﬁels or reels, phxgically sepa-
rating storage locacions of "such files, etc. However, it
should-also be remembered that such techniques also readily
Jddentify these files for -improper access attempts.

[N

It is also necessary that appropriate ‘disposal techiiigues.
be devised for outdated files, input and/or output. When infor-

mation is no longer retained, the file should be erased or des- ’

troyed such as by degausing or use of write-over procedures
before re-use. Computer generated scrap material such as forms
used when aligning printers or when jobs are redone should be
handled i{n the same manner as’ outdated input and output. Nor-
mal means of disposal include shredding, incinerating (may pro-
» duce environmental problems), compaction or mulching under esta-
blished control procedures.

Y

,2.4.3\‘Technical Security

. . .
— . -~

o Security System * s

The security officer:'is responsible for the mafﬂtenance.
of the security system programs and all files associated
with it. Requests far changes in user profiles must be
jariginated by. area management with appropriate.manage- 7 ~
mént .and secuxity .approvals. (Changes to the area security

> administrator pyofiles are made only by the security v
administrator )

-

~
-~
.

o Data and Files

A v
' -
« - ’ . ~

The security admintstrator is responsiple for the nro-
gram to protect the contents -agd—physical safety of all

. files. Using th& security system he-must ensure that the e

system is adequate to proteet all data. e
o Program Libraries o - :
o ' i

The SecurityaAdministrh or is responsible for, ensuring, .
the accuracy of ’m7libraries. His functions in this
. regard include: ,
LI ¥ .

.
‘ N ’ y " N
» 3 B
- » - -
- -~ N
- - < A ' '
N

~

-
?
3
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" - ensuring that &n access control program to restrict
- > » access to all programs and any test files under his

providing copies of programs and appropriate test
+data only to authorized personnel upon receipt of - R
written requests from appropriate mandgement personnel
- . providing a method for applying program changes and
' ~ _ emsuring a reasonable period of parallel testing, and
‘e : - providing appropriate backup facilities for program.
%gk libraries and data files to ensure continuity of ™~
processing. ) o . . 3
- F A N .
o Qperating Systém"\\ ’ .

a
r ]|

Ligg ADP management is responsible for the maintenance of

+ .the operating system, and should apply "fixes" generated
e . by hardware vendors with the approval of the systém pro- .
. ’ grammers: \ncluded in this‘is the responsibility for mainte~

. nance and testing of.changes to the‘:system. ResponSibility
. for the ¢change of security control security and the stability
- . of the operating system rests w*th the Security Admini-
, strator. - ) . .
L 3

-

o Teleprocessing
7

The security administrator is responsible for:
- user-tables and teleprocessing security ’ ; -
(inciuding the maintenance of security modules
withih the TP system),- and ‘ . ‘

] <

I3
B\

R T - backup and recovery of TP systems (including

~ backup features (e.g., :dial up), line control .
. and investigation of ﬁecurity violations)r e

. ! ? > °

> ‘ o Encryption ! L -

- s

The security“administrator is responsible for: 52

- ,maintenance of encryption algorithms whert approe- +
" priate, and : - .

. - - control the generation, distribution and use of keys for .

use with the algorithm. N

i P control is -operational . . v

| e . R
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. 2.4.4 Training ) . . ) . >
There are two aspeéts to training\é?r the security function" )

. o, training for those who implement, maintain, and operate the
, system, and )
" 2 o training for those who use the System.

, .
”

The first group d have a more formal trainlng’currlculumn

;xatlon. A vari
design and u
the Privacy

ty of subjects ranging from technical aspects of db
of ADP hardware and software .to the provisions of
ct should’ be tatght on a regular basis. .
. . . » - ’ . #
The users-of the system should be given training on the K
. the consequences of a security violatio etc. Thegse users
should be examined perlodlcally to ensure that they are pro- .
perly tralned A Y : ég/; o .
2.4. 5 A Suggested Security System for an On—linJQSystem -
An Example

- ]
- '

<

&

The secyrity system desired for large scalé on—~line systems
must be.comprehensive enough to.act as an effective buffer between ~ =~ . -
the terminals and the application programs and files. The level

of sophistication can be reduced as sys yep size and cgﬁplex1ty o
are reduced. - However, some automated'sysﬁem should exist. The "4 ’
suggestéd system is comprised of three securiﬁyufiles TS .
follows: . . . T .
. L 2] ' ¢ & . \ 3
a [ ‘.ﬁ“ﬁ . N
o} Terminal\fi;e ' s ) .

) N
L~ M v

. 7/ [y . .
#  This file‘gontalns all necessary information regarding
current status of ‘the teriinal ingluding:

W
.

. .
¢, . = Terminalng - a unique identi ier sYnonymous with N \\({/
- ~the specific terminal. This §Zentifier is a hardware *~ N .
“feature of eadh terminal and-i contained in every . . T
message sent’ by the terminal. & ’ ) '
- User ID'= unique identifier which is inserted jn -
. this fiYe after-a successful log-on. This field is
. appended tosthe transaction message prior to logging. ¢
. the ‘transaction. This assures that each message
b *e .contains Lhe iﬂentiflcation of ' the spading terminal, =

¢+ and the person sending- the message. - :
. - Términal status - this field contains the status of .7 N
the terminal.. =~ . o PR '
3 . ! . . A ’
o '4” - a / . . . - 3 l
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--dormant - terminal has nog as yet légged on
--lég-on in processé;mlog—on message“received but
password not verified ) :
--active - log-on suecessfully comoleted and user
ID'field updated ¥
--v Jon - security violation attempt discovered
Tertiihal is logged off until»investigation is com-
pleted.
. L
Violation counter - this field contains- the number of
unsuccessful (invalid) attempts to enter ‘either an
erroneous password or an erroneous "transaction type.
If this counter equals some preset number, say 3,
,the terminal status gs set to 'y olatibn.' .
Time: df last aransaétion - if%ﬁé% tégminal does not
require log-on for e&th transaction this field con-
tains ‘the‘time of last transaction for an "idle"
. check. If the clapséd timé between$message37is
greater than a preset idle time, "the terminal
_status 1s set to dormant -and a”log—on is required
to Fe-initialize the' terminal. R 7

User profile "Ami

This~file~contains all informationvp%rtaining to a ter-

minal ,operator, including: fELL

v e

User ID which is a udique identifier synonymous with
a specific individual This field is most commonly
the employee ‘number gf the terminal opperator.
Password which. is a tinique codé which is entered by
the terminal operator which identifies the terminal
operator to the system. This data is' entered by
the operator in‘a “print inhibit mode. (This
means the ‘password dées not display on the’ .terminal.)
After validation, the' terminal status is set to
"active." Note that there may be more than one level

of password: control

- Transaction codes are a set of codes which ldentify
those transactions and application modul'e names which
_the t&rminal operator is cleared to perform. After
a successful log-gmn,_the security- system examines
these fields to determine if &'specific transaction
cdde is authorized Upon a.successful match the

- application program medule is called and gontrol .
passes to the application module. -If a successful
match is not found .the violation countex is incre-»~
.mented hy one and the transaction is rejected

-
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Ta

e é%an{ be used
aribe€ helow:

L t &
o Transaction file

v ’ N . A ’

.
. In more cdomplex systems the transa
in conjunction with the user prof

® s

- Tra&gaction ID ®s a unique cade the key for
. this file. It is entered by’ the.t al opérator.
- Sub-code is a field'that can be’ used ‘further to -
restrict access to particular data files, based on

the format, within the file: .If the file is
broken into smaller 'utits this field can indilate
which of the units can be accessed by a particéular

terniinal and/or operator.
Fi¥e ID is a field which contains the idbntification
of |

e master file and the specific functions%which ’
e may *be performed- by specific transaction types .
/// = against the file. - - -

"o %udit Trails A _ & ,

a

e

T

It
T

sty
o
e

LY
s

i/ée.nerally, audit trails should be employed so thatf
- ./ Security Administration cap monitor data,and.the system
-sgcurity features:regulating data Antegrity. Theyfcan
. -be.desjighed.to provide: a variety of features to meet *

to be appropriate and~reasonable for the perceived threats
in a partdcular organization or activity. In general, they
.should be designed to record who had access to.what data.
Dependent upopn the level of detail desired,, they can .
- identify such things as the file, the record or, even
the data ‘element accessed‘and what transactions were
performedh R ' ‘- s
The function' of the Securfty System is. to act as a bquer,
" reduce the probability ‘6f an accidental violation and raise ..
- the level of expErtise needed to commit a deliberate viola- -
- tion. The sysgem relies upon a designated securi¥y officer
in each area.‘(All violations are logged to a violations log.
which must be reviewed by a security officer daily and on
, a special log' for review by thetsecurity administrator. This
officer’ should also have an- on-line hard copy terminal which
notifies him, immediately, of each, particular multiple-violation.

3

_ He should theg,be reqiired to visit the terminal identifiéd and g

,_detetmine the§reason far the violation. The officex must reset’
the terminal using his special ﬁecurity code’ to permit the termi-

_nal to function again. 'In addition he should be: requf?ed to
submit a report concerning the violation to the individual res-
ponsible for security administration. .

|
¢
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: 3. AUDITING THE SECURITY ADMINISTRATION FUNCTION ‘
-~ ’ . : @

o, 3.1 Organizational Requirements - .

. a i ki . N

ff" - -The following two organization considerations are neces-

sary when establishing a program to, audit the Security Administra-
1 tion function. .
. - . F] - R
1 - o The Audit function should be independent of the Security ’
- Administration function.. .
o The Audit function may be distribluted but staff audit, ®

- ) members must report either directly to the.agency head .
2 /’—T:> or through the head of audit to the agency head. -~ T

3.2 The Audit Process . ' \t

. »
. '

* The audit of the Securitx Administration function is
simply a compliance, audit. ¢The auditor s task.is to ensure
o that the stated,policies are being followed and independently .
iﬁ . to report his opinion. X
The auditor may. find varying standards and procedures
within the organization due to,differences in size, "processing
environment, delegation of redponsibilities, .etc. Because.of
this,. the auditor must comstrét or align/gxtract an audit
r, program which is appropriate for -accomplishing the coxresponding
’ Security Administration functign. At all devels, the audit
program should accomplish the following, independently of the;
. * " Security Administration functionm. 3

A
Pagh)

> LMo

s«_.
»
’ o w

o The auditor’should appraise.the policies and standards
initiated in establishing the Security Administratiqn
function. The policies and standards should be: .

« v . . "¢
. r

. - comprehensive, i . : . A
t CoL. - documented, ) -
// . = known and understood, and o - S,

/ a' - COmpIied with. : . )

;0 The audit pro@ram should evaluate the degree of compliance
with established control procedure§’ and review and appraise
new procedures being contemplafied using. generally accepted

. "auditing standards and techniques. .

. o/ o  The auditor should independently verify other key control

. points/procedures within the Security Administration func-

tion._ .8 - ’ .

- The auditor should identify any need for added controls

. which‘would make the Security Administration function

' 7 more effective. , i :
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) Thé\auditor must report findings and opinions to designated
management. o

.

’
. . N

‘.
s

. The specific procedures and‘coﬁtrols to be reviewed by
Auditing will result from procedures adopted such as those
suggested by Section 2.0 and the'.specific delegation of res-
ponsibility. - “ Y )
A T P
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! ‘-7 SOME FEATURES OF THE-FEDERAL GERMAN PRIVAGY LAW - . P
- :—é’/, . I. PUBLIC SECTOR DATA SECURITY(ADMLNISTRATION—- o -
4 T ORGANIZATION I \ o
1.1 The Office‘oﬁ .the FederaI‘Agent : . " °. .
. . : /
. A Federal&agent must be appointed for the safeguarding of’
. data. The agént’ .. ‘e L
EN S .o (IR, ‘«p . . ’ )
d ° hag a term of office of give years, -.° @ by ’ ',
~ o 1is-an independent office’reporting to highest level of ©
. government', installed at the office of the Federal’ ) . T
. . Minister of the Interior and under his-service super—-- i .
« . N —h——p— . .
L. . . visory authority, ° ~ ¢ . ¢ 4
: * o’ has staff and support,” and e T S
. ° o has his IEgal status precisely defined. ' .- e,
. . ot & -
TN o ¥ o .
1. 2~\\}tie9\g_f;he Federal Agent é{??_ o -7 : .
- . '2l-, - ;_' . . . . 1
. The’ duties of the Federal Agent include /- —7
. - te i
o verlfying compliaacefwith 1aw,¢ R VP Lot
T - - o**making~recbmmehdations, - o N S T
’ - b l_ x \ co - . v T . -
. R o issuing reports, . - . . s ¥y
{ o requesting/dedanding aid frOm other agencies,' : C . . ‘
. having 24 .hour register of,dagi banks storing personal © =~ - -
. - data (publfc record); and s . . - ;.-
) 0. processing/hearing appeals. - S - <

2. PRIVATE SECTOR DATA SECURITY ADMINLSTRATiON

v, -

va - 2.1 Requinements for Corporate/Asgociation Data Security Aggnts

o o ° ‘.’ Q
- . * A data security agent must bq appointed by any person/eor-
/rg . . poration/asSOCiation 'who processes personal daea automatically

‘ ) - and thereby as a rule employsﬂpt 1east five pgrsons on a.per— .S

manent basfs." ° . P o . . ,

» - -
’ - . . . - »

o

™ . # Requirements for-.the agent include: - AN
P . 4 . . R .

. ] . e .
o must be appointed in‘writfng; ‘ . i L -

« . N * N . te
. te » - » \
h N N - M - - . . - .
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oL o must be competent.to fulfill his duties, Jr .

C o may not be put to disadyantage.because of accomplishing
] his duties,

o 1is not subJect to outside direction, ‘and -

" 0 may aioint/employ supportrng staff, ‘ Uy
r’ . v . . Al

oo . s :

.2.2 Duties of the Corporate/Association Data Security Agent oo
* . A \
oo LT « s I d

o, - ,Duties of the Data Security Agent include: »

- A . K : ’
o assuring compliance with the law, ' ‘w
. « .0 seeking assistanece of governmental supervisory:
e " * authoritfes when needed and without need for v o
o ’ corporat&/businesstapproval, s L ‘
D o keeping records on the .7
.. ‘l'.‘».\.\ ' ¢ . N 1.
. N ‘ . .
S . .- nature‘\of stored data,
, - its putpose, . .
. © ' - persons reguiring actess, and .
- the'nature of the ADP equipment in use,
~ g s - -

e - o supetvising 'proper" application of -the programs processing
oo . . a-personal data, ' ‘
L ) training of other employees as to thbir responsibilities A

.t . under the law9and . . .
s o acting as’a consultant to persons processing personal data.
o & . 3. Cbﬁ%ROLS REQUIRED’?O Sé?ECUABD DATA o H
¢ ) ‘ ¢ . ) “ [ . .
to ; . ’ ; e o
} - . . Controls gpecifically reéquired by the law include; &
\ k! N ‘ ‘h " h - . i * ) N ) - ,\ -
-, ) Access Control.s- ’ v o
. " ) . ' ":i" * Q
£ : ’: . ‘_34 prohibit unauihorized access to_the. installation
. —.;,/' . ”,aquipment), and . . .
. s . Timitc access to data to those having a neéd to know 3
o Y “-‘mﬁ"‘ . . o .
", o Storage Conbrol ’ > !
e . prgkibit @ T '“ . ) ft o ) //.
. 0o . - unadthorized input -to storage;w Tend ey I ‘
o - acquisition of data from storage s 3T
’ - alteration/cancellatien of stored, data .Y
. : . - 5 .
K e T S .
o ‘ ' *5-22 8% L )
s O ‘ ’ L . . ) o d . . o
:‘E lC i a ) / - . S y ) ‘. ‘
’mgiﬁﬁﬂ . . : ‘b . .

.
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8 . o Use Control ° e
' ’ - prevent ‘use of ‘the data system by unauthorized
‘ . Persons (includes remote access yse control)
0 Tranégittal Control ﬁ_ o

. . b N ' ’
&; ” * *
‘& N -~ N

- . - gparantee that . ogiy authorized’ recipiehts may be

, sent *personal information via automated installa-
) *. - - . tioms (authentrﬁation) ‘
Y. . - : “r . SO ' . L
* o ¥ Input Control . ) \
3~ . , - - N .{. .
) %é oA - Mgintain the capabiljty to ascertain : .
. e, . . LR g
. L - what personal data, ' - T
‘ © Y+ = at what time, and ' ‘ ~ .
o oo - by whom was’ entered in the system. © L
[ f‘ -t ’ , .
’ . 0" ngg;v%sory Control - . ) CoL
o " Supervision of instruction. authorization tojprocess
o ' . personal data s .
A “ - Supervision‘of transmisslon}of personal data SO
o that‘it cannot ‘be- " ’
iy P . ——read ' . . s T <
- " ‘y -—altered tor °, :
L . --cancelﬁéd without 3upervision»
y ot ' . '
’ . - . Supervision of the organization/internal structures
: .. ’ o *+  or boards of the company Qp assure that data, is pro- ,
L) ’ perly safeguarded, N
o . . ’ R > . . .
‘ , . . £ 5
. e s s .

« 1, /
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PART -VI: A?DIT &ONSIDERATIONS IN VARIOQUS SYSTEM ENVIRONMENT?:>
' Chaifperéén; Carl Bammer . ’('
. J . ' Sperry UNIVAC
' Participants: -,
J) < -

Sheila Brand, Recorder
* Social Secur1ty Adm1n1strat1on‘..

P. J.,Corum
Bank '0f Montreal
.Ike Dent ;

Credit Bureau Inc.

"Peter D. Gross

<

q
)

L}

of Ggorg?g-

Computer Sciehces Corporat1on

Thomas L. Hamilten

v

v “James F..Morgan

GE Information Service
Gerald J. Popek -
University of Catifornia, L A.
Stephen T. Walker
Defense Advanced
Research Project Agency
Romald L. Winkler .
Sutherland, Asbill & Brennan,

Eastman Kodak Company

-

From Teft td'r1ght

Ronald L. Winkler,

2
L *

. .
. . *
—_— L 3 L Y 3

Gerald J. *Popek, Peter D. Gross ‘Carl Hammelg

Tke

eht, Sheila Bra

Thomas L. Hawilton, James -

F. Norgén, sjephen T.

lker (P. J Corum, absent)

N

Note:

3 ’ : . . o
T1t1es .and addresses .of atteddees can be found" in Append1x A,
6] R -
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- yThe charge g1vgﬁ to this session was: | S gy, @
% . -

Dr. Carl Hammer is' Director, Computer Sciences, at Sperry Univdc- ,
as well as Adjunct,Professor’at the American University. and a Vis- |
. iting Professor at the Industrial College of the Armed Forces, both in
Washington BC. His previous profess}gna] affiliation included respon-
‘sibility for the initial.design of thé Minute Man Communications Sys-

.tem for -Radio Corperation of America, and positions as -Director of the
Univac European Computer Center at Erankfurt am Main in Germany , -
Senior Sta¥¥ Engineer in the .Computes Uepartment of the Franklin Insti-
tute in Philadelphjia, and teacher at Co]umbia‘Qnﬁver%ity and Hunter
College in New York City. He is Director of the Amerjcan Federation
of Information Processing Societiés (AFIPS), was Sciencé and Technolo-

. gy Program Chéirmgn for theirs first National Computer Conference (Ncc)
in 1973, and'Chairman of the entire 1976 NCC. ‘He.is a past Chairman
of the Washington Chapter of the Association.of Computing flachinery~
(ACM) and a Past Rresident pf the Amerigan Society for Cybernetics. By
appointment,of the Executive Office of @he Président, he is .a member ’
of the National Defense Executive Reserve. He is also a member of ‘the

" New York Academy-of Sciences, AAAS, IEEE, R§;eardh Society of America,
and tpe Associatidn of Computer Programmers ap Analysts. ‘Born ig!

Chicago, IL, he received his degrees in,MatW%ma ical Statistics fyom
the University of-funich (Diploma and Ph.D.)iu/-‘ . ® e o

e .. k) D
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° AUDIT CONSIDERATIONS IN VARIOUS SYSTEM ENVIRONMENTS: What'are the
considerations to be ‘given to the addit of computer urity in-
.. various system environments, such as (a) distributedig50cessing,
— (b) dedicated systems,.(c) time-sharing, .(d) multi-proeéssing, \
- (e) minijmic;o computers, etc. : -

‘ ) A . —
. 4 - .

Computer security is generally.considered a function.of the gnvironment
in.which the systém operakes. A dedicated system operating in a batch -
mode within a benign envifpnmént has altogether different security re--
-quirements from a ishared’ automatic resource balancing computer network.

. .
~ T

* This- session will address the various system environments and identify‘ .
the major aspects.of each -that the auditor must consjider in comducting
~ an evatuation pf,compujfr Security. .

o
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., The caonsensus report that follows was developed, written and reviewed
by the entire membership of this session. " , o Uy
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1. INTRODUCTION o &

‘During the two months preceding the WOrkshop, working papers and
position statements were solicited and received. Relevant literature

¥ references were collected and/ disseminated. This documentation was

reviewed with the members of the team during ‘the first working session
on Tuesday marning,~»22 March. The team also began to develop an in-

depth 1nterpretat1on of its charge through unstructured and far-rang1ng
discussion. N/////?

-

A structured,. top-down approach ;o the prob]em Wase 1n1t1ated
toward the end of our first working day "and work continued along this
course dur1ng the second working sess}on on Wednesday, 23 March. It
culmindted in four identifiable conceptual modules which are funda-
mental td the development of an- open-ended, structured model of a
computer secur1ty audit: AT i

Rt
.

L3
1

2 (i )/Bef1n1t1onyof three vital aud1t components§ e.g., '
. access contrbl accuracy, ava11ab111ty S -
g - . . B ,
(i1) Morpho]ogy)of systems and env1ronments. Physical
mponerts, systems structure, ,and peop]e 4 with-

of users, types of service, system organlzat1on,

user access, and. application mix. % §
© (didi) Methodo]ogy, or the copputer éud1t mode] wh1ch

es'tablishes a scorecard value for each and’ every *

- parametr1céﬂ1y 1dent1f1ed control capable of =«
-, being 3ud1ted ! ’

-(iv) Mode]-va]idation through‘simu]ation, verffy}ng‘
empirically through fours examples the'poweryof’
the mode] .as we]] ak 1ts comp]eteness 7 ’ s

\An overvaew of our f1nd1ngs‘1s presenteg?ln this report The *
Chaingian takes great pleasure in acknowledging the dedicated assistance
of, team members: toward achieving our final doal. ‘Their ifcisive
th1nk1ng, capability of.abstraction, and expressive writing produced
.the raw material for this paper. The Chairman is especially grateful
to Mrs. Sheila Brand for her continued monitqring of the development
of .this report in -addition .to be1ng a member of our- team. However,
he alone takes full responsibility for any errors of omissioh or com-
mission Whi€h may have occurred durlng this pd1tor1a1 process. .

Y
.

s L 2 :DEFIRIfIONS \ o

4 %
s

" The principal_ terms re1at1ng to computer systems seturity.used
1n‘th1s report"are def1ned as follows:. )

- R

'4 _flive identifiable systems characteristics: Nunber [ T

.
. * .
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. EnVi:Snment - The physical facilities, systems architecture,
/3hd-agministrative functions which constitute an ADP system to Qs
PO aUditEd. ' ) . v e,
' ‘ . il N 2D -y
Security Audit - An assessment OF the system of controls that

-

~ ensure -the continuity and integrity of the environment as ,defined
N by management. An assessmept of the reasgnablensss of these controls
<, is achieved by examining and %ya]uating'con;rolg over system access,
_accuracy, and availability. -t . P

§1§%em Accessy - The ability ‘and the means. necessary to acquire,
store. or retrieve data; to communicate with or make use of any
-resource of an ADP system. C

“

, Szétem ac%uréqy -vTHe state that exists when there is complete .
assurance that under all postzggted conditions®an ADP syztem impliés . .

(i) togal logical correctness nd retiability of _thé ‘em, and, =
- (i) 10gical correctness and dompleteness of the hardware .and soft--
. .wage_ necessary to implement, protection mechanisms and to® assure data
< v integrity. T T S ‘ T :
b . - . - ‘ e ‘ 3 t’ - -
-System Availability - The level or quality of service:\és de-
o . fined by the users, feqdired .to perform their primgry functions.

o
— ————— e — ., - = . — R - +

. 3. METHODOLOGY , T ., T -

’
B

0T, 73,0 fAudit Versus Design’ ) S ST

- » Y . , L RS

T The, process of performing g security audit is closely related to .

PR the security. determindtion study performed during the: initial devel- '
 opment stages of a system which-is t6 be secured. This conclusion .

" was reached as we -attempted td ¥evelop g methodology which is based .
on-an enumerationy.of all consv¥de ationjﬁapplying to thejaudit of _
comﬁhtgr security «ih variqus- syeéfem en ironments. We determinéd that

§pecifiq;computﬁ:%;e$atgﬁ,. hysical. and administrative gnvinonmehtal-

.’ descriptors requi%dd.clgse éxamination¥’ ThEy are all fnterrelated
" and not readily s tad, / Ouriend- result was“the enumeration-of
. .thoge steps to be takun Fi&st By the design team and Lhen with. S
slight variations by thg‘&gd"tors. ~This result shouZd.not prove tdo ..
& surprising if Gne examiﬁ§§;§ e composition gf an -effective design .
7 . team. To.build cost-justi Yable, .comprehensjve apd effective se-
curity“into~a sygtem at’Tgast one member of that _téam should have _
. “thes,auditor's: viewpoint afid hopefu ly -be, in fact; ‘a qualifigd « . ‘
- ayditor. ~ Thus we see a .two-pronged rolg to be played by the audit .o
-profession. First, the apditor must be an.advisor to the dedign
) team providing essential “ijputs to the molding of the sys fem;
. second, during the late®, operational phase of the 'system tﬁgvauditor ' '
myst perform the traditional EDP auditdpr functions and reassess the toer
( -, effectiveness ‘of .the computer system $ee&rity design. R T
‘ . I ! o

£, 3" . / é-gi “\ }b. ) =
\ . ' 'gﬁ ) ,
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" Below, we 1i5t the step$ necessary to arrive at an assessment of
o system security effectiveness, first for the design team and then for N
* ‘the audjt team. N . ‘ ¢ .o

3.2 Steps the Design-Tegﬁ,must takes . s

+Step (1) .DEFINE overa]]‘systém requirements, ijectiVesiﬁand
; sensitivity. - ° o .- ! N
. . . "o - ‘ " - T —
Step (2) SPECIFY the desired environment, based on results of

] ’ : : St9p .] ).m.m , ' R ’ | pe N
.\ - "Q\ , . ’ . o ’ ‘ N ﬂ }04 A -
8 .- _. o Specification.of*physjcal parametérj such"asg -
N ] - V4 . [ 2 . >
. ) s . , 5

Y . ® Location of system T, A
. - Construction of."container" (building) <" . '¢
. v - Survivability of systemsunder disastrous®..

< -
copditions such as flogd, fire, bombjing, q%§>
o7 . - we 4% g

. 0 Specifigftjon‘of §x§%§mAparameters such-asv if :
- a1 “ .. T 5.
. o " - Degree of information sharing (wilir;here:bé ‘v
: : one or multiple users) ) . N
- Batch or interactive processing . g ) g Pi;-
.+, Centralized or distributed data bases, processes # ~ 7 "

. ) .+ \y Local or remote access . . ) -

. - Application mix , e T 7

14

"o Sbeéifiggtiod‘of administrative péraméters'§UE% as:
| ¥ &
Threat analysis - ‘ . it
Personnel procedures N . : -
) Organizational structure - ‘ .
, Secunﬁty'requireqents for: > )
. . .+ {a) Access Control o
. \ , (b) Acturacy . K 7 B
. : - (c) Availability
R ) - Insurance . .
: - System development procedures-

{
1

<
. .;
-
AN
t1

kel

IS
N

., . ) % - } P -
Step (3) SPECPFT™Control. techpiques that can be used tq enforce

. the environment as defined ip Step (2).- ;
At.thjsypoint, it may be helpful to paint out the differ- . ) \
» " ences between security objectives, policy and proceduress The .

objectives of the impbosed controls’.in an dperationa] environ-
ment are regulation of access, accuracy aﬁdl}vai]abi]ityf The
translation of the gbjective of access control into_po]i§y may
take the form of personal accountability for-all sensitive

‘ ‘ transactions. The translation of this/po]ic} into a precedure

o ~ e
. ' W . T
. [

o o) Yo o0

”

&
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‘Step (4)

v ~
-

may take the form of 1ogg1ng into the system by way of a
password or manual Jogging into or out of a secure area.

PERFORM a Tine-by-Jine cost/protect1on ana]ys1s This
is by far the most crucial step inbuilding a set of
controls-to protect the system within its environment.
In this step we analyze each control line item speci-
fied in Step {3) which cbuld be employed to protect~
some aspect(s) of the system. The detailed cost/pro-
. ‘tection matr1x wildt-have hundreds or thousands of
TiKe™; tems , " dependent-on the comp]ex1ty of the system,

* "For each control requ1rement four Jadgments are made

_ N\(a) Cost of 1mp1ementat1on, deve]bpment and*“‘“'
i) ‘ ) operat1on of coptro]

%

(b) Eft\ct1veness 1n regard to ma1nta1n1ng
access control .
’ (c) Effect1veness in regard to ma1nta1n1ng
accuracy. : o

-
-

. (d)fEffect1veness in regard to ma1nta1n1ng
system _availability. )
) ‘ ' > .

The effect1c2ness "judgments for (b), (c), and (d) are~ -

* finally translated into (subjective) numerfic values on a scale
“from 0 to 10

0O=non-effective, 10=super-effective). This  con-
forms to the current state-of-the-art. .However, a very desirabTe’
goal would be to devise instead an objective scale of measures
0/ effect1veness. -~ \ . -

»

~

For purposes of c0nven1ence, the designer may use a short-
hand method of rating; "

,
x

RATING = AC/A/AV ‘
"+ where: AC = numerit value ass1gned to effect1veness ;
. I 5 level of Access Control )
_ " A = numeric va]ue ass1ghed to effect1veness
~ ,° evel of Accuracy s
V.. ¢ . AV = numeric value asslgned to effect1veness
. . 1eve1 of Availability

I

y These ratings become part of the system. documentation and
are us¢d ip Step (5) and by auditors.

ﬂ"& . 5 - £y
. -
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.. Step (5) PERFORM Com9051te Evaluation. After performing the ,
o, line-by-line analysis described in, Step (4) a-specific *°
< subset O0f these controls is selected as thée basjs for -

" -the comprehensive set cf safeguards. -Management must - -«
. concur that this subset provides the necessary depth, \
» " i breadth-&nd overlap.of pratection most cost-effectively i
. for al]l aspects of the environment -<physical, systems, .
PR and admi 1strat1ve In"other words, this'is the stage o %
s 4 . .at.which the "risk assessmept" is made and a "security" .
: Too + system 1is des1gned to meetwthe secur1ty obJect1ves de-

fined earlier.” Co .

s\

Step (6) INCORPORATE the abproved secur1ty controls. REASSESS '

o o this new TOTAL envifonment in light of the additional .
B . featyres 1nserted into the three environmental (physi-
cal, system, and 3dm1n1strat1ve) parameters. ‘If*these a
additionsdo.not- degrade the overall system effective-
. - o K ness (meetlng requireménts and objectives, set down .
. in Step (1) ), the designers are ready to begin i
L. .+ pl mentat1on However, if after analyzing the total ’
ST ’ new system, it issfound that the objectives are ro .
. e iongér effectively attainablel an Tterative process -
’ - must be initiatediand the designers go back to ' w |
¢ . "Step (2), remo1d1ng the spec1f1cat1ons of environtent, ok
- 3 M T etc., until all requirements*set out in Step (1) are
o effect1ve1y sat1s ied. ) S © e o
. 3.3 Steps the’ 0perat1ona1 Aud1tor must takég R v e
I I i e
0nce the system has been des1gned and 1bp1emented, it can 'go, A
into operation. The auditor is now called ufion to assess effective-
ness of security controls, in an gperationd] mode.. As mentioned '~ ~ .
earlier, the steps of the initial design team and those of the, oper- .'
- ational auﬁﬁf%r are very stmilar. In some steps only the verb need .
.~ -be changed. For examg]e, in Step (1) the designer DEFINES Ssystems” _, Q-
' requirements while the auditor REVIEWS ‘the stated reqw1rements as, .
.set down~by managemgpt. J ' WheoL .- Soa
- . 0 » N
- Step (1) REV ob3ect1ves, requ1reménts and sens1t1v1ty§ﬁs
' © doculiénted bywmanagement f0r ‘the “system under auditz - R
Step (2) DETERMINE the - nature of the env1ronmenf preva111ng F Y
] ’ ‘during actua) system operation, 1ndependent cf the . LY
2 . organ1zat1ona1 descr1pt1ons The auditor's percep- - K

" tions of the whysical,/systems, and administrative . - A )
~ , setup may be qutte different from those that ) N
~ T« - specified during the design stage.

*Step (é) IDENTIFY Contro] Techniques used to‘contral the en~ ..
‘. vironment«as perceived by the auditor in Step (2).

o~
#

e p— s - . o . e
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\i\\ Lo . Here we see’a clear divergence from the design ap-

*

" .proach.. Where the designer may have identifikd a
targe number of p3tential controls the auditor is >~
. confihed 'to examining only that subset of controls
. © .0t which are actually implemented. The audifor makes-an i
C, * < ,. independent examimation and may, or may mot, use Ssys- y
tems documentation as a starting point for his/her -
identificatioh of the system'§usecurity components,
o 5 \' W ) ] —
. Step (4) PERFORM line-by-1ine cosgyﬁ?é%ecﬁion analysis.s As in
A Step (3), the auditor:#ydiot concernad with all possi- -
. ble safeguards, but onTy}with those implemented and
. o properly functioning within the system, as detergined
. ) by his audit. Ithile the designer may have given )
. L " .values to the components of the AC/A/AV ratings on2an
) ’ » intuitive, non-objective basis, the auditor will aug-
o. . . ment these judgmental determinations through-hardware%,
R ~ software, and other sophisticated (where available)
techniques to, test the effectiveness of eaeh com- (
ponent of the rating for meeting the stated security.
objectives. ' . .

Step (5) * PERFORM a Composite Evaluation. The auditor now
* , assesses the total effectiveness of the security
. - system.to determine whether it meets the objectives
A : : set by Management. A comparison can thus be made of
thé designer's rating and that found-by the auditor.
] Since the measures used by designer and auditer are
> K perhaps different, this will be only a qualitative;
L ) - albeit inaefsive, comparison. -

Step (6) PREPARE report of audit findings including recommen-

’ dations for upgrading secUrity where weaknesses are
found, e.g., where the rating of the designer exceeds
that determined through audit. It is alsd incumbent

“ ’ S upon the auditor to recommend changes in overall se-

) Gurity control requirements if the environment has

" changed from that assumed during the initial design  »
. . or since an earlier audit. . . R i

. , . . . Ao
.

= 4.. ENVIRONMERT AND -CONTROL ) - -
. ’ oo 7 o \ .
- . The key. elemegnt of any-systematic audit a proach is a close .
v 1inK between the design and the audit processes.while maintaining
- @ separation of duties between designer and auditor. Care must be "
taken to insure that the same factors which influenced the design .
process are well understood and given appropriate consideration in ¢

the audit process. Two major factors mpst e considered:.the first

r ' . - -
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is. the environment in which the system is to operate, and the second

. 1s the control. techniques to be employed to enforce that enviroriment.

" . It is essential that the design process defines the environment in
which the system is to opergte and that the audit-uses that same en-
vironmental description as% guide. If the operational environment
has changed from that postulated at design time in a mannef~tmpacting
security aspects of the system, thi¢ impact must be*analyzed and the.
security confrol .requirements must be reassessed as a part of the
audit process' in a similar fashion to the procedure initially used by

. the design team. .’ , o _ s e .-

Y

The approach being advocated here employs two rather sophisticated
checklists and supporting material. The first checklist is used to
“, establish, in considerable dgtail, the environment in which a system
is to operate. In the case of a new system design, this is the list
‘of désired system characteristics. In the case of an existing system
“under evaluatigny. this is the 1ist of already existing system charac-
teristics. MWemate that the process described in the previous chapter
will work with efther new systequgging designed or existing systems
being enhanced oriperely.being audited. In the audit process the
,Statement of the environment is givew.? The auditor is encouraged to
point out obvious ihgpnsistencies in g£he environment) if he observes,
any, but ‘the enviropmental checklist™is his reference point from
“which he evaluates whether the control techniques specified by the T
designer are sufficient to enforce the given environmant: '
: £

’ The second checklist is'a déscrjption of the generic classes of
control techniques which the designer may employ to enforce the en-
vironment in which his $ystem must operate.. As will be “seen later,
these range from physical locks and fences, through internal hardware

/~and software access control checks, to administrative procedures:

During the design process, after the system environment is established, - .

the designér selects those measures from the control techniques check-

Tist which. he wishes to utilize to protect his system, Each of the

entries in the contro]'tEthniqUes.éheCklist represents a segment of a

continuum. Each item contains a range of measures.with two related -

. variables: the degree of protection afforded and the cost: At the

. Tow range 1ittle protection is achieved and usually cost is minimal;

at the high range, a great deal of protection is achieved and the cosf

may be proportionately high. In the example of physical locks on

doors the range might be from a simple padlock through a sophisticated | -

electronically controlled and centrally monitored door locking system, .

with proportionate cost ranges. 'Given the sensitivity of the infor-

mation contained in the system (from the environment statement) the
designer must sélect those control techniques he wishes to employ and
the..appropriate position on‘the protection/cost scale for each chosen
technique to provide in the composite the necessary measure of se- '

curity control. . . C .

L] ' R .

From a security viewpoint, “there are three basic criteria in de--
termining the environment @nd in evaluatihg the. suitabN ity of

A
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‘control techniques to enforce that environmént: acc'

" making such chan

"1> o : LT

-

s control; accur-
acy, and availability. Eachéof these facfors must be addressed in the
envirohmental “assessment, and-each of the contro techniques being
applied must be rated against all three factors/ Some control-tech-

niques will not apply to certain of these meaSures; for example locks

_do not affect the accuracy of-the information but they have a signifi-

cant effect on access control and on availability of- the system. In &
the environmental statement the degree of protection needed in each of -
these areas must be stated and in the overall evaluation of the control
techniques a rating.by the designer and the auditor of each of these

. measures must be calculated and compared against the environmental re-

quirements\ 4 o ‘
Many of the Entries.in'the\dontﬁol tecﬁniddes checklist éré com- ;

plementary. If one measure is taken another measure is perhaps not

required. Investment made in one control technique will determine the ..

- extent of the investment needed in.a complementaty teghnique. The

relationship between entriés in the control techniques checklist is
complex. To insure that sufficient .measures have been taken to com--
pletely but”not.overly enforce the environment, the intéractive rela-

- tionship of controls within various environments must be explained in

a guidelines book which should accompany the checklist {see section 5).
The guidelines book will describe relative levels of effectiveness and
cost of the various control. techniques and will provide relative as-
sessments: of feasible tradeoffs. . L

-
LN

] Y - .

The designer establishes both the envifonment in which the system
is to operate and the appropriate control techniques, The process
employed 'by the auditor in determining if sufficient cohtrol techniques
have been applied is quite similar. The designer scans the_ control '
techniques checklist line-by-line, .selecting appropriate itkms to be
employed. Then he evaluates the achieved overall. security of the
system ®ith an overall performance &nalysis determined by logically
aggregating the selected effectiveness measures assigned to the line-
by-Tine entries. If this overall analysis does nat provide sufficient
protection, or if it exteeds the constraining cost factors, then he
reevaluates the cpntrol techniques or pérhaps the environment itself,

S as necessary to achieve the security needed at a
syitable cost: : e . ' ' '

The auditor, given the/environment checklist, determines firﬁt-
that the actual operational environment is that assumed during the” ..
design stage. He then determines the control techniques which He be-
lieves appropriate to achigve this environment. ' He compares his con-

.trol techmiques checklist with that of the.designer and weighs the

differencds so.as to have a reference against which to perform his
detailed analysis. He performs a line-by-line evaluation of the entries’
in the checklist and then an overall afialysis similar to that done by

thg designer. Having completed thé ov%ra11 analysis he-may go back

5%‘ i . ) .
g . ¥ N\ g9 - .
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and adjust ‘his. assessment of the individualjcontrol techniques based
on a rore complete understanding of the total system. The result of .
this audit process is an overall rating 6f ‘how close th design: comes -
to 'enforcing the security requirements of the operational envjronment.
If this audit process produces a rating of.ﬁufficignt protection then
the system can be approved for-use. If it{jields an insufficient

rating then the designer must go back once 'ggain to'ithe control tech-.

hiques list-or to the environmental checklfst and make appropriate ’
- changes to .jnsure the'necessary security of 'the sxstem, ~ )
. o ’ K ¢ -
The critical element in this,proteSS'is-thE use of-the‘same o

checklist information by'both the designer and the auditor. This
"insures a common base from which to discuss related matters.. It is
\\ this common starting point that is the crucial elkment \of our me-
thodology. The selection of ele ent$ from-the control technique-
‘checklist and the degree of protzction affarded each element.are
.often subjectivwe and the designer.may wish tp “take issue.with the
augditor over specific ratings “the auditor has.given for some of
, these measures. The crucial point is that all elements of the de-
sign\are understood by both-theé designer and the auditor in a common
context. This tomplete and'c0nmon']istjng‘pf méasures used by both-
the designer and auditpr is an.element that h3§ been lacking in ‘

previous audits, .

¢ - . [~

-

LTI

;4.1 Checklists
Both the environmental and control téchniques checklists are di- ° .
vided into three sub-categoriges: Physical, system, and. administrative. .

. In the environmental checklist under the physicé]-headipg are thdb&
elements of the physical environmént which materially afifect security'
of the system. Included is the geographic location of ,thé systemy

)

_ taking into accounht the susceptibility to natural and man-made dis-
asters such as floods and crime, any ‘special 'power or airéconditioningq
reduirements, etc. . v A A

~In the system eﬁvjronmént Tist are those meaéqres thch describe =
the internal structuring of the system. In particular we find here

.
T )

* those elements which éffect the requirement to rely on internal hard- .- -
ware/software measures to enforce the security, of the system. Undér
administrative measures are included such factors as the:sensitivity

" and correctness of the information contained in the system,,postu-
- lated threats to the system, etc. . ° - . R N
. , ) , . ;
Jhe system envjronment comprises five physical and logical com-
ponents or main categories: c oL K :
1. Degree of Sharing: Single vs. multiple user(s). . et
2. Type of, Serviee: Batch vs. Interactivé " . 6 e\
.. 3. Organization: Centralized vs. Distributed . o
— 7' " 4. User Access: Local vs. Remote s s e "
’ 5. Application: Dedicated vs. Multt-purpose e L,
s | o8- ; -
‘ % . 100 S ‘ '
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“The control téchhiques checklist is comprised of the same three . . —
categories: physical, system and administrative. The physical con- -
trols sinclude the fraditional "put the System in a vault" measures, | )
including perimeter control, hazard protection’and. backup mechanisms.

* System controls include hardware/software access control techniques,, . -
program “integrity measures, audit trail techniques and failure re= .
sponse procedures. Administrative control techniques include what -7

~  are commonly referred tF as Change Control Procedures., Each of the .

" control techniques must|be evaluated against each of the access con- '
trol, accuracy, and.avaitebility-factors. and an overall score must be

‘arrived at for each of tfiosé factors. - ) '

L]
-

. .
4.2 Guideline Book . i L - , v
. A critjcal element in the methodology described here.is the
background material which supports the checklist. This guideline
+  .wdll be composed of two sectiens. . The first has a line-by-line des-
cription of the elements of the environmental and the control tech-
nidues checklists; in the latter case the range of protection cost
of -each of the entries is given. The environmental checklist must.
be cross-referenced against the control techniques checklist so as to
insure that if a particular element of the environment is specified,
some range-of control techniques ‘can be applied. - ¢
Another element of the guideline book must deal with the inter-
relationship between control techniques. From it both the designer
and the auditor must be able to determine that if a certain control
technique is employed, this may very well negate the need for another *
control technique. An obvious \lexample is that if sufficient physical
<control measures are taken and if all personnel associated with the
system have equal aecess to the information on the system then re- SR
‘ Tiance on internal software access control techniques may be sig- \
nificantly relaxed. This evaluation guideline is highly sensitive /
to the state of techndlogy and will need to be updated frequentily. \
7 Specifically, the relationship between cost and effectiveness of a Q;
particular form of. protection will need to be revised frequently, ‘
antd new techniques will haye'to be introduced -as they are develgped ]
and becomé viable. o L W L L : %i
+ - . - 3
¢ This overall methodology is a systematic approach to the problem b
of auditing a computer security installation. The approach is sys-
"7, tematic since thé designer and the "auditor as well work from a com-
plete-list of both :the environment in which the systemfis to operate
and the control techniques which are to be efmployed to enforce that
- environment. By working from common lists, the designer and the;
. “auditor can more readily communicate differences in their evaluation
and reconcile their evaluations, ~ v

> . &

-

-

A number of such checklists are already in existence; they can | ,-; ¥
be used-to form the basis of the environment and control techniques

’ ' . ' i
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checklists. The establishmept of a gompleté and-accurate guidebook ' -
, givihg both the line-by-1ine descriptions "and the element interrela- '
. tionships i$ a crucial element of this overall methodology yet'to be
accomplishéd: For example, see: ' Data Processing Security Evaluation
Guidelines; Peat, Marwick, and Mitchell & Co., Certifiied Pub]j;”Ac-.-
‘countants; 345 Park Avenue, Hew York NY 10022.- .
: Co . ~ o ' ." M
. ¢l .~ ¢ 5. GUIDELINES - ° i

kg Y

. . A N , . N
In section 3-we discussed audit methodology and the sequence of ~
- ,Steps whith an auditor will follaw, Preparatory to executing his audjt- R .
-function addressed here, Therefdr®e, ‘the purpose of this section is - __—
to discuss those considerations which comprise the "ideal" against
. which the auditor compares and measures data security in various sys-

tem environments. )

.8 9
\\" . N

. " . The “ideals" are derived from\several sources, including: (1) In- -
formation and experience which the auditer Krings to his task, and
,(2) Information and observations gathered by the audftor in his effort

to more fully understand the system to be ‘audited. .

- In this section we will not attempt to create an actual book on .
audit guidelines. Several sych reference materidls exist already. ]
Furthermore, the brief timé‘available. for this workshop precludes any™ .
such texhaystive) effort. ' However, as shown in the charts dppearing T
‘in the Aggéndix, we“hlyg”attempted to identify significant categorijes
. Of contf1 techniques,-as well as «(in selected instances) some more
- specific.security measures. While the various options within the -
' control techniqué categories can be expanded upon' by utilizing ma-
i 1’ terials contained.in refqhénce works (and from the auditor's own
knowledge and expérience) we have chgsen categories of control’ tech- °
niques which reflect major security options (in a genexal sense) that
also provide an opportunity for analysis of.the differences. among
- selected ‘system environment exatples.’ A

.

'J. " Our discussions indicated clearly thQ; there are, theoretically
speaking, ‘'many possible system environment » resulting from a com-
. " binatign of physical, administrative, and systems desigyp points, of
w™  view. "M order to respond to the mandate.given this® group, we chose
~ four sample systems which differed significantly from one another,
. representing fou¥ of the most-prevalent kinds of systems existent in .
today's computer! processing environment. . . ' 7
s . ; .
The description of. the "environment” for each- of the four sample
.systems is giveén-in the Appendix; the method by which the constituent ~ 2l
€lements of an Menvironment" were ascertained, was discussed in sece .
tion 4 on environment ‘and centrel. The kinds of control techniques ¢
which we haye assigned as possible protective measures with respect to
the four sample systems wereﬁprigffy explained in that same secgigngv' .

N (4
LT GJlOQ S 5 f_ .

b




’
e

o . N

:However our group took thL further’ step of ass1gn1ng_sub3ect1ve nu-

“merical scale values (ranging from a low of 0 to a high of 10) to the

three categori%®s of sontrol techn1ques Qur “choice for these values -

niques’would be “important with respect ;to the sample system
) tance factor was

This

considered for each of the thred basic cate-.

-wzzazsﬁ;ved from _the group's consensus of whether such control tech- .

gories of protection Jh

ich our definition of "security audit" gave

1.

Access control,

their AAA (AC/A/AV) rating:
3. Availability. )
. * » Q; .
It is- clear that there are certain genera] aud1t cons1derat1ons
which an auditor will utiljze in determ1n1ng the vulnerability of a
given system. . These are the experience items which the auditor must

br1ng w1th him, to successfu]]y complete the assigned task. “
" .

In the Appendix, therefore, we conS1dered only some spec1f1c

y ™

aspects. of the four sample systems.

We h1gh11ghted those that affect

security cons1derat1ons‘1n a way that distinguished one system from
another. . 0bv1ousJy, in"a complete aud1t of secur1ty, one.would ex-
‘pect an.auditor to perform“a much moré’ COmprehens1ve analysis. But
‘we assumed that the purpose of the mandate given to our group.was to
focus upon specific problem areds in different system environments to
wh1th an aug1tor should pay part1¢u1ar ttention., The more general

case, as the proverbial textbooks explain, will be left as an exercise

’ior ‘the- reader

\

r

. h - . ~J

%

*ﬁﬁi CONCLUSIONS - . s

Wiltiam C. Mair, co-author of Computer Control and. Audit,

2. Accuracy, and . * ~_.

g

r
cently observed that "DP Auditors are not and cannot be po]1cané?: -

act as an adv1sor to management to emp

asize the need for, standards

';eptable levels.

He stated that the primary respons1b111R;“of the DP Auditor is to

which must be properly documented and co unicated,
as ‘the foundation.on which everything else is built: they provide
direction, predictability and criteria for evaluation. Through -
these standards the auditors establish systems controls which in turn
help reduce adverse effects encountered in a basically hostile en- ]
v1ronment . In fact,.the aud1tor is part of these controls.

Standards serve

’

t

Areas of vu]nerab111ty must be exposed to reduce risks to ac- .
"The dangers confropting EDP systems include, above. -
all, erroneous management decisions; but also embezzlement and fraud,,
loss or destruction of assets, excessive costs and deficient revenues
Their impact can be severe, leading to cempetitive disadvantage,
statutory- sanctions, even to‘economic, political, and m111tary dis- -
asters. '

“

r , [}
We must not ever underestimate t
verance of the "enemy". As we rela

power, ingenuity and perse~
development of controls.to -
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botgntia]'exposuresg we must -follow a rather Simp]éiminded approach: ‘-

if we can think of7it, someone else can also. Thus the auditor must
be ingenious about gathering basic and detailed information; about
evaltating the system's strengths and weaknesses; and about testing
vits design and .performance. .He must reviéw all of its-components
individually-and collectiyely according to a structpred model spe-
cifically desiygned for that purpose . . . .

A definitive, open-ende model has been déve]qped to sfructure_ -

both the,initial internal désign'and the follow-up (external) com-
puter security audits in various system environments. The model is
predicated on the notion that for a system &0 be viable within a
well-defined.(and definable) environment, we must certainly maintain
controt over access' to the system, must.providé accturate services
and must assure the. timely availability of these services to the
users. " y '

In making the audit,.we assume the availability of standard
guidelines for rating all identifiable system 1ine items with re-
gard to their contribution to access control, acguracy, and avail-
abtlity. A global measure of;security audit can thus be .defrived -
from the.1ine items' individuallocal ratings. A number of algo-
rithms have been suggested for  converting the aggregate "local” into
“global™ ratings, but it appears as~if ohly absolute and fotal com
pliance with. the design specification ratings will be acceptable in
the security environment. - .. . | ’

L - . . . . .

~In summary, we find that people are- the criticaf‘element in all
computer security audits. To attain-perfect security, therefore,
we are left with an obvious choice: Either'we abolish computers ¢

or we abolish people... - \L. .- ?
s o
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“APPENDIX: FOUR EXAMPLES
‘ To determine the effect1veness of’ the proposed gethodo]ogy, four
.representative types of systems covering various facdts of the system
environment were part1a11y analyzed. The results of the analyses are
d1scussed here. *

. ’
R .
~ .
~r .t
4 .

oo . A 1, SYsTEW SELECTION .-
i The fourLsystem types Sglected ref]ect*at least ,one examp]e of
edch category in the wide. spectrum of possible system environments:

LY

T '“‘\; - Tollege .computing center : ' .
i ~ 2 - Airlines .reservation system . R
2.3 - Electronic funds transfer system *- - oo
. . ‘4 - Welfare check disbursement system . B : ‘
v o S \ \ -

Tae objectives/requirements of each systém were discussed and
.pertinent constraints and assumptions were dfidicated. As the analy--
"'sis proceeded, further.assumptions about the system,vbjectives or

constraints were requitred for, ar1f1cat10n . For example, it was
assumed that the college computing center was used strictly for. .
training purposes and for nonsensitive research. N¢/sensitive infor-
_mation (e.g. grades, payroll, etc.) and no critic -applications '
(e.g., class scheduling) would be placed on the’ system Similarly,
* it was assumed that the airlines reservativns system had extremely,
_high availability requ1rements but could tolerate errors to some
" "reasondble" extent. The £lectronic funds transfer system was as-
J sumed to'.be a network of 1nd1v1dua1 processors ]ocated in separate
~« financial institutions, retail outlets, ‘etc: 11nked via“ crypto-,
“7graphically protected-Tines‘to provide for the transfer of funds be-
tween sites as one &f their functions. The we]faTe check disburse-
“ment system was considered typical of large s1ng]q~funct1on dedicated
. funds disbursement systems much 1ike a dedicated system to prepare
corporate payrolls. It was assumed that .inputs arrived on magnetic
tape and one run per month was made to prepare the hecks

; / I ,
. . .
- 2. DETERMI*NATIO{!J\)F&ENVIRONMENT'~° ) e -
2.1 Phys1ca1 . IR o —

. - :

/ D

. Two factors were sélected as typical of: hysaca] ehv1ronmenta1
concerns which must be covéred/by the aud1t ocation and surv1v-

.Y ability réqu1rements of the system. v

2.2 Systems ’ AN o0 . .\m«

7 . v e
A

. J 4 o \
i * The systems enyironment was.the main focus of this workshop.
e 7 ' ) 0 - x. -
! ‘ : ‘\:i
- -~ \‘.
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' The five systems aspects to be considered are:

T e T .
. Dégree of sharing (single or muitiple user)

© .~ Type of service (batch or interactive)
- Jystem organiZation-(centralized or distributed)
. User access (]opaL}pr remote) '
. “Applications mix (@ingle-dedicated or tultiple) _

As«indicated abqve, the four chosen 'systems together caiJ upon
»each system environment aspect at least -once. " .

..‘- ‘ ) . < @‘\ . , L
2.3 Administrative '

Two reprasentative areas of administrative environmental factors
were considered here: the sensitivity.of the system and the postulated
threats to .the -system, . ) S,

. . L
After we selected the factors for analysts,, the workshop members
collectively discussed them and determined thé corresponding impli-
cations'for each of the four systems. Obvioﬂﬁly, in an actual audit, .
many more environmental factors need be censidered. Typically, ap- ..
propriate elements will be,selected for consideration from an ex-
* haustive enumeration of security related factors. = ° C o~ <

¢ ¢

.8

3. [IDENTIFICATION OF CONTROL TECHMIQUES =~ .

[N

After the sample environmental factors had been established for *
each system, a representative sample of control techniques was de-
Jveloped by group consensus.: Again,-this work woulg typically’ be done *
with the help of an exhaustive list. Several’ techniques for each
category (physical, systems, and administrativekwere selected for
evaluation.  ° o . - : “

-

3.1 PhysicaTl ./ e 2 Y o ?\V-

(S -
A

Perimeter controls - this would be g composite (in this example)
. based on both people and "things". Various "Tayers™ of perimeter
-controls would be ‘considered (site, buidding,. room, wall thick-
\\\ " nes$, doors,-locks, enclosure, etc.) and varitus aspects, (dutting,,
- filter, fire protections, air conditioning, T.V. menitofs, Lt
guard forces, etc.) ‘ - C

Backup site -'1ocations} security, availability, etc.-
. Disposal controls - control-of output, "shredding, etc.
— ) )
. 'Tommunications pfotection - Tink-by-1link -encryption, shielded
conduits; etc. ' C . :

.

\

4
" .
i
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3 2 Systems . | f

-

N . 7 :
4 . Interna] access contro]s - hardware/software contro
’ ’ ide t1flcat1on/authent1cat10n, access author1zat1on, enforcement
S 'methods, ete. : . .,
— ‘ ;
) . Program 1ntegr1ty ‘measures -, controls-on self-checking, correct— -
‘ " x, nes$, reliability, etc .
. . Error detect1on/correct10n F.cxc11c redundancy checks redundﬂncy,
monltors, self-testing, etc. - R
] ¢ " ’ b . Y.
T Aud1t tra11s- . o S S ' ~J
Vo Fa11ure.response - sotware and hardware y ‘
b Communications.- end-to-end encryption methods
_ 3.% Administrative - ' :
. * . . e C - o T
_ .- Perimeter actess procedures ¢ : - AT
. w . - ' -
h . . . Maintenarce Procedures - spftware and hardware -
~ . Backup procedures - off 1ine, and on line v .
LN . . . M o, I
’ . Personnel procedures - training, indoctrination; bonding, etc.
. Development procedures - standards, conf1gurat10n management
cert1f1cat1on, etc. - . . . . 'L
o7 "% 4. CONTROL ANALYSIS ° - . o/
R o Once the sample contro] techniques yere enumer R each system .
) . was evaluated on a scate from 0 (compietely lacking] te 10 (maximum)
. against each control. Three criteria were used for each evaluation - . .
~ the relative degrée to.which the contrel in that env1ronment provided -
: protect1on with.respect to: ' N .o . P
. Access control to sys@em : . -
.. . Accuracy of system S . . <
| ' Ava1’1ab1hty' of system ‘ | I -
. A11. members of the workshop part1c1pated‘1n the discussion of * ° .
’ each 1tem.and an overall consensus was. used to arrive at the results ’
shown, Some” results reflect gur impressions of actual systems where-
as others reflect possible "des1gn objectives". .The fallowing figures
. show the results of our sample ana]yses . . g .
. $ L& ¢ * * . ’ ) ’ ' . . ’ ; '
\ . ‘\ﬂ ’ ' b M
I ‘ 6-18 4 m - - k
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T T T 5. GOMPOSITE EVALUATION . . . *

~
.
.

“The next step wogld~be to derive an overall composite rdting for’
the degree to which the system provides protection with respect to- .
availaRitity,-accuracy™and access controk; and to compare that with

\ the security objectives determified by the system manageér. This.com-
parison must include analyses.of tradeoffs between the variousgcon- -~
. trols (i:e. good physical controls may permit relaxed Systems con-

. trols or vice versa). Jt must also evaluate the "weakest '1ink_im

» " the chain.! A satisfactory technique for doing this must yet be -
. deve]oped.' . ' . . . ° .. ‘% -
K. : "One suggested approach weuld-be.to prepare paramefric “ranges"
or "maximum" values for each control technique line, item as a fenc-
tion of a specific systém-environment under evaluation. These critfi-
cal values could thenh be aggregated by subsystems to yield critical
parameters for their assessment. For example, an,acceptable critfical
valve for'a subsystem may be defined.as.the highest’numerical param-
¢ - eter.selected from the entire set of parameters which' make up -the .
. Tine items for, this subsystem. " Conceptually, we can coptinue this.
5 process of aggregation hierarchically unti) all microscopic lewels
) of control adequacy on the (lowest) -1ine item lavel bave.-been-trang-
lated into macroscopic’ parameters on higher subsystem levels. - It is .
. perfectly conceivable, even at this very preliminary stage of the
. investigation, that a "standard! scale for system $ecurity may even-
", tually evolye from the'crude beginnings pestulated here.
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- . EXAMPLE NO. 1 ’ i
. General Purpose Multiuser Prqgrémminé System (e.q., Col]é@e Computing Center);
1 . o ~’;,:.£s - . ) *5
ENVIRONMENT _ .| CONTROLS - . RATINGS .
P I LOCATION: College Campus PERIMETER CONTROLS 2/ -/2"
H C |- SURVIVABILITY: Low ' BACKUP SITES < /0Q/0-
oA : - _DISPOSAL CONTROLS - /-] -
S L _ _ _ : COMMUNICATIONS PROTECTION . [0/ - / 0
o S E. |  DEGREE OF SHARING: Multiuser INTERNAL ACCESS CONTROLS 2/-7-"
o Y M . TYPE OF SERVICE: Interactive PROGRAM INTEGRIFY MEASURES |- / 0./ -
o S S SYSTEM ORGANIZATION: CentraTized | ERROR DETECTION/CORRECTION |-/ 0 / -
y T USER ACCESS: Remote- : AUDIT TRAILS . = 0/0/- |
_ “APPLICATIONS MIX: Multiple FAILURE RESPONSE ~ : ™ -/ 4/ 8~
N ’ D ' "COMMUNICATIONS PROTEGFION. - 10/ -/ 0
1 AT " TYPE: Non-sensitive . PERIMETER"ACCESS PROCEDURES |2 / - / 2
P R‘-e=- THREATS Denial of Service, MAINTENANCE ACCESS PROCEDURES|2 / 2 / 4
M A - Theft of Service | . ‘BACKUP "PROCEDURES . | -/=/0
I T » Spoofing - " | PERSONNEL PROCEDURES 171 /1
‘ N1 Local - DEVELOPMENT PROCEDURES . 272174
’ I V., @ . - : L -
S E ~ o s ) B > hv '
: . Nete: ACCESS CONTROL / ACCURACY / AVAILABILITY -




* £XAMPLE' NO..2 -

‘e

" Dedicated Dat% Base M@nagemént System (e.g., Airline Reservaiions)

ENVIRONMENT .

.k
RATINGS

LOCATION:- Multiple '
SURVIVABILITY: High ™ -
SPECIAL: Dial-In Access

CONTROLS - N

PERIMETER CONTROLS

BACKUP SITES .
DISPOSAL CONTROLS - -
COMMUNICATIONS PROTECTION

O

(3,
~
| I B TS

¥

P

DEGREE_OF SHARING: Multiuser .
TYPE OF SERVICE:.Interactive
SYSTEM ORGANIZATION: Distributed
USER ACCESS: Remote

APPLICATIONS MIX: Dedicated

INTERNAL ACCESS CONTROLS
PROGRAM INTEGRITY MEASURES
ERROR~DETECTION/CORRECTION -
AUDIT TRAILS S
FAILURE -RESPONSE »
COMMUNICATIONS PROTECHION

P APOYOIN

i

v

L4

J

TYPE: Sensitive .
THREATS: Denial of Service
Unauthorized Disclosure
' of Data.
Remoté

~

PERIMETER ACCESS PROCEDURES
MAINTENANCE ACCESS PROCEDURES
BACKUP- PROCEDURES

PERSONNEL PROCEDURES
- DEVELOPMENT- PROCEDURES

al OVEB O — o~
I OVl

'\\ NN NN NN NN NN
> o?

TaA
N

Lo @A ORI BHlO NG

*
b . Note:

ACCESS CONTROL / ACCURACY / AVAILABILITY
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EXAMPLE NO. 3 ]
. 7 : , . -
Distributed Multiuser Remote Access (e.g., EFTS)
g — 5]
- ENVIRONMENT CONTROLS RATINGS
P I LOCATION: Multiple | ® | PERIMETER CONTROLS |67 -77
H .C SURVIVABILITY: High . BACKUP SITES * - ", 16/3/6
Y A SPECIAL _Encrypted, Commun1cat1on DISPOSAL CONTROLS 5/ -1/"-
S L , COMMUNICATIONS PROTECTION 9/-1/7
S E- DEGREEOF SHARING: Multiuser " | INTERNAL ACCESS CONTROLS |9 / - / 5
Y M TYPE OF SERVICE: Interactive PROGRAM %NTEGRIT%-MEASURES -/8/-
S S SYSTEM ORGANIZATION: Distributed | ERROR DETECTION/CORRECTION |- / 8 / -
T USER ACCESS: Remote - AUBRIT TRAILS 8/8/ -
. APPLICATIONS MIX: Multiple FAILURE RESPONSE - . 8/8/ 4
. : |, COMMUNICATIONS PROTECTION 8/-1/73
AT *TYPE: Highly Sensi tive , PERIMETER ACCESS PROCEDURES g/-/8
D R THREATS Misuse - ~ - MAINTERANCE ACCESS PROCEDURES|:8 / 8 / 6
M A Denial-of Service - BACKUP PROEEDURES 6./3/7
I Remo te. PERSONNEL PROCEDURES 8 /977
1 6 = |, DEVELOPMENT PROCEDURES . 8/9/7-
I 0) - : g L
S E * : o
Note: ACCESS CONTROL / ACCURACY-/ AVAILABILJTY




EXAMPLE NO. 4 - N

“Dedicated Batch - ollar Disbursement (e:q., Wélfare System)

‘ . ' LR Wy ' \ : *
_ ENVIRONMENT- ) - CONTROLS ," -« - RATINGS

.

N~
!

~

LOCATION: Sing}e Site PERIMETER CONTROLS
SURVIVABILITY Medium BACKUP SITES - -
L DISPOSAL COMTROLS'

!
~

COMMUNICATIONS PROTECTION

DEGREE OF SHARIQE\-ﬁ§rﬁg$e\g§gr__ : L ACCESS® CONTROLS
TYPE OF SERVICE: Batch

SYSTEM ORGANIZATION: Centra11zed ERROR DET TION/CORREC ION
USER ACCESS: Local - | AUDIT TRAILS
APPLICATIONS MIX Single FAILURE REYJPONSE

, . COMMUNICATIQNS PROTECTJON

TYPE: Sensitive . PERIMETER ACCESS—PROCEDURES
“THREATS: - Misuse - MAINTENANCE ACCESS PROCEDURES
Local - _* | BACKUP PROCEDURES ,
. PERSONNEL PROCEDURES ™~ .
DEVELOPMENT PROCEDURES

. —
. * L] - .
Note: ~ ACCESS CONTROL "/ ACCURACY /-AVAILABILITY
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PART VET: _ADMINISTRATIVE AND PHYSICAL CONTROLS |
a ) N

¢ foChairper?on: William Hugh Murray °
‘ D=+ .- 1BM Corporatjon
. f ‘Paciicfpants:
W. Gregory McCormack.II - _ Susan K. Reed, Recorder.
Western- Southen'Ler & "+ “National, Bureauaaf Stapdards
- Eldred Nelson - ; . Barry w11k1nsl
TRW Systems Group - . IBM Corparation
Kenneth T. Orr -~ '
Langston, K1tch & Assoc1ates

2% st ed dimar
[ Y,

<

*From ]eft to r1ght Kenneth-T.. Orr Susan K. Reed Robert A Jacobson
(v1s1t1ng session_ coordinator), w1]11am Hugh Murray, Barry w]]k1ns,
Eldred Nelson, W. Gregory McCormack 11

..

L3Ry

* Note: T1t1es and addresses of attendées can be found in ‘ppendfx A.
. , - 71 g
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* mation have the r
. ancesw

-administrative measures to control access to the computer, related

) This is a report 'of the consensus arrived at by- the working grohp -

, <« . 4 o " sy
AR S EDITORS' NOTE 1 -

N

A brieflb}ograbhy of the Session Chéirperson fo]]qws:‘ 7 >

Mr. William Hugh Murray is Sen1or_Mérkét1ng Suppokt Administrator
inrthe Data Security,Support Pregrams Department of IBM's Data Process-
ing Divisidn. He prev1ous]y managed the deve]qpment of the security
sub-system for IBM's' Advanced Administrative System. He is the authar

. of the IBM publication, "Data Security Controls and Procedures," of: five

IBM training videotapes on data security, and a contributor to such

- other IBM publications a8 "Considerations of Physical Security in a Com- .

puter Environment." A frequent speaker on data ‘security topics, he has
appeared on national programs of the AICPA, EDP Auditors Assoc), INFO
76, and Data Comm 77.. He has appeared before SHARE and’ GUIDE "im\ the

. U.S. and the Diebold Research Program in Europe. Imn, 1974, he chaYred

the Audit Warking Group of the NBS/ACM “Workshop on Controlled Acces-
sibility in Shared Resource Computer Systems." He holds a BS in- Bus1-
ness Administration from Lou1s1ana State University.

[

The charge“given to this session=was:

» . ADMINISTRATIVE AND PHWSICAL CONTRQLS: What are the audit approaéhes
and techn1ques for evaluation of administrative and physical con-
tro]s in an ADP envifonment, including contingency planning, etc.

Adm1n1strat1ve contro]s are defined to include both procedural and per-

sonnel security‘as follows: Procedutral security - The management .con-

straints, o opg at1ona1 procedures, ac;ountab1]1ty procedures, and 3sup-
plemental co p s established to provide an.acceptabie level.gf protec-
tion for sensitive data. Personnel security - The procedures establish-
ed to insure th t*al]'personne] who have access to any .sensitive infor-
égu1reqjauthor1t1es as well’ as alt appropr1ate clear-

i

Phys1ca1 contro]s 1nc1ude the use of 1ocks, guards, baJkes, and s1m11ar
equipment, and information media. Further, it includes the measures/re-
quired for protection of .the structures housing the computer, relate
edquipment and their contents from damage by accident, fire, and environ-
mental hazards, , . ’

- T €
Th1s session is to address the audit approaches and technj ques for gval-
%§1on of administrative and physical controls with. emphas1s on those
areas that have not been subjected to extensive coverage in the 11Zéraa
ture. FIPS PUB 31 can be used as a departure point. Eor this sesst

¢
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REPORT OF THE WORKING GROUP ON
ADMINTSTRATIVE| & PHYSICAL CONTROLS -
* CONSENSUS REPORT .

WILLIAM H. MURRAY, BARRY. WILKINS R /;///

' .

/1. REVIEW OF THE CHARGE

~ |

The invitational worklshop on audit and evalua
computer security was conyened to "develop xeal ©lutions
Ito compuggr security audit problems". Since che technology
‘is replete with "norr-problems" and "psued roblems', this
working group elected to interpriet the,ifistruction to mean

» regl solutions to real problemg"i/ 4 ) g
s Y - e
This working group was asked "to address the "audit ap- ~
pProaches and techniques for e aluation of administrative
controls and the contributi ,of those controls to securi-
ty. We were asked to pla our emphasis on areas that are
not already the “subject of extensive coverage in the .
literature, and we wer also invited to comment on the ;
adequacy of the literature. In this report we will review -\
the context or the e virgnmeqt in which we have attempted, - o
to address the charges, i.e?, the-traditional role. of the . - -
auditor and its reYationship to security. It-swas the
consensus of the group that a number of problems do exist S
in this area and e have attempted to articulate thosé. e
problems. Some
auditor and we

v

problems. Other .problems relate to the "state of tHe
practice", thé literature, and the direetion of “thé tech-
nology. Thege must be addressed by the broader data. =,
processing. community.. We have attempted to identify thése ,

issues and make some broad recommendations. /f L Y
L ) Cv \ . -
gZ' f?E;AUDITOR AND COMPUTER SECURi?ﬁ

- ~ ;
: ;

\ . ’ ' f ,; ‘- e i

‘TraditionTILy, the responsibilities of the auditor
!

have: included:

. e A
' i - ) :ic”%.
1. {protecting the assets of .the organﬁzation
2. ensuring adherance to policy of ' ‘ :
3.. .and énsuring the adequacy of contg@ls and ‘proce- . .
dures | ¢ \ U ‘




He has-functloned by maklng tests and. examlnatlons
.and by reporting and recommendzng His value to management
has been .that he,prov1ded a vieéw that was independent of,
é "in addition to, and compllmentary to the wview prHvided by
;}ne management. Management would thus be in a better
Pposition. to act to reduce risk ‘or to dbcept it. ;
v 2 "
The audltor s tests and examinations have 1ncluded
e comparlng actual’ condltlons to standards of good™ pragtice,
to Qollcy or other expectatlon, nd to the environment.
' Variances have been sorted betwéen good and bad, material
ox 1mmater1al - N ¢

In allocatlng Iris resources, the auditor has been-
guided by the mandate.to maxlmlze materlallty, that 1s, he -
wants to de?bﬁe “his resources in such a way ‘that his find- ,
ings, deal with tH& most s1gnf1c1ant risks to the act1v1ty

- ¢ Securlty has tradltlonally dealt with protecting
' mission resources, i.e., people, facilities and data, from
all natqral and' man-made hazards. Nore spec1f1caily, data.
processing security has been concerned with ‘protecting. all
) of the resources associated. with the DP mission, plus. all
: data within DP custody e

. e It should be clear: that since they are both concerned
¢ with protecting resources and asSets, security and.audit «
coiiplement each other. Where the DP resource is signifi-
cant to the organization or wherZ data in DP custody is
ssential to the effective cont 1 of other signficiant
% . resources, then it should ®1so ‘be clear that audit of DP
security will indeed be materlal\) . -

However, it follows that in order for the auditor to
fulfill his role, vis- a-v1s computer security, it is )
essential that he have a workaBle definition of security, .
an explicit statement of policy and adbepted standards of
good practice. As in other audits, hé must have:access te
*the function to be atdited and adequate resource. He must':
know what tests and examinations are approprlate for .the. )
assets to be protected and the hazards to which they are_
subject. Finally, he must.know how allocate his limited
- resource in such a way as to maximize “the usefulness of

his flndlngs, and he must know how to communlcate\those:
' flndlngs in such a way as S to maximize management under-
standlng ahd acceptance. It is the ‘experience, finding
and conclusion of the members of the work;n group that. the
* auditor is encountering some problems in eagh of these areas.

. . , 1 ‘ ~ 7
“a " e - ~ 10 ¢ T : L
- N ~ . ) °
R . . 7-4 . .
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- 3. ' PROBLEMS o T

It was the consensus of. the group that sufficient
problems éxist in the area of our charge to justify our
efforts, and that .in our report we can make ‘suggestions
and recommendations that will Cclearly contribute to their
solution. . . .o

, ° ‘. ' . ° -

It,was suggested by on® member of the group theat .in
audits of comput security ‘the ¢auditor suffers with a <.
-definition of security that ik binary and absolute. * Sich
a-definition may résult in the conclisdion that *the

" presence of a control is always good d its}absque is |,
. necessarily bad. It was the consensus}of- the group that,
more often than not, an erfganization 11 have no explicit
statement of its:security policy., .nor/Any explicit assign-. )
‘ment of security responsibility. While in this, instance. i
' the auditor may still audit to:skandards of good practicg, *©
he will likely consume more resosgxs and be -less effec- !
tive, since the set of godd practices is larger than-the B ‘
sé%tpf specific practices that may have been adopted byfgn i
organization. ) ' - :

- . Va . -

It is the experience of the group that in ‘reconciling
to standards of good practice, the auditor is dikely to/ )
encounter a variety of problems including: -7 <

* ~ 1. The documé%tétion of the.standards of good
*+ prigtice i's not adequate or useful for his,
pdfbose;;e.@., "Computer Control Guidelines"
[1l] documents general standards of good practice,
" . “’but cpntains very little detail in regq to '
security. On' the other hand, "PIPS 31" J2] is?
very- specific to security, but is intended for

managers, not auditors. ‘ ) te ,
“~ lﬁ ¥ . °
2. The auditor is likely to find a,wide@iiscreﬁancy .
" between actual practice and dood practice. When. _ o
+  conftonted with a variance/, the auditee will say, %
"Everyone does it that way,” and he is likelyyto - N

. be right.’ Standard practice in data- proc S=af .
sing is, more oft!.a reflection of the pra tices .

#,

. that ‘were appré te for early data processing B,
.\, systems tRan an ropriate adaptation éf , % '
) \\ ftrad;;ional standards of good Practice. Qfﬁéﬂhg ‘;-” DR
- “data procéssing management does not even acéqpﬁ C oy o
" that the same rigorous standards of good - - °*: .
' practice that are appropriate to the users "are, -
~also appropriate for them. » Phis variance between .
SR 'standard” and "good" practice is-particularky_ . 4

- - b4 4
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X ';:; remarkable in/the afea of system deveiopmeht.
) o - . Even though the variance is great and the °
. problem significant, the auditor is frequently .
o . coerced 1nto belleving that there«is no better .~
‘way. N . . \

) ¢

< G \

It was the consenSus of the groyp that the auditpr ., |

*  hassa difficult time achieving an effective, focus for his
" audits bf security procedures’ Th1 problem stems, 1n ‘part
from £he literature which suffers from a terminal qase of
"checklistitis".» Like the binary deflnltlon of seqprlty,
these pheckllsts suggest that the lpresence of alcont;ol ‘is
‘ always good and its absénce necessarlly bad. They fail
to give proper weight to the value of the resources gg be
protected, or the consequences of their 1oss, the haZards
to which those rescurces are exposed or their, expected .'
! rates of occurrence; the use to which ‘the system is put or
the appllcatlons ‘which reside uponzlt. ) \ .
$
Finally, the working group concluded that the auditors'
‘ repo¥t often fails to recelve the management acceptance
v/j‘ and weight that are approp iate to its- f1nd1ngs. In
\ ' addition to some of the itefas noted above, a number of . -
spec1f1c reasons for this were 1dent1£1ed 1nclud1ng.

- o
»

1) The reports do’ not discuss the Standards that were
‘applled The standards .for flnanplal audits are

‘ "generally accepted" and do not need to.be explic-

LA itly set forth However, in -audits of . security
"there are no "generally accepted” standards.
Therefore, the standards that -are applled and?®the
authority for them should be eXp11C1tly referenced.

" «
2) The reports fail to give prope€r welght and ‘-
" coverage to the level of compllance that Was

found. Audit reportéﬂoften discliss the level of

compliance found in a paragraph and then Spend -

pages on the variances.* ¢

- Thi/w6rking group articulated a er‘bfssuggestions
. which i¥ hopes that the auditor wj useful in
. improving his- efficiency and effective ess. - “

. . - . ; ) . ) . ’0‘ . ‘.' . . »
. _ 4. SUGGESTIONS'FOR THE AUDITOR-

» -
vl
— . . . !

g/ . . BN

In response o the probil ms noted, the gyroup made )
suggestions on audit focus and materiality, standar of

. practice and their dpcumentatiom, repQrting, and audbdt scope
and techniques. The first three areds are treated 'in this

3

~
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chapter., ‘Audit scope and techniques are covered-in = S
» chapters five through 10. ‘ o
- 3

»

4.1 Aud{f~i3cué and Materia ity ) - e to .;ﬁf
{ PR 1

In order to maximize his effectiveness, and recognis- s
ing that absolute security equals # productivity, the L
group recommended that 'the auditor use the concept of an i
"acceptable level of risk" in whatever definition of . | v
. ySecurity he elects. Within this cdncept it ‘is permissable
"*to choose among protective\measures rather than to employ
them all. Management need' not be faulted’for the absence
.. of a spe¢ific measure if its absence does not result in an
unacceptable level of risk. Loy :
It was the consensus of the working group that the
¥ single most important determinant‘ of the sensitivity of a
system. is the use.or &pplication to which it is being put:
For that reason we recommend that a helpful ‘perspective, -,
from which to view the security of a 'system is appLi&gtidh
by application. The most effective way in which to
maximize materiality is to.concentrate on the more sensi-
~ tive_applications. Figurevl lists some of these types.

* Develops or controlsg othér’appl@cations (e.g.,

. program development systems, security sub-systems)
N ’ .

4

*

*

Writes chgeks' (e.g., payroll, accounts payable,

dividends) .
. ' * Creates credits (e.g., accounts receivable)
4 N ~ i . " R '\
= * Controls convertible resource (e.g., inventory

- <

_control) ~

L
- v s

* Controls or contains personal, Proprietary or
otherwise sensitive data ‘

* Controls or contains datg ‘essential to rendering
- a service-or continu%ng operation

z

*° Other e ¢
~. ¢ s - . / .
Figuqe 1. Indicators of.application seqS{;ivity
y Ve
4'2‘ . - B . "
- ’ ;’«a '
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X

, [4], and Control Gbgectlves [51.

-

, In securlty audlts, as in f1nanc1al audits, the
"Sutton test" is also useful for identifying material - appli-

., cations.for audlt. When, asked why he robbed banks, Willie
Sutton réplied, "Because that's where the money is." ‘There- *

fore, the Sutton test suggests that security audmtors .
should concentrate on applications whose sgope includes L
very high valye data or are assoc1ated with high value }

resources.

13

.
- -
- . -

4.2 Standards ‘'of Practice and Their Documentation

Five publications were cited~by\memb§§s vf the group
as being of particular value to the security auditor. These
are: sComputer Control Guidelines {1}, Computer Audit
Guidelines [3], Guidelines for ADP Physical Security and
Risk Managememt [2], Data Security Controls and Procedures

.

f Comguter Céntrol Guldellnes and{ComEgter Audit Guide-
lines were considered to be the most’definitive and
amthoritative statement of thQ\standards of good practice _°
for data processing and the effective audit of same. They
are wr1§§en by auditors for auwditors. They are well—
structured and easy to use. While theidr scope is broader

“than security,. théy contain practices and tests which are

appropriate to security.
. Guidelines for Physical Security and Risk Management
in ADP was citéd as the best -source for standards of good
practice in physical security. It alse.-provides data on
the rates of eoccurrence of natural events that is yseful in

- . \.
. - °

determining, whether or not™a -particular measure is dndicated.

While complete and well-written, this manual is addressed’
to managers. A thorough study of this manual wlli be
regiired by audltors who wish to use it. b , )

. Data Securlty Controls and Procedures was recommended
as a good source for standards.of good practice for limit-
ing risk in data processing. It also treats CGntlngency
planning and systemsadesidn for security. Although it is
addressed to management, it ‘is readily useable by auditors.

rm—

Finally, Control Objectives sets forth standards of
good practice for data processing management. It specif-~'
ically treats the standards for physical security. It has
been found useful for audits of DP practice in general and
operaty ﬂ' management, including security, in particular.
This lication was prepared by EDP auditors for them-
selves, but the auditor who is auditing security specif-
ically may ‘have to do some excerpting. s

- . ’ ' -8
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4.3 -The Security Audit Report - , -
. & 1 f

. . RN . ’

"The working group concluded,that the style .of the .
report ‘'of araudit for‘computer security will have a
significant impact upon its effectig;ness. The- group
suggésted that the\fol%owing format might be useful.

4 ! NN . . w . P . ’ -t

Executive Summary . ) . “ o

" Purpose o . " ) ) AN
Scope : _ T .

Environment -~ . o= -t : '

Conclusions - T ' f

-~ Standards. applied . B .
Tests performed - =, . Y T
Compliance.level _ .

b Variances noted ‘

YT v ' Recommendations , .
e * Residual risk , . o ’ .
. Thé Executive Summary should be addressed to highers ~

management. In addition to describing the boundaries of,

% the audit, it should describe the key findings in such a © -
wady that the reader knows what action,?if any, is indicated.
In somé instances, a thoroughdreading of the entire report 2$Q
wtll be indicated along with wigorous ‘corrective action. )
In other cases, it may be adequate simply to pass the

report to the auditee for his réview and follow-up. The : ~
executive should not have to look beyond fthe summary in

order, to determine his action. C. T '
The balance of the report should be addressed to the.

. auditee and his management.:. Most of the corrective action -
that will be indicated. by the audit wild~be taken by the ¢
auditee himself. Theréfore, it is to him that the report
should be addressed. . Proper recognition of the fact that_

* the auditee is a l&gitimate, and perhaps primary, audience

' f%é the report should contribute to 3 style and content

= th&t is both helpful and acceptable to him. . '
Since there are no "generally accepted" standards of

good practice in EDP .security, the report should discuss

the standards that were applied and employed.- This action
+ . should reference .all organization policy, standards, and - -
. guidelines that were used as well as any external s ndards.
that were applied. External standards should be -docu~
mented or referenced. The authority for all external-+ s
standards should als® be noted. -

" In order to properly evaluate tHe audit findings, P
management must know something about. the time and effort . oy
’ < . . ) .
7—9",. . “',-' 2 '
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. mendatlons.

5.1 Introduction

audit abproaches for reviewing data 'prodessing security.
The five approdaches are not mutually,eﬁclu51ve However,
there are five, sepaﬁaﬁe identifiable modules, each-of
which' can be- %$ne as a separate audit ‘or combined, dependlng
on the envirohment to be audited. The five audit approaches

to be descrlbed ares v

. : . X ' ¢

-that was.applied to it. The report must describe the:
manner in whith the audit was conducted, the value of the
tests performed, and the resource gonsume An audit- that

involved four people. for four weegs deserves more credence

> €

-~ -4

The level and naturk of”’ compllanse found must be

described _in detai¥. This, is essential if managemernit

to be able to. properly evaluate the flndlngs and recom

the light of the general level of compliance fourd than

_when viewed alone. Fdilureso give due weight in the
report to compliance will not only detract from the

1ngegr1ty of the report, but runs the risk of detractlng
from its credibility and creatlng unnecessary. res;stance

.oﬁ the paﬁt of the audltee

If var1ances and recommendations are placed in the
context’of this, kind of report, the worklng group belietves
that ‘they wlll receive tHe best possible acceptance.

’ U -

However. the report should also 1nclude assessments
‘of the residual. r1sk both with and without the acceptance'

by nagemen of ‘the recommendatloqs If the auditor has

- difffculty in artitulating the residual risk, then 1t would |

be well to th1nk the recommendatlons through agajin. “. ")
% 4

5. TYPES OF AUDITS : S

-

<

Descrlbed in the following chapters are five dlfﬁerent

o

ﬁ{é'f , v - ’
System Development and Malntenance Pract1ces audit
Application Review

-

Variances are more meaningful when viewed in *

-

)

than one that took one (1) person one () week. It is ,not - -
adequate®in a‘security audit to use the™ -digclaimer ' such
tests as we felt: approprlate O < e o

e

Installation Security Review -

Security Functlon (Data Base/Communlcatlon EnV1ron—~
ment) Rgview ‘ . .o
CompromlsepAttemot . y ’ :

-

‘:' . & - 7“10
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Thesg audit approaches are not treated in pri&y
sequence,’ The relative importance of each audit module
will be determined by the DP envirdnment to be audited.

- Since most audit staffs are limited in"resources, “it is
important that adequate tﬁme{ig.gpgﬁt in the: pre-audit
phase profiling the DP 6£ganiZatibh\or‘installatipq‘to be
reviewed. Only Witgwg basic undefstanding.of the epviron- .
ment to be reviewed} ‘can’it be determined which’ modules
are” applicable, “what the-'scope of the audit should' be, and
where major emphasis shiould be placed. : :

The arfhs of audit:concern, the audit purpose, the
audit approac¢h (where applicable), and proposed scope with
recommended tests will be desctibed for each of the five
aforementioned audit approaches. ®

5.2 ChecklistsyReferemrces—

‘It-is not the ihtent of this paper to provide a check-
'list for éach of the subject audit approaches. It was ..
determined that there are numerous references available on
the various subject areas including checkligts. .It was’
the consensus- of our group, however, that- the best®single
reference is the Computer Control-Guidelines and the
Computer Audit Guidelines published by.the Canadian Insti- -
‘tute of Chart ccountants. C

It shéuld also be rédcognized that any deneralized
reference or checklist,on the subjéct matter. must b&
tailored to the environment under review. There i's no
global answer or guide common to everyone ahd equally
applicable. v ) S & !

The purpose of this'paper is to proéidevaﬁgnifgrm
approach that can be supplemented by checklists ‘and other

v

.referendes. N

g

. 5.3 Apprdach

"For all five of these security aud%ts'it is suggested
that.the approach be “the best, configuration of all tradi-

Py

» tional audit technigues to include emphasis on the follow-

# ing techniquess» &7 |

a PR by o .

EAN I .1 Selective Protection - identify the key effort

2’ resources @gndyconcentrhte the review efforts on how
those resources are protected. y . o

Test - wheérever possible verify procedures and «,’//At
‘disEqssioné through actual tests (e.g., control report
.reconcidiations). = . ‘ : :

oom 7-11 :
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*  Intérwview - _conduct interviews with all involved
employees and management in computer operations,
programmlng, users, security, legal, personnel etc.
This is an area.to be stressed; good interviewing
technlques supported by adequate follow-up t®sting
can greatly fac111tate the audit by producing more
findings in a“shorter period of time. * /

Technical Cooperatives (co-ops) - the use of team

members on these audits from other organizations or

locations, selected for their technical expertise, is

ay very effective and well-proven technique. One word

of caution: the, auditor should always -be in charge.
.. ~ . s ¢ . -

These are some of the approaches and techniques that
the group felt would be very effective in conducting audits
of DP security.

.

3

6. SYSTEMS DEVELOPMENTEND MAiNTENANCE_PRACTICES‘

6.1 Concern':

In the audit communﬂty today,- there is an ongoing
debate should the auditor be involved in Systefn Des1gn
and Debelopment. Both sides agree: 1) that there is a
valid concern_ from both a security and control viewpoint
that the proper development of new systems and applications,
is important, 2) that.post-implementation enhancements
are~difficult at best to install, and 3) that the auditor
cannot ignore his responsileity in this important area.

It 'is negessary in many 1nstances to build very
tight securlty routines into a system or application.
.Therefore, all aspects of DP security should be considered
during design If- proper security cannot be provided,
then it is concelvable a.project should be halted until
bettegttechnology or controls are avallable. This is an’
extremely 1mportant aud1t If securlty 1s not being
built in durlng deslgu, it will probably aTways be non-
" existent.’

This aud1t approach is presented as an alternatlve to
» the two -extremes of the "System Design, Debate" and as a
minimum level of. 1nvolvemen€ on _the part of internal
Auditors. It is an approach where the auditor can review
the system dgvelopment process. rather than " actlvely
Pparticipate in the content of system design. It is ~
". -~ particularly appllcable to those audit staffs that have
e1ther consc1ously dedided.not to become involved in the

* . a ) 712
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content of system design or because of resource constraints
cannot cover all new development projects (large organ- -,
. izations). ’ ] ‘. ’
reviewing the
n effective way to
on an ongoing -basis

. It was the consensus of our group th
, management process for system design is
ensure coptrolg are built ihto syste
and’ not ly when the auditor is i

- 6.2" Purpose - . .

. The pufpose of this audit is to determine if local
management ;E in compliance with established procedures or,
given the lack of defined procedures, if local management
has established and implemented adequate standards and
procedures to ensure that only secure systems and appli-
cations are-developed. The purpose of this review is to
‘determine that all aspects of security are discussed and
that controls are implemented where- nhecessary during the
development cycle. The auditor must determine that the
subject of security is actually an integral part of all °
decisions made during the development cycle. B

6.3 ‘Approdch

PP —~ ~

The audit approach will be to interview local
-personnel and management and to actually sample current
and recently completed development projects and associated
. documentation, to test compliance with procedures or, in
the absence of such procedures, to determine if ‘exposures
exist based on judgment and generally accepted business
practices for system design. ' ' ’

) B e * .

6.4 .Scope . . .

6.4.1° besign Standards : LN

"%

. . . >
The obvious place to start an audit of this nature
is by a review of corporate and divisidnal design standards
and a comparisen of the local organization's procedures to
established company standards. An important point to,
‘remember is-.that the auditor should recémmend improvements,
to company standards as well as local policy when defi- N
+ ciencies are noted. o ", - '

* hy During this phase of the audit,. the aqditor'will
familiarize -himself with the company pelicy and the

adequacy of the.local operating procedures. More often *

’ than not, a review of local opgfating procedures will be
reflective of the actual practices. If management has pot

-3 '
T - |
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taken the time to adequately deflne development procedures
and formally assign respons1b111ty for security controls,
it will be a rare exception to find a well controlled and
secure ‘environment or product :

2 i T

The, Design zﬁandards shouid d1scuss physical, adm1n-

a

istrative and techpical controls in all of the fallowing.
areas which will *be the subject matter of this audit: '

Organizational Controls—/// o : o
° Access Control i : : L
Phase Reviews L. S L.
" Testing/System- Assurance . - o ‘
Promotion Process_, . ) *
Documentation '
Auditdr/Independent Party Involvement
Configuration Management"
. Emergency Procedures j'i
The audﬂtor should determlne the adequacy of 'the
® procedures in all of the areas. The remaimnder, of the
audit will then be devoted to testlng compliance ‘to,
established or recommended procedures as they are 1mple—
mented in the development cycle.

~

6.4.2 Organization Control . % . o
The foundatlon of all. controls is the organlzatlon,

The aud1tor‘must evaluate the;organlzatlon to determine

if it is conducive to good security controls and develop-

ment- pract1ces. Hiring pract1ces, separation of duties,

manpower resources, skill mix and education, are all

'subjects that should be reviewed during this audit. 1In

this portion of the audit, the :auditor must determlne

that the responsibilities and duties.of the using- functldn,

programming and computer operations are cledrly defined

and separated; that manpower has been properly allocated’ .

to key control functions; that these functions have the v

required technical expertise; and, that -the employees are

being given adequate ongoing edncation. N

It is reasonable for, the auditor to ‘assess whether the.
subject of organlzatlon“contror is being adequately addres-
sed during the development cycle.

6.4.3 Access Control ° ‘ -\ . n o ,

-

- Ensuring that accéss to all propr1etary -DP--resources.
* is limited to only those employees with- an,absolute need
is key in this audit.-- & lack. of controls in this area -

v RN
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‘_must also determine if management has limited the

-
1]

will expose proprietary data to unauthorized access; g .,
gnable_computer frauds; possibly result in poor datai’ .’ ‘
integrity; and poor documentation. | s, . v

- o ~

.

o Administ;ative,and physical controls to limit acceéér
to . the following DP resources should be reviewed: | B

Facility . .ot
Computer installafﬁen_- .
. Hardware & o, . -
> Programs ' >
JCL - .
Data ‘ ) ' . C
Output reports . . '
All DP media : ° -
The duditor should ensure that actess-control ‘is
being considered during system design so that additional
access or other controls can be implemented during develop-
ment if necéssary. . : ) '

¥
-

s ng auditor must/égEt access control’prdcedures by ]
reconciling actual employee ,accesses to.DP resources to L
management's list ‘of authorized personnel. The auditor - ~

apthorized list to only, those with an absolute need.. ‘ .
'6.4.4 Phase Review/Project Control 4
‘ . .

A formal, detailed, and documented phase-review ]
procedure is necessary if management is ta exergfse ~ ‘
effective control, over system design. The .phase review is* ..
a tool tb provide executive management with information
about status of projects. Through the phase review .cycle,.
meaningful checkpoints are established, whereby critical
issues relating to development are addressed. . .

" Security control is'one of these critical issues
which is often overlooked during the phase review for a

variety of reasons. . , N ) AN
G N - .

From a security viewpoint, the auditor -must review
the ' phase. review process and determine if security is .
considered as an integral part of all development projects. ,
There’ are many questions that need: to be answered. For
example, is the security department involved?"Is-the DP
Ssecurity coordinator.involved&? 'Is the user involved with' -

~ gecurity? 1Is the security system tested, etci? =

The main point that the auditor must address is that "
: : : L ) )
o . . , . N

» ‘ e a ..,Z-:]fzw i ‘ R ) | ﬁ'




in the early stages of all development cycles a security
philosophy and documented plan is developed, agreed to,

and performance to the plan is monitored thyoughout the

development cycle. Thexy
to substantiate that sed
Management involvemerriSe#
writing. , AN\ »;

ity was not treated lightly. .

A\l

. 6.4.5 Testing/System Assurance
, Z;// - The auditor misf ensure that all security controls
designed into the system are extensively tested. A

 comprehensive test plan and documented results should be
available for .review. Security should be an identifiable
category in the test plan. ' -

Also, during the test cycle, security exposures may
be created if proper administrative and physical controls
are not put in place to control access to live data. The

< auditor must ensure-that live data is not "used except
w under the most ‘extreme circumstances, and that if it.is
. .used,” controls_to prevent ,misuse are in place. :
s .
"6.4.6 Promotion' Process’
T e . - \ °o .
The promofion process is the process of transferring
a program from a test status’'to a production status. 'In
+a well controlled environment, computer opérations will
. w . |\ R E . -
raintaln ownership of all prodyction programs, JCL and
associated documentatign, and the programming function
will maintain control of the programs while they are in
a ‘test status. "Promoting a program, therefore, generally
means transférringfﬁggtrol from the programming function
to the opérationg function. - -

During this process, many effective administrative
and procedural controls can be implemented to ensure
security of, the programs themselves, and that security is

" - Ruilt into the programs. The following represents a
partial lisF of controls the auditor should lobk for:

' ¢ . F- using function request/written authorization

' —- Programming management approval/authorization and
delegation to programmer B o :

- Operations release of programs and documentatiop

- based on authority - o - . )

~ Independent party review of code to6 detect errors
and deter programmer fraud , : .

.~. Separation of test and development work from
production , ) - <

> ) s
' s P Tohe

.
. v
.

¢ e . .

should be adequate documentation

R@pproach should be evidenéed in

"
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- After promotion, document%;ion, programs, JCL,
data, etc., controlled byl 'operations e ¥
. The promotion proéess is an~important part of the
maintenance and development cyclé. Procedures and controls
during- this process must be reviewed. . .

: \ . .
6.4.7\ Documentation

Auditors frequently encounter poor documentdtidd
and are advised that documentation is written for pro-
grammers and not auditors. Poor documentation results
in applications and systems that are not functional, )
effective, or secure, and coincidentally, "are not easily -
enhanced, are not understood and are not auditable.

‘ While it is recognized that poor documentation is
a universal problem, the auditor should not ignbore it. °
The product of any system or application development .
effért must. be an adequately, documented. solution to a
problem or need. The pxrogram or code itself is ,only
‘one part Of the solution, but is often given the most
attention because its intended audience, the machine,
is the most unadaptable and unforgiving. The intended
audience for the documented solution to a problem includes
management, users, operations maintainers, the machine
- and auditors. e - .

Auditors are an appropriate'audiegce by definition.
Therefore, auditors®should be able to understand the doc~
umentation and should critique it if Yy are not able
tq understand it. - The auditor should ‘ensure documentation
standards are adequate and are being adhered to and should .
‘no longer. accept the traditional excuses.

) / . R

The auditor. must continually review and criticize the

e,
I

lack of adequaggydocﬁmentationu

.

6.4.8 . Auditor/Independerit Parfy Involvement
R NIV ) :

© Sensitivé programs/systéms should be subject td an
independent review and verification. If the auditor does
not directly participate in system design, it is .impor-
tant -that someg function be designated as the independent
party. The auditor must review the adequacy of independent
party involvement during system design. N

6.4.9 Configufation Management

. .
The auditor should expect to, find a management system
or mechagiﬁﬁ for controlling which versions of e€ach .
“7-17 .
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7.1 Concern

=

*
@

compgnent are included in any -speciXic integration or, .

C product system. This mana ment-system should {
an audit trail that is adequa to determine for

n integration or copy, which version of a .
compgnent was included. Tests should be ‘made [for. the

ﬁe of the system, its adequacy for the applicatioen,

it is being used as intended, and that the audit coo
is present and adequate.. ‘Where indicated, the «

of the audit trail should be reconciled to the

conte
~content of an integration of a product system. .

L
[

6.4.10 Emergency Pro¢edures - -
\Management must have the flexibility to-”substitute
emergency procedures for normal procedures when required
to respond to unu§ﬁ§l situations. Emergency procedure
will compensate for the risk associgsed with extra flexi-
bility by involving additional man?gzient.fﬁgeviewing the .
procedures and actual practices infthe evéntqof an emer®
gency program fix, ‘to prevent the bypassing o¥ established
controls, is an important pa of the Systém Development -
Audit. ' . ) ) N
! . . ’ :
The auditor should_expect  to £ind procedures that
ensure that all emergency fixes are subjected to the

* same controls after, that the normal updates are subjected
‘ 4

to prior.

‘ -

- 7., APPLICATION REVIEW

s -

v .
. -

i v R, . .
There' fre important administrdtive, procedural .and
system controls that should be in place to provide for
rcontinuoug security in all applications that have been
implemented. Either the aBsence of or deficiencies in the
administration of these controls may lead to exposures. :

1

7.2 Purpose « - o v

An application review is a post-installation analysis
of the data processing security caontrols qﬁd procedungs
that are unique to a specific applicati¢gn. This is i
contrast to other data processing secur:ty controls and

procedures that are common across all plications in a
4+ ’ .
comther environment. U . . '

The purpase of this review is’to ensure that the appli-
cation was designed with adequate internal security controls

and that thése controls are being administered in a consig- -~

tent manner. ° S -
o . i \ : ) ’ . .
! 57_18"1% c ’ e
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73 ?pp;oach“. . .
- Application reviews should be conducted by Anternal ‘

-+ '+ auditors as an integral part of all’’functional audits of

. financial ard operational areas. If a functional .area
depends on data processing, an’ audit of that funcfion must
« include a review of the data processing related controls.’

An'audit,ofnthe functional zrea is not complete with- . .

'out a review of the DP application. Both parts of the -

-

Loverall audit should be done simulta?eously: P ) \

7.4 Scope o L et

~ b
¢ Y

[

' .. 7 The scope” of an application review will include
the. following-'eight areas as they relate to a speciﬁicv
application. : .o

Input/output controls - - .
System internal control effectiveness °*
- Separation of.duties
- Sensitive program identification 5 .
. User satisfaction/\nvolvement '
. "Report utilization _ . ..
System documentat;o : .

-

Vital recordsg : ) : T

%

Not all of Ehese areas are épplicéble tp every appli-
cation. Each area is described briefly on the following
pages.. )

-

7.4.1 Input/Output Controls

‘}J‘ The system or aﬁpiicatioﬂ should provide adequate '
controls to ensure that only what’was authorized wag pro- g
cessed and in its entirety; nothing more and nothin fes$?;

The auditor must assess the adequacy of the control, tech¥
niques and determine that they are being used as appropri-

o

ate. A

a

- Y

+'7.4.2_ System Internal Control Effectiveness

' The auditor musqreﬁgzzate and test the adequacy of
internal edit and audit routines to ensure the detection,
or prevention of q9estigpable or'invalid - situations. -

) -'Ihe auditor must aetermine if adequate °internal . -

controls exist.by reviewing system documentation, inputting
* test transactions,-questioning usérs and reviewing '
exceﬁtion,and,control reports. The key here is’ . to test
'whenever pPogsible. R . -

. Y

. - \J 3 ¢ kY
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7.4.3 Separation of Duties )

" It is clear that the security of any appllcathn 1s
dependent on the Jproper separation of those duties normally.
performed by the user, programming and operations functions.
For example, in an accounts payable application, the user
should ‘not program or be able to execute- the application.
The prbgrammer should not be allowed to input’ live data
or access master files, The opergtor should not reconcile .
control totals. Refer to section - 8.4.2.2 for. a further
dlscu551on on separation of dutles.

d 'y -

7\4 4 Sensitiwe Prograerontrols
There may be a need for addltlonal controls for

programs where there is$ an exposure taq unauthquzed \

manipulation of prodgram code for the purpose of mis- e

appropriating company assets An example of an addltlonal_
control would be an 1ndependent review of eveky changed
line of codlng made to the accourks payable checkwriter
program. Such‘a review would -nét be necessary for other
programs even within the accounts payable appllcatlon

The auditok should determine the "sensitive programs" ‘o

‘1n an application and:ensure they are provlded ‘with ¢

"selective protectlon"
»

7.4.5 User Satisfaction/Involvement'

The users should questioned+during this audit ¢
to‘determine if they ar&\aware of known security deficien-
cies that have not been adejuately resolved. ‘The auditor
must determine if the user derstarnds the system and is
truly involved in changes to it. ,

7.4.6 Report Utilizatid
N «»..
The auditor shoul determlne, 1ndependently from ™
programtming documentatl n, the control reports., avallable
from the system and determine if they are used. -

%&i‘*_ .
7.4.7 System Documentatd.on » °

A

The auditor m&kt rlview the adequacyeof ddcumenta-
ti%n/and make constructive and reallst;c suggestlons
Without adequate documentation’, .a system is difficult
to- enhance, understand, and, audlt ‘It is impprtant that
the avditors insist upon compllance to documentation
standards. Refer to section 6.4.7 for a more &omplete

- »

dlscu551on of documentatlon . -

7-20
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7.4.8 vVital Records .
'During this part of’ the audit it shouid~pe determined

that the files, programs, %lank forms, etc., specific -

to this application have been incorporaﬁgd iggthé instal-

-lation's contingency plans. . PR X

S
- 8., INSTALLATION SECURITY i -

- - -

8.1 Concern .
L8 - S
t . - s . :g
f] There are 'various fbvels_o:,rings (see figure 2) o
security that provide a good security posture in a DP
environment. A weak control in any of these areas may
l&ad security exposures. The specific concerns
in this audit are: 1) unauthorized access or modification
of data, 2) unauthorized use of data™processing resources, .
-3) misuse of authorized°resQ§rces.
L
+ 8.2 Purpose . ‘ : . T e

3

The purpose of this audit is to evaluate the admin-
istrative, system and physical .controls in all of these
, areas to provide management with an assessment of the
security posture of the installation or organizatioh under
review, //j? .
A . ‘ F

8.3 Approéch- ) ‘ . -

-

’ -~

In a multi~site organization, the auditor should first
selet the jnstallation or organization with the greatest
exposure. uring the pre-planning stage of the audit,
the auditor must carefully describe the installation under
review ‘to ensure that the audit.scope does. not omit any
sTgnificant areas and that the audit team is selected and
Prepared#for .the unique technical aspects ‘of the instal--,
lation. Whenever possible, team members possessing
required DP expertise should be selected. 'This not only s
facilitates the audit, but provides a valugble training
ground for DP $rofessionals.” Thé audit approach will be
a combination of employee and management interviewsk
documentation reviews, and detail testing ‘to support eor
disprove interview results. Interviews alone arg not

sufficient without substantive testing.’ ~

v A \
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8.4 scope . - t ) - w

The ségpe of a DP installation Security review in a
large installation may Took’'very complegX, but it can Pe
divided into four functional audit techniques: '

3

) Procedure review” ‘l ‘

) Organizational control geview ' ’ .
) Access control review & .

) . Contingency plan review. !

d ~ A

It will be the intent of this sub-chapter to identify \\\
all auditable areas ahd expand on only those that are not )
well defined in the literature. 'Y

The scope of this audit may be further broken down
as follows: v

. . .. N

Proceduré Review - ) . - R 2
. . - , ‘-“‘?u
V4 R ¢
Standard Operating—Procedures - .
* Self-evaluations (performance and resu{gs)

- , Y
y \ . ) - L .4
» Organizational Control, I_ :
\o -

L

Responsibilitiks \ . .
Separation.of Duties .
Termination' Practices '~ ~ ’ .
Job Rotation ) ‘
Vacation Sthedules .

'Access Control ' .

1

DP Resources . °

: Space

. Media
BEquipment
Programs » .
Documentation . .
Procedures ‘ . ’ -
¥ o . /

[ - ~

Protection Techniques .. <

Physical Security, site, facility, 7
DP installation T
‘ Classifiecation System o
Media-Control .
. PN DP Operations ..

L]




D.s 2 ‘Encryption

'

7> . ¢ Remote Computing-
- ' BulkcData Pransmission

Program Controls-

'Contingency'Plan

/) ’ ’ Emérgengy‘Plaﬁ '
Backup Plan’ :
. Recovery Plan T )
Y - Vital Records Plan '

~

8.4.1 Procedure Review

' An installation- security review should begin with a
recdhciliation of -local-procedures ‘with standards and

uidelines. 'If local procedures agree with standards and

-guidelines, this mdy be taken as evidence that the opera-'
tion is consistent with accepted practice. However, the
auditor must still réconcile actual practice to accepted.
If local procedures do-'not agree“with standards and-guide-
lines, this may be an indication that local management is
not devoting adeqdate attention to DP security.

.The auditor should review @he local operating .
procedures to determine that they are adequate and that’
they explicitly define respdnsibility.- In addition, the
auditor should request any management self-assessments on
the subject of DP security. “Concerned management may .
have' initiated a self-review or peer.review program: it

N

»

. ' ,
8.4.2 Organization Cgntrol

£
3

8.4.2.1° Security sgbility'ﬁssignment‘ ,
~ e . . )
»Early in the reyiéw, the auditor must make 'a deter-

minatien that-responsibility for the prqtection of all
resources Has been explicitly assigned. Tn addition, é&ach
employee should have been assigned responsibility for
protecting resources withinfhis ownership or custody, for °
noting vari&nces and fo taking appropriate and timely
corrective action. "Wher indicated: by: the ®xtent or '
sensitivity of resources or operations, staff responsibil—'

A

ity for security should have been assigned.

i Pt +>® '{;7

8.442.2 Separation of Duties - '/// .
2 - ’-\ T 2 .
) Separation of duties must exist between DP and its
users, and within DP and its users. This separation .
should be such that: * 1) go individual has access'to ay ° -
» . . 4] * . .
. - 7-24 & 5 .
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- .
sensitive combination of resources, 2) no individual is
in a- position to fail and conceal, 3} each individual's

- key agtions are c¢hecked upon By another individual who
is only doing his assigned. job and 4) each individual
can be held accountable for his actions. B '

Thé auditor should examine organization charts,” pér-
formance plans and such other evidence of assignment and
duties _as are used to determine that proper separation
has been provided for. He should examine audit trails to

© insure that it is consistently‘paintained. )

. 8.4.2.3 Hiring Practices, Job Rotation, Vacation thedulgé
“ -~ N T .

"> Other organization controls such as these must also

be reviewed! They are second' nature to the auditor and

warrant no\further discussion, except to say that they are

.equally impSrtant in the DP environment.

. "
4 -
.

.8.4.3 . Access Control' ™~ = . ¥
0 AL SRR
8.4.3.1 DP Resources. ;""" -
AN =S, . ‘
.. Access contrdl to. the site or.facility, the DP “
installation, and”all DP resou;ges must be reviewed. This
A includes%space, media, equipment, documentation procedures,

- and programs. Techniques for access control to some -
of these resources will be discugsed separately. Where
dppropriate, the addi:tor must determine, from the DP ‘
installation profile, what DP resources are critical and
concentrate the review efforts there. Logs or journals
of access should be in place as required to fix accofnt-
ability. Tests should be made to determine that such
logs or journals a¥e routinely ,reconciled to expectation
on a timely basis. -, - - ~ 2 )

*

T

8.4.3.2 Protection Techniqgties
8.4.3.2.1 PHysica Sqﬁufity, Site, Facility DP Instal- .
latio y : :

1)

-~

Facility,aﬁd installation access control are the
first two levels of protection. Only personnel whdse

--jobs are within the facility or installation should be
~permitted normal access. All others should be admitted
only under additional rules. ' The auditor must test actual

access to the authorized list. \ —
8.4.3.2.2 Classification System = o a
‘ - ‘!‘.‘fx'ﬁ: N - ,/

One important requirément for maintaining access
) | -~ . j_é’i - )
) . « ‘.3 .
v ) - ) . l r 4
ic -
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"buted to only the authorized recipients. There are . 4

" adequacy and reconciliation of these controls is an 1nte-

c

<.
. .
contret and other DP security controls is the adequacy of

the system for identifying sénsitive resources. Wlthout a

) . . -

.classification system for identifying the relative

importance of the resources to be protected, a DP securlty
program will not be .cost effective. The auditor must test
the classification system to determine that it is under--
stood and working, that resources are being classified
correctly, and that where applicable, classification ‘
terminatiqn dates ‘are being assigned and observed. ,

s

8.4.3.3.3 Media Control
. - -
In order to properly safeguard media (tapes, disks,
etc.), should be labeled with its classification and .
each cla551f1catlon should have a minimum level of re-
quired controls. gi example,media labeled "secret"
may be inventoried semi-annually while "top secret" N
media may be inventoried weekly. A separate access with-
in the DP installation should be available for storing
media.- An authorized access list should be available
and an audit of access to media should be available.
The auditor may wish to reconcile the\audlt trail of
accesses to ‘the authorized access llSt . \

.

8.4.3.3.4 >DP Operatlons - Input/Output Controls

>

There must be ade&ﬁate cantrols to insure: ' -
1) accountablllty, 2)‘ lat oﬁ%%’authorlzed DP jobs are
processed and, 3) that“the resultant output is distri-

numerous ways acceptable for providing these controls.
Reviewing the DP operations function for the presence,

gral part of this audlt. : : N

8.413"3.5 Remote Comput;hg~ ’ ’ .

.. Security controls in a remote computing or inter-
active environment are important because physical locks )
and keys alone may not provide for adequate accountability
or deter unauthorized access. The minimum controls to be
reviewed in a DP installation audit include the following:

B Wser Identification o

aH Data-Access Controls . -. - . . \\\\

' Terminal Identification .
System Security AdminlstratloMgéj

~¥

Audit Trails -
Terminal Security .,
~..Pr1V1leged Sign-On Codes
. Dutput Controls % .
. . [
. 7—26 1dd -
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B
(see Security Function Review, chdpﬁé&v9).

8.4.3.3.6 Bulk Data Transmission ,
> ) . ._—/

Data is often transmitted in bulk by mail or
electronically. Depending on the data sensitiwvity and/or
classification, certain controls may be indicated. .For
example, ,"secret data" to be forwarded by U. S. Mail may
require double enveloping to conceal internal classif-
ication identification and registration with return receipt
>  requested. : ‘

All bulk data transmission of ‘classified data should
be approved in writing-and an audit trail -maintained
indicating date,. time, sender, approver, recipient and
acknowledgment as appropriate. BT

¢ - @

¢

8.4.3.3.7 Encryption ‘

Enciphering may be indicated for very sensitive da;a
that must be’ passed outside the control.of its owner. .
Only algorithms with known properties such-as. the Data
Encryption Standard algorifhm should be employed. The
" implementation of the algorithm shoudd be .appropriate to
the application. 1In reviewing the use of encryption, the
auditor should remember that there are costs in terms of
.system performance that must be considered. :

. - The auditor must tesﬁ to ensure data is encrypted
where necessary and ‘that good encryption procedures in-
cluding key handling have been implemented. /c\ s

'8,4.3.3.8 Program Controls.

Access bonﬁrols must also-be in place to protect
programs, JCL and related documentation' from unauthorized
access. A program may be proprietary for its intrinsjic

‘- value or it may be "sensitive" from the standpoint that
unauthorized changes could facilifate or conczgl‘mi%ap-
propriation of company resources. In either cdse, .it is
important that programs and related JCL and documentation
be protected from unauthorized access. Controls should
be adequate for the integrity of the change history.~

- T

Y

8.4.4 Contingency Plan

.. Durming this review the auditor must determine that
the installation is prepared in the event of any natural
or man-made disaster or.any other happening that would

. severely.interrupt normal business operations. The
auditor should expectpte- find plans for detecting and

‘ o 7-27
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limiting .emergency events such as fires or intrusions
(emergency plan).; accomplishing cr1t1cal jabs on a timely .
basis ackup plan); recovering mission capability T
(recovery plan); and a plan for identifying andﬁggé%ecting
data-vital to customer, employee, or stockholder: ities,’
data related to national interest (vital records plan)

The key to successful cont1ngency plann1ng is periodic
testing. It can reasonably‘be assumed that a contingency
plan will not be efféctive, if; it is not tested and up-
dated annually. The aréa ‘of contingen¢ies should not be
left to chance. The auditor should look for evidence that
the plan has been both tested and updated.

.- SECURITY FUNCTION REVIEW

¢

-

9.1 Concern - ss

- The security department or function provides for the
articulation of security policy, the allocation of securi-
"ty resource, the definition, communi¢ation, and adminis-
tration of security rules, -the, tinely- recognition of
var1ances, and the recommendation of corrective action.

It is a’staff function serving all levels and functions

of management. Depending on the nature and scope of the
system it supports, this functjion may be responsible for
extensive computerized data and progedures for carrying
out. its responsibilities: Its data may include state-
ments of authorization, system.or application actess
-rules, and notices of varianceg. Its procedures may
include programs for apply1ng or maintaining access pules,
or. for communlcatlng or analyzing present rules or n
notices of® variances from them; - .

. This staff is respons1ble “for the 1mplementatlon and
operation of all security controls that are geherallzed «
across applications and operations. It may be viewed as
a vendor of access control, monitoring and adv1sory
service to applications,.and as a vendbr to, and customer
_of, operations. . ) et
. ' f proper functlonlng of “this department or, staff,
and thel inte r1ty of its data and programs, may be vital
to the unlform, timely and con51stent appllcatlon of all
security controls and procedures.

*

©.9,2 Purpose‘

»

A l, ~ ' ) 3 2 . . | ...'ﬁ "
The purpoge?of thé security functidn review is, to -

- =28 140
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insurer that: its facilities and organization are cdnsis-
tent with gdod practice and the needs of th& installation
and applications; its resources are consumed as manage-
+» ment intends and that using departments are receiving
satisfactory service;-that its actions are consistent with_
:  management ‘and using department authorization; that its
audit trail is adequate to demonstrate authorization, eyt
accquntability,'accuracy and completeness; .and that vari- !.
ances are dealt with on a timely basSis. o

This review is indicated whenever significant security
functions or services are generalized across g depart-
ments or applications such as in time-sharing, ta-base,

"or interactive environments. ) v

t

9.3 Approach - .' ' ' .

Depending on the size of the installation or system
to be auditéd, a review of the,security function may be \>
a module of another audit (e.g., a DR installation audit)
or it may be done as a stand-alonesfaudit. Security‘may be
viewed as an application and audited accordingly ,(see
Application Review, chapter 7). The same audit apprp;ches

and techniques should be used in this audit as- discussed

in the prior avdits. .- - ) P

. "

o sl T

. ~ . Lot
EE' An outline of the scope of thi% audit''is as follows:

AGEneral
.. Responsibility Pefinition . . .
o Standard Operating Procedures/Users Manuals ,

Self-Reviews of DP Secyrity : N
" Education _ ‘. ] ’ . Twe
. . " Employee Awareness S - -
T . : ) o &
Security Administration (Interactdive) -

Administering Securjty Codes
Monitoring " - ) .
“ Reporting ' ’ Co o
" +Violation S N
Critical Transaction Usage
Terminal Authorization s T ota
User Authorization L.

User Termination -

%

& & T v 4

’

. . - : ,‘%f;
", ’-_\ ) 7“1941 . ’ ‘. ‘ %
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D ')
€ 4 !
- . . - K .
- . . . d -«
- - R .
c s . . - '\%
. , N . o,

Access ‘Control

DP Resources

B ¢ Space . . SR ,

. , M Media ' X o :

& . Equipment : ' LT
B Documentation ‘
<Y  Communications, '

NIRRT )
Contingency Plans . - N
. ’ R . -

Emergency Plan

9.5 General . ' e - -

s

9.5.1 Responsibility,

The security function.is generally a 'staff function
responsible for overseeing and monitoring DP security.
The auditor must ensure that this function has been
clearly defined. . . : . '
.The security function serves usér management by
administering access rules within. the system. The auditor
should look for adeqdate audit tools to emsure all admin-'
\istrative activity is as apthorized.

9.5.2 Stéanrd‘Opqrating‘?rocedureé/Users Manuals

It is the ;esponsibilityiof the security functioh to

ensure local security guidelines, operating procedures-*
and users manuals are written and properly maintained. ' The .

auditdr shéuld review these documents,'as indicated, and
, test foF ciirrency. ' !

-
Y

9.5.3 SelfﬁReaieys or Peer Reviews
. ’ w5 Y , D
- The auditor should request thé“;esults of any self-
‘ ‘reviews or peer reviéws qn thé subject of DP security
andlthe corresponding action plans and progress to date.
‘An analysis of.’self-review information will give the ..
auditor a gootl insight into the organization and problems
identified, but does'not’ relieve him of the responsibility’
‘to complete the audit. The auditor may, and shotld ,suge
the results of the self-reviews. where applicable in his
final 'report as long as the source of. the informafion is
acknowledged and the resulting comments are put "in proper
perspective. . ; .

joyw - b
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!
9.5.4 Eduéation

. ‘4 N
It may be the responsibility of the security
function to both conduct tatrlor-made education courses
for the,Iine functions|and to ensure that these func-
tions take full advantage of all applicable security
ourses on DP security., Evidence of the performance
af .such responsibility, including class-schedules,
yllabus, and rosters should be reviewed.
9.5.5 Employee Awarenkss - .
. ' X ’ ) (TN
This is perhapsjthe most important agpect of the
- security functioh's job. Because the subject of DP
security may be viewed as negative, ‘the auditor must
determine what the sécuriﬁy function is doing to make it
positive and to! maintain employee awarehess and concern.
The possibilities in/ this' area are limitléss. Posters,
suggestion programs, informal awards, breakfasts, lunch- M
eons, 'guest speakerJ and executive management speeches.are '
‘only a few of the ﬁdssible idéas. Instead” of guards only
-noting violatiqns, they coyld leave a_ thank you note for
securing proprfetary data. The éqnteht of the awareness:
progFgm might bointnout the value of assets and the
importance of the employees' role in protecting them.
P * o ~. o
In any '‘event, this is an
DP /security program is not possible without™ the concern .

-commitment of. the employees. *, ‘ X "

k4

L

important area. An effective

< - -

9.6 Security Administration (Interactive Environment)

Generally,',in any interactive system someone, or a -
/group, in -a staff ‘capacity has been designated the’security
administrator. 'The proper rperformance of the associated
responsibilities is important to maintaining effective .
system security. The responsibilities of a security

- administration may include: - .. '

' . < ‘ . s
‘e~ Authorizing use of system resource§§ \ g‘ ,
+= " Admindisteriny security codes , -

- Monitoring user activity - e

s - Violations or variances

Y

a

¢

= Critical transaction usage
Terminal authorization
* User authorization
Data access control . .
User- security education '
Contingency.plans
Y,

ST 143
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The auditor must test the ‘security administrator's
performance in all of these areas. The auditor should
“expect to find written evidence to support. the proper

.

execution of these tasks.'

Anarda of the secur}ty administrator's fesponsibjility

-that is often overlookedl is user involvement. [rhe security
* administrator should iva user iﬁ%olqemedt, under- -
standing, and perhaps most ymportant, feedback. The
security administrator should\cohtinually review user
Security practicés. - con o

9.7 Access Control

In this audit the.security administrator's role in

access control or the monitoring of access control must be
evaluated. Refer to section 6.4.3 for more detail. . The
security adminigtrator is generally responsible- for
advising management of any control deficiency.

9.8 Contingency Plafl - ‘

-

The se¢urity administrator's role in creating, imple-

menting, and evaluating contingency plans should be. *
reviewed. Refer to chapter §.4.4.° The auditor should

" insure that proper treatment of the security(fypdﬁiﬁn is

included in all eontingency plans.: . -

9.9 Summary . . . X

‘ N 4 ) , ) ' -

The .security administrator's job may be viewed ‘as
writfng security procedures, implementing them and then
reviewing compliance.. Any control deficiehcies noted '
during a security audit are a direct reflection on the
security administrator's jab pagformance., unréss'they had
been previously noted-.and esca?‘%ed to the right levgl of
management for resolution. . ' i ‘.

- / -
—_— R e
10. ,CONTROLLED' TESTS/PENETRATION STUDY -

10.1 Concern ; . ¢ o, =

The purpose of this audit is to resQlve fundamental
and returring problems and exposures that auditors have
continually pointed out to management that have not been
resolved. Because bf the types of problems noted in
chapter 3, it often happens that management does not pay
attention to the auditor's concern. Management -may Hhave
an attitude such as, "it can't happen to me".

~ J=32
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lQ{? Purpose\

9 i. . m . - '- '
The purpose of this test is to dramatize to the .

.executiye management the need for DP security by per-
petrating an unaut{orized act. ‘ : o

10.3 Approach o . -
, . . . * .

, ' The auditor may, use his knowledge of DP control
eéxposure, but should not use audit™Tprivilege. At the
successful completion of the test, the auditor must be
able to demonstrate beyond the shadow of a doubt Epat the
compromise could have been perpetrated by another o
employee or an outsider. - The auditor must be able to
prove audit privilege was not a factor.

‘X‘A

°

The chdnce of success for an undetected compromise
should be better than 90%, since if the attempted )
compromife is discoyered, the opposite effect of what
was intended will be .accomplished, not to mention embar-
rassment to the auditor. - .

Such a compromise plan should be enacted only with
the concurrence of audit and executive site management.
- The test %5t be controlled to prevent the auditor fro
Jbging”pgt;in a situation where.he could perpetrate“a-- {.
S real fraud without detection. : :
owt s ¥ oty R - ) N .
: f@H€f§¢ghp concluded that this is an effective, But,
dapg€f3ﬁ§fapproach that should be well controlled and ,
.caregglly planned as a last resort. -

j‘_‘!( . ) ' —. . ot

AR £~ 1s, however, a highly effective gechnigue, when
done in a truly professional manner.
' 10.4 Sscope .
" . The scope in this situation i's limited only by the
.individyal's imagination: The following. areas represent
tbjlities for a penetration study. Each of these ‘
- potential areas will be discussed briefly on the foliowing.

pagés. Any penetration .study is unique™to the environ-

& .
1

ment -and must be assessed on.its own merits:'

~y

" 1) Applic#ition programming e
.~ 2) DB/D ystems- i "
* # 3) Information security .
‘ W’ - * e “ "
10.4.1 Application Programming g «

Assign an EDP duditor to application programmindg with
. AR T Rl .
7-331 5
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for . ' ¢

» the instructions to attempt to perpetrate a fraud without

detection by mapipulating program code. The application

to be selected should present a hrgh probablllty of ‘
"'success (e.g., payroll). This approach is equally appll-

cable to a batch or an interactive enV1ronmenq .

»

' N
1g.4 21 Data Base/Data Communlcatlon Envirénment K

_Either +by posing as a user,or actually working in a
sensitive user area, the audifo% should attempt to bypass

. system and admlnlstratlve controls’ in an undetected .
manner ‘te mlsapproprlate company assets. This approach
generally requires expendlng enough tfie to thoroughly
understand the appllcatlon and surroundlng controls.,'

N s

-

‘ 10.4.3 Information Security ‘ . ;e

-~ - -
This approach is applicable where the information..,

itself-'is highly proprietary (e. g., research and develog -

ment enV1ronment) The purpose 1s to bypass controls
and obtalg hlghly proprletary company data in.an undetec-
ted manne The same approach ¢an be used tg prove the
vulnerabi v, 0f thlsgéata to unauthorized médification
or destri %gg A simple’ and effectlve application of |
this approa might include an audit )r making-after ¢
“hours toQrs in terminal rooms looki gy for a password
and/dr a user's anual carelessly 1 ft behind. Subse-
quent accéss at pts from a remote Yminal us1ng the -
user 's manual, and s1gn—on password.y w1ll,mqre than -
1kely yield 1nterest1ng ‘results and proVe the need for,

access to mpﬁrtant ‘informati whlle eing unauthorlzed;
and by not “us ng audit pr1?11eqe."Be1ng able to demon-_
strate that &nyone (employeewor cleﬁner)&,who has access
to the building, “could have;obtaln&d,&nauﬁborlzed access
to the informgtion 1s key. h oo ] - -
, Pl T
10.4.4 Summary , b o .. -,
B a q‘."ty.( . -
Unauthorlzed penetrathps, whllecunqrthodox, are -,
, valuabie ways to demonstrate the\suditor's.concerns to

greatey%ﬁ%qﬁ;&ﬁy L@ . . . ) .

T ' fThe ¥ y ‘to thiéﬁapproachgﬁ @6 og%aithndetected E
n

management, when those concernsfare fundamental recurrlng,

and are not gettlng management actfon.. HoWever, they re-
_Quire extensive planning, and sometlmes, feiatlvely .
ex{ensive devotLon of resources w no guaranteed pay- .~
back. Penetration’ attempts are alsoxrlsky ahd,"prove the
'audltee s rather than the auditor's case, § £ unsuccessful.

This is not to mentlon the,poss1b thy of Loss of credlt- .

'ablllty. o

&f
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11. 1ISSUES FOR THE COMMUNITY

: ] oo - .
The working group concluded that there are at least

of .

three issues to which the data processing community must

‘address itself in the coming years. . These issues can be
- expected, to have a significant, if uncertain effe¢t, on

the security and auditability of systems. They%re' thé
implications of technology advances, adequacy of ‘the
,literature,, and the state-of-the-practice of data
processing. o . N
11.1 Implications of Future Technology -
There,are several gifections that are evident. in the
technology that can be expected to dffect the security
and auditability of data processing in the future. These
include the dincreasing density and portability BFf media,
’massdstorage, and distributed systems. . .

As the density with‘which we can record information®
on media increases, the portability of the data goes up. -~
This means that the exposuré of the'data to ‘theft or
conversion will also increase. At the™Same time, smaller
volumes ‘(e.g., cartridges for the, IBM Mass Storagé System)*
are being introduced. Large quantities of data can be
recorded on volumes small enough to be ‘easily secreted

~

.on a pérson. . |

R . o - e
"This tendency is offset in part by the introduction
of mass storage systems wh'ich enable us to move even -
larger quantjities Of -data inside the control domain of
the hardware. The effects'of.thRis will include a .reduc-
tion in mahual intervention with the concgmitant
opportunity for error, and an increase in -the' uniformity,
consistency, and ‘timeliness of contfd1. However, since®

‘more and more data will be subject to a single event,

data-base back-up procddures will become incréa§in y-

important. . .
~ )

~ s ] < ‘ // \ ) ’

*Editor's yoté: Other small volume stSrage devifes exist
in the marketplace. The identification of this particular
one does not imply,rfcommendation or endorsement .by the
National Bureau ofi §tandards.

. Uo‘; }
3
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. .different for each source, Reference is seldom made to

¥

R

Distribution of systems over geography will reduce
the -amount ‘of resource subject to a single event. Tt
can be expected to reduce communication cost and 1mprove >4
response time. On the other hand, 1t§pannot be expected
that management control will be as uniform or as effective
. over a alstrlbuted system. '

i

Obviously, some'of.these technical directions are *
inherently pos1t1ve A1l can be dealt w1th given proper
attention. It was the sentlment of the worklng group -
that. management needs to be alerted to the implications
and poss1b111t1es of these technology advances. o

ll 2(JAdequacy of the Literature

It was the consensus of the group that the liter-—
ature for audltlng data pr0cess1ng .security is adequate.
in the sense that everythlng is written down somewhere. R
As might be expected in a. new discipline, the- literature>
suffers from style and orlentatlon, lack of audience
sens1t1V1ty, volume, and absence of: authorlty

The style and orientation of the literature often
obscures its tontent. " Ordanization and structure is
- models or _structures used in other sources. Not only does
this make it difficult to relate material from separate ,
sourcés, but it makes it almost 1mposs1ble to“-test any
sourCe.ifr completenessy - . R ‘

Emphasis is often placed upoh examples, implemen- -
tations and proc¢edures, rather than on objectives), -
prlnc}ples and guidelines. This-places the responsibiiity -
for identifying and articulating objectives and principles »
on the reader. . It dates the material and obscures 1ts '
appllcablllty to new.med1a~or technology. L SR

Most of.*the mé r}al in this area is written for \\”
managers rathey than auditors. Often this makes the . N N
- material less useful thé-auditor. Sole material is .
deslgned to attract the .largest possible audlence It .can .

ardly be expected to segve apyone well. * Even that . .
material which is des1gned1spec1f1cally for auditors = .
may not say so, so-that eyeh the material which is useful
and appropriate, may be d: flcult to flnd

. There is'a plebhora og data be1n§=publlshed While . *
" this'may not appear-at first glance to be a problem, .

it pldces upon the reader:a fequirément to sort the ‘// .
readable, useful and appllcable from the other ninety

pérCent Thxs process is qomplicated by. the fact that the™
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credentials, experience and ,claims to authority of the
author are frequently inadequate’ or unknown. )

The working group felt that~there is a need for a
single éompendiUm produced by a reputablé and authori-
tatiVe institution. This reference should be developed
with auditor involvement. 1t should, stress.objectives
and alternative solutions. Theegroup. also saw a need *for
the same material to be ocovered several times, or at least
cross-referenced, once for each of the involved audiences.

oo :

11.3 State-of-the-Practice - .-

-
)

‘/// The working %roup~wa% extremely critical ofwzheastate—
of-the-practice in data processing. Much of what appears
to be audit or Security problems in data précessing is
in reality the institutionalization of .bad practice.

While this bad practice may not be serious or risky in
operations’ it is exEremely serious 4n systems develop-
ment,. . :

Q

This problem was seén by, tHe‘group as a managem&nt
.failure rather. than a Managers are
" seen as controlling
" product and quality.

‘Today!s in&iequate practice is seen as resulting from

" ‘tradition and inertia, from the effect of the tools, and
from a perception on the part of managers that programmers
are resistant to chang%.J(Today's pPractice is the result
of the brief; history of programming. °‘Half of that ]
history wggzépent in relatively slow aﬂd éXpensive machines
that worked on one jgp at/a time. The practice that was. |
appropriaFe' Chines is inadequate for today's
resources ’

8,

Managers appear to be regluctant to introduce new
control because they ‘fear that programmers-will regist .
any chang O the way they'do their jobs. It is-ironic
tHat a te:;ﬁééogy whose success depended upon its ability
to get its users to accept change, is now threatened by
the reluctance of its practitioners to ‘accept change. °

Thé working gfoup was unahimpus in its conclusion
that data processing management must move with all '
deliberate has -1mprove the state-of-the-practice in
Programming application deveIopment and. system develop-

" ment. They must implement all of the so-called "improved
. Programming technologies", They are reminded that these
techniques are in realitf management tools and nod_~

%

& -
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. programming tools.. As such, they must be implemented
! by managers and not programmers. -

.. The use of the, new management technlques will reguire}

«— _ and will be facilitated by the developfient, of néw too .
’ to support programmers. These new editors, compllers, and
Jibrary managers must support the role of managerg.in
authorizing, naming, reviewing and reconcmllng programs.
They must be xestrictive®and controllable as opposed to
permissive and flexible.

A3

+

It was suggested that programmers are not as resis- /‘\

. tant to change as their management perceives them. They .
are at least as flexible as their users. Like their users,, _. -
they will respond and adapt to new management expeutations
and improved tools. .

. . ‘\j
The most urgent item on the agénda of the data proces—
.sing community is to learn to build auditable-* systems in

an audltable way. ‘ 2 .

. .- - i : . A
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,/,,&

Chairperson: Clark Weissman ~

- " System Development Corporation
! -

Participants:’ e
Richard Canning ' 5 Carl B. Spencér .
Canning Publicatjons - QE& : Glendale Federal Savings

.Theodore A. Linden, Recorder and Loan Association
National Bureau of Standards Douglas Webb )
+ Don C. Lundberg L EDP AUDIT Controls
IBM: Corporation . Edmund L. Burke
Harold J. Podell . : " The Mitre Corporation
++ .U. S. General Accounting Office )

C . -J\.'

T

\

- .From'left to right: Harold J. Podel],'Carl B. Spencer, Richard .
Canpingy Clark Weissmag, Edmund L. Burke, Don C.- Lundberg, Douglas Webb,
Theodore A. LinQen , ’ .

3 - / : . ) ’ . : \“

i ; ﬁ - ’ S

"" Note Titles and address of attendees can be found in Appendix A.
oL /’ 5 .

o
~

s .
152

LS

-




e

T EDITORS' NOTE - :

A br1ef b1ography of the Sess1o Cha1rperson follows:

Clark We1ssman is Deputy Manager, “Research and Development D1v151on,,

and Chief Technologist with sttem Development Corporation. He is
responsible for the corporat1on s Independent Research and Development
(IR&D) program. During his téenty years with SDC he has “led.:the- ~COrpo-

ration into a number of advanced technology areas, 1nc4ud1ng programming-

language technology, operating-system design, time-sharing, and computer
system security. His paper, "Security Control in the ADEPT-50
Time-Sharing System," which was named the outstanding paper at the 1969
AFIPS Fall Joint Computer Conference, 'is one of the original early
contributions to the theory and methodo1ogy of computer system security.
For three years he managed SDC's*Systems Security Department. He
directed a large number of security-penetration analyses for nearly-all
commercial computer systems and a study for the National Bureau of \
Standards on applications of the NBS, data- encrypt1on standard. Ear11er,
he directed the corporation's ARPA- sponsored research and development
activities, which included several studies relating to the design and .

‘ app11cat1ons of computer networks. He holds a degree in aeronautical :

engineering (Massachusetts Institute of Technology, S.B.). He s the
author of the 1967 LISP 1.5 Primer, also published in a Japanese ed1t1on

-'in 1970. He is listed in Who's Who in the West, and has been active in

the,ACM, being a past Editor of the 0S Department of ACM.

o, R,

-The charge g1ven to this session was:

PROGRAM INTEGRITY: What are the aud1tfmpproaches and techniques
for evaluation of program integrity in an-ADP envirenment? In-
clude consideration of operating systems, data base management .
systems, and application programs. fp

- Program 1ntegr1ty has. been’ def1ned as that state in which the &
software is Yogically complete, and correctly and conS1stent1y performs
the task for which 7t was designed and no more. It is within this. |
context that this sess1on should consider the prob1ems associated with
eva1uat1on of program 1ntegr1ty ‘ !,

Th1s seSs1en 1s .to identify the audit approaches and techn1ques

" current1y ava1TaBWe or needed .that wou1d prodqce an effective eva1uation .

f (1) the control® éxercised by management to ensure program integrity

-dur;ng software development, and (2) the operat1ona1 reliability and

: performance assurance of software des1gn and 1mp1ementatlon

*'The consensus -report that follows was deve1oped and reV1ewed by
the ent1re membership of this session.

iy, % -
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Program Integrity Assessment
A Concensus Report,

. ' \

Yy o,
Clark Weissman
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1. WHAT IS. PROGRAM INTEGRITY?

- -

¢ -

Ganing to grips with program integrity requires definition and
assessment of both terms--prdgram and irftegrity. . In "the broadest
’ sense, a program is synonymous with a system of programgs ang inc ludes
control software, operating systems, data base managem systems, or
applications programs. Furthermore, programs are "organ1c" in that’
they exist in different forms throughout their 1life cycle, from'
requ1rements2 spec1f1cat1ons and design, to source and object code.

N -

Integrity concerns, foremost, (1) tﬁe correctness w1th wh1ch the
program satisfies 1ts requirements, implements its spec1f1cat1ons and
does nothing else. "But integrity concerns more than correctness. 71t
also relateg. to. (2) satisfying a trained user's expectaf1ons of
program behav1or and to (3) being useful 1n -fulfilling an intended
mission. ' Furthermore, integrity requ1res that (4) the program can be
evaluated to establish a level of trust in.it. All four aspects of
1nt(gr1ty must ho]d over the full life cycle of thé ogrgm.

. o
System 1ntegr1ty is a function® of the integrity-of the program parts
Usually system integrity is lower than the integrity of - its component
programs; however, if redundant independent modules are  employed “to.
check one angther's computation, system 1ntegr1ty can Be somewhat
h1gher than the 1ntegr1ty of the component probrams ‘ ¢

T

In sumnary, program 1ntegr1ty w111 require ﬁanagem%nt "t judge the
risks of ad”%pt1ng 3, level of integrity for the -given- threat
environment. These factors in assessing program _integrity in the.
context of risk are expanded in the ba]ance of this section. The
: 1ssues presented form a consensus of tHe session part1c1pants

]

e

154




LI ~»

2. A CONTEXT, FOR PROGRAM INTEGRITY . s

? Securityhgg a computer System increased with a reduction ~ in (1)

« system £laws, (2)Jexposure of system assets, and®(3) exploifers. At

protection strategies pursue these goals. Program integrity addresses
only the first goal--flaw reduction. * o . - \

\-

However, management can make choices in its protection strategy ~to
trade reductions in “integrgty for improvement in the other -godls "to
reach a balance for a gi¥en threat or budget 1level. The issues
associated with inFegrity are discussed below. S

N 0

2

2.1 Programs Ch%nge With Time (Life Cycle) 0 . ) . ;
a4 . ;\f o \ .
. ‘ J{i X L .; ."' * o i .
We. normally think~of programs.‘in their final code op operations
stage. Program intedrity, however, must be built into programs from
the beginning of their development. E?ogﬁams move through six stages.

l.‘ Organization Mission: The .purpose o?\\ge system is defined,
and responsibilities are divided = “among the component
- . . organizations. ) .

. " . )
- L. r P _
' 2. 'Requirements: Mission responsibilities -are  translated into
Pusliagr-8 abeniaden il . . . fl .
. specific system requirements;, i.e., what is to be done
Functions, performance, cost, and other Timits are defined. /}x
X ) © ";l \

' 3. Specifications: ReqUihements‘raré translatéd into - system
‘specifications for each s stem element--hardwdre, software,
comunications, people, flacilities. Specifications defife in
§ detail how requirements wWill be met. Specifications exist at
i : ' the functiopal level and at the component 1level. For the
’ ) " software component, they are called ‘"coding “specs." Various
. sciemes exist for documenting“_coding specs, includingy flow
diagrams, decision tables, ~table and memory layouts,
mathematical algorithms, Parnas-1ike . modules, d most
recently, formal iPecifig@tToh languages . ’ aﬂl oo

j ’ L
' o . !
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) Q. Code: Specifications, are translated into source codg in some
popular programming language,. e.g., . PASCAL,. PL/1, " FORTRAN,

. COBOL, or machine assembly language, -and further translated -

into run-time object code or micro-code by language compiler
or assembly tools. - B § ‘

. I . N
| N " ’
| . '

. & 0 B .
~—~' 5. Test ‘and Integration: Before programs are placed
production they are tested inﬂ?}idually and as part of [the
total integrated system. This step is performed in “addition
to the normal ."unit" testing and , 'debugging"
" programmer of the original codé.

Y

PO

6. Operations and Maintenance (O&M): Librarie§ of soupce and. y -
.object code programs are stored for yse in the computer
.- facility. From time to time, minor changes are made to these
) ,oPrograms.-by the O08&M staff to cohrect errors, improve.
performance, expand fdnctions and capabilities, or adapt to
new equipment. Control of ~these changes 1is part sof Q&M
«ConfigurationManagement. 08 ctan_ get out of hand, and
program integrity can suffer, if major .program redesign or
modification 4s attempted at this stage. Major ‘program . ... .
thanges must be viewed as new software that will replace..
. existing modules, and these new’modules $hould be contracted
for as were the original,programs, -beginning at ,the -mission

-
.

and requirements life-cycle stages.

Z
&
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2.2 Visiblity of Relationships Is Lost Bétween'Stéges' N
-~ s

One of the more significants program integrity problems that .
results from this staging of . software production is \the loss, :as
complexity and detail increase, of .vidible links betwe the - *stages.

For example, seldom is it possible to directly relate 4 module of code
) back to .the mission goal, or system requirement, or even the )
) functional specification. Somehoy, the connection gets lost as |
. functions are distributed, 1level notations are translated to
lower-level Tlanguages, and programs are ‘made to serve multiple
requiremerts. R : - . L e

-
LR
v ‘ .

o . ' ¥ <.
This loss of. the _thread between .the initial requirement and the
resulting code becomes serious when code must be changed for any-

%
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purpose. The more significant, the modification, the greater is ‘the
need for comprehending: the interrelations of the parts toward
satisfying the mission requirements. .Lode patching is a major cause
of integrity loss, for the "tactical" fix often undermines an. unseen

. "'strategic" mission design, leading-to even larger problems.

- 5 ) . 4
2.3~ Program Integrity Assessment is Multi-dimensional Problem

Determining when to audit and evaluate in the life-cyc]é
metamorphosis of a program 1is, but one dimension of the integrity’
assessment problem. Other dimensions include the relevance  and -

severity of the security threat and the methods employed during

development to achieve integrity. These.dimensions are treated more .
fully in the following sections.. , , .
3. RELEVANT THREATS AND IHEiR.SEVERITY ' .

s . BN
FyS . L N .

Threats result from nature and from man. ,The effects of natural --
disasters, physical.breakdown and human error (by builder or user)
can be predicted in Service Tinterruption or , accidental information
disclosufe. More insidious, are, the threats from ~motivated human"
interlopers. We further divide the .human threat into casual and
deliberate attacks. The former' group deals with indMviduals who -
stumble on a flaw or actively browse and seek flaws they can exploit.

The latter group is.more sophisticated Tn reSources, -planring, and
methods of attack. These defiberate attack threats are ccarefully
planned by a conspiracy team that creates flaws by modifying running

code or planting: subversive "trapdoor" functions in the system, -. *°
application, or’ Jibrary programs. ‘Posgiblys the worst deliberate w ot
threat is from an irrational attack by a disgruntled employee. Since '
the normal behaviory constraints on the attacker -- exposure and
capture or expectation of gain -- are .4bsent or distortedy the
irrational attack cannot bethwdrted by most countermeasures. ;

?-

-t

4

!

.

. S N . \ o
" Ranking these threats by the severity of the attack and sophisticatién. ..

?f the needed countermeasures , (high-to-low), produce the fo]]owiﬁg}‘
'i“St.“ rd ' N t .
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1. TRRATIONAL ATTACK - - : :

" 2. CONSPIRACY TEAM 5,
3. BROWSER . . ’
4. -STUMBLER ' -7 . . ‘
5.~ HUMAN ERROR .

6. NATURAL FAILURE® v ‘

P

4. METHODS FOR ACHIEVING PROGRAM INTEGRITY
. . ' ~

4 / . . '
It was established by, ‘consensus of the session that program
integrity, requires the . program to be- correct, rébust, and

~

trustworthy. A correct program provides. evidence “that . TE Satisfies”

Tts missipn, requirements, and specifications. By analogy to _the
auditing of a corporation, the audit of a program's .correctness
requires  evidence equivalent to the -corporation's *financial
statement.® : : \ : T -

~A robu§t”program includes mechanismé-to  maintain adequate levels of
performan;e <in the face of unexpected behavior in the environment, as
will occur from user keystroke or prdocedyral program flaws, operator
goofs, etc., The corporate audit analog for these robust meghanisms is
‘the "intefna] financiatl controT sgstem." . "
- o ‘ N . o

- N

A trustwopthy program is one that is well documented, functionally. not
’complex,_'modu]ar, ‘relatively shorg - in_lengih, integrated into a
rigorouslyy structural architecture, and pg d as the result of good
programnﬁng practices and sensjible-Standakds/ The *trustwobthiness of
programs is the corporate analog of Hhaving "generally  accepted
accounti@g principles.” ° ) . '

< ° _‘1

- ) % ‘ ) . ¢

4.1 Evidénce of Correctness - °
) - KN N
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Program validation and” verification (V&V) can be either static
(done on -the source code) or dynamic (done” on the running object
gode): .

H
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4.1.1 Static Evaluation
. s .

I
4 &

o ) . ‘ .
Combinations of the following source code examination approaches

are currently being used by industry or R&D labdratories:

b
N

1. Design_Review: -This method “entails a formal meeting  of .

.

designers  with reviewers (not  associated with, the .

deliverable) to scrutinjze the product design against mission’ _

and requirements. The  product design “should include

narrative  documents, 1logic diagrams, and functional °and

coding specifications. It may include sourte code - for

critical, components. “Pesign reviews showld be scheduled

milestones for each subsystem- and major * component. Results
'must be documented and communica}eg torall participants.

. . . 7

© < 2. Peer Review: The classical sc%ehtifig method i to invite

I

‘Iinterested professional peer review and comment on" the
product at-variods stages of ,program 1£fe, cycle: Design

review is one important instance of -peer réview.
. ' “

L)
»

3. »%ua]ity Control (QG): A third party :(neither customer- nor
eveloper) is” comnmitted to check “the ~,quality of ‘-all
deliverables during product: life cycle. This-. technique
combines, 1 and 2 above 'in a formal, ,often “contractual
manner. THe QC contractor i%. selected because of its
experjence, tools, personnet, and .skill in such work.

r

o y e SN -

4. Compjler Checking: Source-code-to-pbject-code “tPanslators
(1.e., compilers) have .always been wused to detect program
error§~qs a"QC tool. R&D has s@gges;ep new emphasis ‘on " this
technique as a mechanism ,fon enforcing ‘good - programming
practice.  .New languages demand.: explicit, detailed
declarations of a’ programher Y5~ .intent withw strong data

~

-

typing, : restricted program scopes, - rigid module ~calling - -
sequences, etc., that force ’‘structured programming. Thgf/ .

compiler's for" these. language§ do extensive and -complet
checking to enforce the. language syntdx and semantics, and in
Some cases generate code for -ruf-time .enforcement of? program
assertions. » T :

2 ; L
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5. Automated Analyzers: A number of soutce-code tools . are
] availabTe that perform some of the syntax. and’, semantic

analysis of a compiler,. but "do not generate object _code. ..
. Such tools are used to produce flow diagrams, reformat cbde
* " -to aid documentation; produce’ cross-reference listings and
. indices” for improved library control and tse,.and to produce
. .- % test cases for dynamic evaluation. Newer' uses’ are to
automatically generate”truth assertions about’the. program to
assist in the formal proof of correctness. T :

[ . . - . R
6. FormaT-Praof: - Forinal proof of program carrectness: is the
Téading eddge of the state-of-thé-art. Basically, the method
accepts "correctness criteria" and the "program" as input, and.

produces as output a formal proof'sfor counter example) that

. Xhe pyogram satisfies the correctness criteria. In practice,

the technique is iterative at, each life-cycle stage. Ats the

.. top level, the correctne$s criteria are a set of truth -
assertions and mathematical models of ‘pﬁogram requirements,
o -and  the program is a mathematical ° specification, . bogh

expressed * in .a "specification language." .'At the Towest
level,' the correctness. critertia are the prjor *level's output
specifications, and the program is the Higher .Order Language
(HOL) source code. At each level, these inputs--criteria, and’,
program--are -processed through a "Verification Condition,
Generator.," which produces a set- of conditions to be .
verified. 'The "verification conditions," e.g., " seurce - -
program and truth assertions, are processed by a "Theorem
. Prover". producing a formal mathematical proof * of
correctness-- i.e,3 a proof that the source program satisfies .
7. ; . the fruth assertions. . The process cai ~be manual or
automated. #A- pumber of quite restricted "programs" have , been. -
v ) prove@ both manually and with auto&atedi aidsy, leading to
" éncauraging optimism.. However, the probléms are great. and
not fully understood, the progress controversial ‘and slow,

r v and the tools limited and not commerciallyigvailable. ' .
. * ? . jq

3 _3
“ ® s
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. 4.1.2 Dynamic;Evaluation ? » ! .
> ' i ‘P .
' ) T .

1 . -

’ . ’ ! \ A A P
Essentially, this approach “runs the program and ‘sees if  it’
@ works." - Unlike static evaiuation,,dynamic}eva]uatign" also  tests, for
©  €rrors introduced by the compiler, 1oad§r, operating system™ libraries

s
!
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.and support packages, physical procedures, communication elements, and
CPU -hardware. Static evaluation tries to exhaust. all program
‘ . conditions; dynamic execution involves real time and is practical only"
"o . = for selected test cases. Therein lies the basis “art" of testing,
‘that is, choosing the best test cases. Many “schemes exist. The

Department of Defense (DOD) testing requires three stages: (1) unit-
testing of discrete modules; (2) subsystem testing of ‘the integrated

. collection of mddules; and (3) system testing of the .integrated
collection of subsystems, actual hardware, and real .data. This is. a,

- reasonable paradigm for other approaches )

- - he

+

4.2 Evidence of Rdbustne§s_~

-
A

¢ YA .

Unlike correctness, little formal theofy exists  .regarding -

robustndss mechanisms. The best that can be achieved today is to [ist

thbss;Tfifiji\that have proved effective in existing systems.

4.2.1 On-Going- Testing

o
P

® P - ' . )
Testing shou1g not end after'system delivery and 0&M commences.
A number ‘of . schemes have been suctessful. T \
. LT ) .
- - ]

%,

. Y ¥ : » !

1, ‘Exercising: The system 1is tested by running siqulated
operations with known responses that are compared against
test Fesujts. This is a well known approach in testing “D0D
systems in the field. A. modified version, has seen recent

“application in the commercial sector, where a simulated ;
"minicompany 1is established in a corporation's,  financial

- § ccontrol system so ‘that the auditor can easil¥ -observe the,

jsystem'séyesponse'to test input to the minicompany. The.

“minjcompany approach i$ also known as the Integrated Tes ..

,:Faci]ity:(ITF)iméﬁhod.‘.3 L

3 ” a1 . *
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, : ©* 2. Elaw Hypothesis Method: “In this approach, system flaws are = -

’ . hypothesized baseéd on analogous,flaws found in-other systems,

L © ° and are tested for existence on the object_§ystem. It 1s a |

L cost-effective approach to test case selection. :

. % | i . . i ‘i
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3. Surprise Test: Baded on the mi1itary<£izzpector- General:

" scheme, the test team arrives unannounced\apnd runs tests on
the live system. Such schemes exercise e current Jlive
system and ungover possible unauthorized versions or mod1f1ed a
operat1ng procedures.

B . y

“4. Reasonab]eness Checks The system is-tested ‘Bh its ability

< ‘to detect and recover from typlca] human errors .such, “as.

typograph1ca1 errors, , out-of-context .actions, nonsense
commands (e.g., rewind cérd reader), etc. ~

¢

detect RE and  recover .ifrom a varlety of - hardware,
commun1cat1ons, power 1nterrupt1ons and surges, and program
errors. Of particular 1nterest is restart check point,: and
. roll- back options. . v\, - .

4.2.2 On-Line Monitorﬁng and Contro]

One class of;SEFV1ce found usefu] in DOD, applications involves
on- line contro] by a. System Security 0ff1cer (SS0). The SSO~ is
concerned ‘'with misuse or subversion of the system:— To assist in the’
detect1on of thesé and other breaches of system integrity, the SSO,:has
control of bu11t in  surveillance, mon1tor1ng, subverter, and,
jourmaling software. ~ These programs permit the SS0 to test the

~environment of the system to e€nsure. proper working order; to , log
current activity, and to investigate 1nd1v1dua1 exception cases. The
concepts apply te systems integrity in general beyond the DOD
national security concern. Of particular concern’ is the managemenb of
the &system secur1ty data 'base . -of subject . ¢learances, obJect
‘classifications,: encryption keys, wuser identifiers (IDS), }and
passwords. © = ! & ¥ oo ,

e ‘ ’ A 5, e IR
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4.2,3 - Redundancy, , : .
- , 4} . \ }

-

. - % N

A popu]ar hardware approach to integrity has now found limited

app11cat1on in software. If-multiple different alygorithis exist, for-
computing a result, these can be computeq redundantly by d1fferent,

.~ f H ~

5. Error Recovery: The .sydtem ‘s tested . its. ability, to

-

e
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independent modules, as pant of ﬁhe. operational software, .and the
results can be compared and-.exceptions reported (possibly to, the SSO). .

] .
. - ’ *
4.2.4 Supporz\Cbntrol ; : : -
o A ' , . ‘

> Coﬁ?idenég‘?é'the‘System's robust behavior can be attributed to
. . the facility management and 0&M procedures. .These fall into three

— ——-areas: . . . R o
1. Code Control: Good program 11b9afie§.are-requ%Yed to permit
oo selective access to system and user code, and  to permit
-, rational change procedures for error correction and software

‘ upgrades. . ’ T . _ : ‘ . .

‘.
>
.
- 5 . e . 4 -,
. v

, 2. Error Control: ‘érrors' Q%]l. occur - aﬁa will need to be
' reported, and approprjate actions will need to be taken.

- . - ¢
‘. 7

. 3. . Documentation Control: Source pregram libraries are one~” form’

. of documents. ~User and system manuals, -and ‘other forms of

. English documentation’ must-be kept current to the:. level 7gf

’ the software in use if errors are hot to be’ introduced by
dated descriptions and procedures. I :

=S ’ [

\

. ‘ )
s ro L
N 4.3 Eviéencg of Jrustworthiness ' - i iy ™~
‘ , . . r's ’ -~ < . N vl !' y:\;%;‘:‘
, ' ;;zsted software is obtained from a successful blend of factors:
- (1) eXperienced personnel;y (2) organized software 'development, and (3)

. } gbod tools. Each of these factors may be developed in a “variety of

ways. Ce - / o !
. °a(y 3 . . ) * a\" ° < 5

k i | v ’ . 3 -
o 7 - ’ - ¥ P »
: 4.3.1 People; T C e v ©
= — . SR i
3 roo

. A . ' N ,Qggg
Skilled people can be as much as. twenty times more effective &hanﬁ;
less sKilled people in  the quality . of code . they  produce. -
. Trustworthiness of code is improved by demonstrating good personnel
i s N . . ., ?.A v e 3 D B . :
] . * »
& o by

o
¥ . . s ¢
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. selection and training practices, and by personnel, experience. " The
00D employs a system of background inveStigétionS to screen personnel
- ffaf suitability to various levels of job senm§itivity.. N "

. >
. - - - T - A

© 4.3.2 Software Development , . .. . .
- » % " | - . ° ) .
.One  tPusts better-made programs. . Since a software _product

mirrors <its production management, better- production methods yiel
better products. This suggests a &rustworthiness eva]dation@ method,
i.e., scrutiny of development practices yields” insight into product
Jrustworthiness. Jhe following, .steps can be taken to perform ad

‘compriehensive review of the progrqmming-practices employed: a %
.c" . Ny . . ) f‘k . .
1. Assess the standards, quality control methods, and -management-

v ' controls employed. Are-they well documented, read, and used?

2. Explore methods used to make production status visible to

. management. Are the data meaningful?
., SR o " .
e : 33' Determine the degree, of autdhation employed to enforpé“-stated'
' management and programming practices. ’ ,
. N ¢ .

- - - - - B -
¢ . ! . : e . . 1y s
i

. 4. Use an audit’ team "to examine the 'program§ in  depth for
Vo , compliance with stated management and programming prdctices.
.o, Are they well decimented? : : , "

) 5} Examine’ procedures’ and history of corrective action to

problems detected.in prior audits,‘reviews, .and tests. . Was

S meaningful actidon taken to rectify problems , and  did
© 7 production improve?:. ﬁ e !

o b » [y

_ , o : s , LT ’
. ,\,%3,353&015 . ’ : ' T e ~\

Good tools amplify skills and can aid all aspects of trust

evaluation, by gjving confidefice in the quality, timeliness, and

~

™~ - cohtroll ofhpfogram development. Among the tools of significance, are:

» b ’ ‘ L
. %, . » ‘. : ’ .
- . o ‘ 164. :
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- ' s M
. : ] 3

i

1. Production Tools: Language preprocessors and compilers, test

" .case generators, program production Tibraries, proofs.

verifiers, theorem provers, assertion genérators.

= “

. .8 ' " ,
2. Management Tools: Configuration "controls, status monitors,
~standards, qJ‘T1ty control procedures, error and ° change

controls, cost controls mpdule-to-mission Tinkage threads.
xt"a“n‘t

[ L . : ,
3. Documentation _Tools: Flow charters, word processors,
- document T15rar1es,\and change controls.

e ®

'

Y

p -

4. Audit Tools:" Flaw 1ists,'penetratiqns analyses, test cases,

FTow charters, and redundant but independent produ¢tion tools

. e to test repeatability (e.g., “compile a randomly selected

‘ Lo module with the audit comp11er and test the object . code
produced by substituting it in ‘the system) .

~ ' N

5.0 PROGRAM INTEGRITY IMPACTS OTHER SESSIONS

i - ——

-

Our  broad 1nterpretat1on of  program integrity %: a
multi-dimensional problem im gcts the discussions of other workshop
sessions. we _summarize thes constderat1ons for each’ sess1on below.-

-

Mg .
L | ¥ -
5.1 Internal Audit Standardsgss.. - -

It is uimperative that intgmal audit stah&ards reflect - the
guidance preSented in this sess1o§fp Of particular concern is our
recommendation for agenc1 s -to perfonn self assessment (cf. 6.3
& » Recommendations). 2, . ’ . .

. : S o
Qualifications and Training . ' .
N ' -
S¢nc§férogram 1ntegr1ty is a comp]ex technical subject,n'audito;s

need to dvfaw upon 1ndependent, . experienced, competent, professiongl,
and technical cmnputer science talent. .

-3
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microcode. -

. 5.5 Administrative and Physical Céﬁ%rols

.

fe
’

7

! e

‘

5.3 Securiyy Administration

\ \‘11%: N ) ‘ \

* -~

One area often overlooked is the management of system control
data, upon which program integrity is dependent. This *must fall to
security administration, possibly in the form of a. System Security
Officer, (SSO). Data- included in thi$ s described in paragraph
422.%, On-Line Monitoring and Control. Furthermore, much of our
discussion in Section 4.2, Evidence of Robustness, is pertinent to
security administration.

‘

-

'3

5.4 Audit Considerations In Various~§}s§gm Environments

A

N

We feel.that program integrity comments _herein apply to all
software, regardless of application, including distributed systems,
communications processors and smart terminals;" controllers, and-
‘a

.
B

- - ¢

Thewwhole facility management mechanism for controlling access
and changes .to software stored off-line.is a cornerstone of trusted
software. Furthermore, the dssues of the on-line System Security
)fficer and remedial actions for backup and recovery impact physical
;%ontro]s. We also point out that system integrity can often be
maintained at an ‘aCceptable risk level even with flawed programs, by
increasing'  physical access controls -td reduce the exploiter
population. This does not'preclude natural failure.and human error.

«*‘,
v

.6 Program Integrity’

4

MNot applicablé.
5.7 Dafa, Integrity

- @ ‘

-

By definition, data integrity does not impact program integrity

. :since system control data is tonsideredapgrt of program integrity. On

. 168
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-

the other hand, data integrity ‘cannot exist  without program
integrity. Where existing software .of dubiqus integrity is employed,
caution is in order, and steps should be taken to reduce 'the risks
(cf. 6.1 Recommendations). ) .

»

5.8 Communications

See patagraph 5.4, above - i

3
7

N\

'5.9 Post-Processing Audit Tools and Technidues

A11 of Section 4, Methods “for Achieving - Program Integrity, {s
relevant. ) .

. . 7 . o .
5.10 Inteég?tive‘Audit Tools and Techniques . ) ‘ x

S,

, AN of ction 4,-Methods for Achieving Program’ integrity, is .,
relevant: . - '

!

640 ‘RECOMMENDATIONS
&

+
-

~

" The following consensus recommendations are’ made regarding the’
audit and evafuation of program ‘integrity: s

6.1 Existing Software A ) !

0 Be cautious «in assuming program integrity, especially with’
sensitive applications. . A 3 -3 N

’

2,

o , Althdugh Timited, tools "and techniques /for Yauditing . ands
evaluating ‘program integrity do exist. They should be
applied via a, careful risk management analysis. .

T oL -

“
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; . I‘ . v.\.-
-0 ‘Redyce the effect of thg Tack of program integrity by
improving physical, procedural, and management control, ‘and
> upgrade the 0&M organization. . .

. ) ’ . e

0 Reduce the exploiter popufation by access controls and user
authorization screening. - (A

’

-
0 Reduce the asset exposure ' by removing the asset from the

system wHen it is not in use. Encryption may be used to
-accomplish the samf effect.

. Future Software A

. £

Improve the production prdcess with rigorous enforlcement of
good programming practices throughout the program's i
cycle. . :

-

Assure brogram integritfz%omp1iance at each development ogstage
from mission objectiveg, functional requipements, system
specification, HOL code, "and 0&M. ‘ ' /,e . .

Organization Actions
. . . ) o
Each organization must do a self-assessment of its threats
and involvement in the 1ife cycle of the programs it uses.

The earlier the involvement, "the better, depending on the
degréé\of concern for security threats. * N .

‘ >

\ N . ) .' ., . a -}
o Organizations should prepare detailed guidelines for
development or acquisition of existing. and future software,
with consideration given to the . auditability of program-
integrity.
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PART IX: DATA INTEGRITY

Chairperson: Leonard I.:Krauss
Ernst & Ernst s | 8.

Participants: b
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N. D. Babic Hubert S. Obstgarten

.‘v .
. Atlantic Richfield Company "~ Ernst & Ernst o
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Ernst & Ernst ‘ Gulf & Western IndustriesInc,

Stuart W. Katzke, Recorder -
National Bureaw of Standards . A :
S

<

&

ne

From left. to right: Robert P} Abbott, John Panagacpg*(viéitfng séséidn
coordinator), Stuart W. Katzke, Barry S. Silverman, Leopard I..Krauss,
Aileen MacGahan, Dwight Catherwood, Hubert S. Obstgarten, N. D. Babic* .

4 4

2

A
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Néigz Titles and‘addrs§§g§‘of attendees can be found in Appendix ‘A. .
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EDITORS' NOTE . [ {

A brtef biography of the Session Ch§1rperson follows:

Mr Leonard I. Krauss is a Manager Management Consulting Services,-
in the New’ York office of Ernst & Ernst where he is a consultant to-
management . in the areas of planning and control systems, data processing
management vand information system security. His system planning and
deve]opmentiexper1ence inclddes a variety of computer applications for
financial in$tttutions, manufacturers, service companies, and other
organizations. Mr. Krauss was previously asseciated with IBM and

~Union Carbide. He-has also been-an officer and director of several
companies and held positions as Diréctor of Management Systems and
LBroject Manager for Advanged Management Systems. A registered profes-
sional 1ndus$r1a1 engineer, he has earned the CDP (Certification in Data
Processing) and is the author of three popular books: Cbmputer-Based
Management Information Systems, Administering and Controlling the
Company Data Processing Function, and SAFE: Security Audit and Field
Evaluation for Computer Facilities and Information Systems. ,He holds a
MBA in Business Management Systems from Fairleigh Dickinson Un1ver51ty
nd a BS in Industrial Engineering from Pennsylvania State University.
Mr. Krauss is a Frequent speaker at 1nternat1ona1 management conferences.

-

-

e ) -
The chdrge given to this session was: )

@I - .
DATA INTEGRITY: What are the aud1t approaches and techn1ques for
eva1uat1on of data integrity in an_ADP enV1ronment7

Data 1ntegﬁ1ty is the state that ex1st5*@hen computer1zed data. 1s\the L.
same as that in the source documertation and has not begn exposed to )
accidental alteration or destryction. It includes both® data’ accuracy. §%

and data protect1on Computer generated data involved in automatic de-
c1s1on making process should also be considered.

)//Data 1ntegrgxy is an area that has traditionally been addressed by the
audit community. This session is to identify those audit ‘approaches d 3
‘techniques” that are unique to an ADP environment and have not been sub-
Jected to extens1Ve coverage in the literature. * * , :
Y Rt = ' . - . ’ svt'“: ¢

o . 2.

i

" The consensus repor that follows was reviewed by the entire membership
_ of this group. It was written by.L. I. Krauss and S, W. Katzke..



Datg, Integrity Auditing: .
A Framework for Standards”Development

1. " INTRODUCTION

N ’

) An audit and, evaluation of ADP security calls for an examinatien of -
the system of safeguards used to prevent; deter, detect; and 1imit the
impaCt of undesirable events. : ” '

An adequate system of safeguards is one having aesign, implementa<
tion, and compliance characteristics appropriate to the magnitude of the
‘risks and exposures assoicated with undesirable events’ Examples of .
undesirable events include: .an ADP center file, an unauthorized update
to data hase records, and an-illegal tap on a data communications line.
Examples of expoﬁures include: destruction of assets, erroneous dis-
bursement of funds, embezzlement and fraud, disclosure of personal or
proprietary information, po]itica]/mi]itary/cbmpetitivg disadvantage,
faulty decisions, extra operating expense, legal and contractua,l\f

Q.

penalties, interruption of critical ADP services, and loss:-of 1j
. In auditing and evaluating the system 'of safeguards for ADP, there
will be factors that have either a direct or ‘an indirect bearing on data
integrity. The audit and evaluation of data integrity safeguards, for
purposes of this report, is 1imited to factors having a direct hearing
and which pertain to a particular ADP application selected for examin-
ation (data ingegrity audits are conducted on an anqzication-by-

application basis). -

Factors thatehave an indirect bearing, for purposes of this report,
include physicail Foperationdl,. administrative, and software seeurity L e
measures which are part of the more genera? system of safeguards and
which are not ysually peculiar to_any one ADP apptication. These
general security measures. are recognized as being vitally. important--se
much so fhat it may be virtually imposgible to have “adequate data
“integrity safeguards for an ADP application-in an environment where.
there are s{gnificant imadequacies in the system of general safeguards.

. Inadequacies in the system of data integrity safeguards are some-
times indicative of weaknesses .in the general security system, in much
the same ‘way that abnormalities in a pgrson's blood pressure and cell
counts indicate a malfunction in some other part of the body. ‘The
auditor mist be alert to such possibilities and point them out., even
though the scope of the data integrity examination does not encompass
a detailed study of tksm. T . Co. -

s o B . PR .
. . Spec¥fically,‘a data integrity, aud?t must evaluate the policies and
procedures that directly-affect the quality of all forms of data (e.q.
source, entry,~pFocessed, and outpd%) in” the application sysfe? under
review. As a prerequisite to a data integrity audit, the audifor

. ; .
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must have a clear understand1ng of the definition of data infegrity and.
the objective and scope of the audit. To perform the audit, the auditor
must first formulate an approach or work plan and then use appropriate
and acceptable methods for conducting the audit. During the course of
the audit, it is necessary that the definition of data integrity and the
objective -of the audit a]ways be kept in mind. ,
Sect1on 2 provides a def1n1t1on of data antegr1t§ﬁe Subsequent
. sections“discuss the objectives, scope,_ approach and methods for con-
duct1qg(the data 1ntegr1ty audit. .

¢ 4

h.d
-3

2. DEFINITION OF DATA INTEGRITY

Data 1ntegr1ty is the state that &xists when data are (w1th1n
defined THmits of reliability) accurate, consistent, authorized, valid,
complete, unambiguous, and processed according to spec1f1cat1ons in a.
timely manner. It is important that this definition be.constantly

; referred to during the course of a data integrity audit.

;3. ORJECTIVE OF THE DATA INT!—fGRITY AUDIT

7 e

Keep1ng the\def1n1t10 of daté 1ntegr1ty in mind, the obJect1ve of
a data 1ntegr1ty audit of' a particular application system is to reffder
, an objective opinion based on an evaluation by qualified individual(s)

as to the: L. . >
a (1) Compldance with existing. po11c1es and procedures for
mglgtp*n1ng data integrity : . -

‘. (22 deguacx of the existing policiestand procedures
In add1t1on, as a'resu1t of the comp11ance and adequacy evaluat1ons, K
corrective actions may be recommended tg§-ehhance the’ data “integrity of
the app11cat1on systeri. Furthermore, it is essential that the date the
audit is completed be recorded since it represents\a~spec1f1c reference
point. Afy assumptions about the State of the system's data ‘integrtity

made after ‘this date become 1eSS and less valid as time goes -on.

When condutting the data 1ntegr1ty audit,sit’ 1s important that the
bjective of_the aud1t be kept in mind. = .

4. SCOPE OF THE DATA INTEGRITY- AUDIT . & (’
s -'\ . - & .

The scope of the data integrity aud1t is necessar11y broad since
data associated with an application system éxist in many forms and are

N

. ¢ affected by policies and procedures in different parts of the system and

\
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in the organization which provides and uses the data. However, it is

not generally practical to #dve a data integrity audit include examin-

ations of all related system areas that affect data integrity. Among the

functions that should be included 4as part of other audit procedures would
. /7 : :

.

be-verifications of: ~
. . R
. 0 Underlying physica],facts represented by data elements
(e.q.’, «counts, fonfirmation, observations) . _
o' Software integrjty and software maintenance controls ’
0" Physical, administrative, and operational security ) . .
RS To achieve the previous]& stated objective of a data integrity audit,

~ ?.the following areas should be evaluated with respect to‘compliance and
adequacy of existihg policies and procedures andsapproptiate recommenda-.-

tions should be made when they will improve data integrity. ‘
Vd

.~

[}

Reliability of the Data Source. The sources, of data for anjauto-
mated application system will vary according to the app?icaéion.

~ They-may’range from data collected manually to data collected by
automated data capture devices sich as automatic .teller machines
and point-of-sale-terminals. In some cases, source data may be
transmitted to the application system by feeder systems.

Whatever the collection method, it must be shown that the sources

are reliable ones. This requires the auditor to verify that™a .
particular souikce of data is the designated and authorized oné,

that the data obtained i$ current and timely, that the data is .
captured as'close to the source as practical, and that adequate\ ’
separdtion of duties ®ists between the treation/collection and

"the authorization of source data. : ' - -

-~
- « -

Source Data ®reparation. Once captured, raw source data must, in
most cases, be prépared.for entry -into the ADP system. .Data prep-
aration requires the conversion of raw data, in Some instances ]
using a codification scheme, and transcri‘t%on of the convérted
. data on, to additional source documents. FoTlowing cdnversion and ,
transcription, the 8ata may be further converted to a machine- :
»-readable form (e.g., keypunching) prior to entry into .the ADP .-
system. In situatioksJubere the source data is collected in -
automated form or is keyed in directly to an on-line system, the *
. data- preparation function may be mininal, Data preparation is
highly gusceptible.to ‘hyman erroxgs. Furthermore, d¢~issa likely
place for the insertion and manjpulation of rec ds_for fraudulent
- purposes. - : . . . -
To.evaluate source data preparation controls, it is necessary to--
review thefillta preparation policied. as well as .the data prepara- -,

~ tion proce S and training programs.” The existance of appropri-

" ate contro ords for determining accuracy, aUthorjzatiog, and
confpletenes source data recdrds should .be verified. A8dition-
_ally, data codification structures should be reviewed to assure
' w : ’ N ../ —Nj ; i . 4 .
\ . () . . . 9_5 ) g .o
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- . system through feeder, systems from distrjbuted computational points

T
k)

[y

T, i ) ) \4 g

, / ‘&?‘; .
conststency between data or1g1na *ing from d1fferent sources or : T
source documents and to aﬁ\siure accuracy Eﬁﬁ‘mg convers1on ) i -
Data .Entry Contro] Metho s~ for enter1ng data into the ADP systen? E

dat pture and entry take p]ice's1mu1taneous1y through devices

S as automatic teller machines, point-of-salé equipment, and

optical character readers. In others, key1ng of data may take °* :
p1ace on-line, or in key-to-tape and key-to-disk devices. In some

cases, data may enter the app11cat1on system through other systems

Like data preparation, data entry is highly error- -prone. It is also

a likely place for the insertion and manipulation of records for

fraudulent purposes. Whenever possible, detection and correction

procedures should be used to prevent erroneous data from entering L~
and corrupting tHe ADP system. . ¢

wl;é;;§2¥ widely from app11cat1on to applicatiop,, In some, systems

. .
. e L

To evaluate the data entry control procedures, the auditor should
first review the procedures being utilized, including criteria for
accuracy, completeness, and authorization. Training programs and
plans should be reviewed as well as instructions for datg\gptry
that are given to data entry personnel. It is mandatory t® review

the error detection and correction procedures and tQ determine 7f ) .
they are adhered to. . oo

Data Input Acceptance Control. Input data (transactioqﬁ, master

file and data base.maintenance, tables, etc.) can pass_ through

several organizational areas as source data is captured, prepared,

and entered into the ADP system. In some cases, data enters the A "

of the organization or from outside sources. MWhen the custody of

input data changes hands,, up to and®including the point where it is
entered into the app]ﬂcat1on systemy there should be data 1nput

acceptance control procedures which define accountability for access, . ~
authentication, and ,accuracy of the 1nput data. *i?
As part of a data 1ntegr1ty audit, it 1s essential that 1nput data . .-
acceptance control procedures be evaltuated at each control point

where the input data changes hanpds.. This evaluation should includé

a review of input data acceptance control prodecures for the purposew

of accountability and a review-of input data access and authentica- _

.tion controls. In additisn, the existance of appropriate control =~ . -
recortis for determining the accuracy and completeness of input data

records should be Verified. . . . 'Y

Data Valida®ion and Erroi\zarrect1on ‘Prior to.the use of input -
data in an ADP system, the/ﬁata should be carefully validated .
(i.et, edited, checked) to detect erroneous data. If errors are .
found,” they should be corrected and reentered into the system.

Thus,, when ‘conducting a data integrity audit, it is necessary, to.
evalugte the validation and error correction procedures. This
includes a thorough review of existing.procedures--including
fecommendations for corrective action when nécessary. Ip. cases
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where manual procedures for data validation have been replaced by
automated controls/“the automated controls should bé reviewed to

assure they perfoym the intended validation functions. Finally,
controls for handling error. rejects, corrections and data reentry
should be revjefied. SO - <L - ’

. ) ) S ) .
Processing Specifications. A key factor-affecting the dan integrity
of an application system. s the assurance that data is processed in
accordance with specified formulas or rules. Ideally, these pro-
Cessing specifications should be formalized ard recgrded with the
system documentatﬁpn. Often ;hésé Specifications are informal, not

- recorded in any form e{adocumentation,pand are known only by a few
individuals. In some cases, ‘the processing specifications may
exist in a combination of states. s

evaluated-as pakt of the data integrity audit. This evaluation
should inckude the review of all processing specificatiens and the
review of processing controls both within the ADP system and between
the system components that,can affect the progessing. It would

t - cover controls, procedures, and saf&guards such as those pertaining
to pkoce$§ﬁng of proper files,sinternally generated data, program
sequence’ privacy transformations, and access (user identification/
authentication/authorization). 1In addition, backup, recovery, and
restart procedurds should be reviewed as part of an evaluation of
the processing specification of an application system.

Whateverthe fqi: of thé proceé§ing specifications, they muét be

Keep in mind that a secure data system 6perates without surprises,

meaning that it behaves as intended and according to specifications,
fails according to specifications, and givesta prédictable response

when it is functioning-as expected as well ascwhen, it is failing.

’ ‘Output Controls and Distribution Procedures. The ‘accugacy,
reliability and timetiness of computerized output and the access to
and distribution- of {the output to authorized individuais are factors
affecting data integyity. As part of a data integrity audit, the ‘
internal (i.e., automdted) controls that ensure- the quality of .
output reports and generated magnetic media should be evaluated, &,
as should the access and distribution procedures for the Qutput.

In additidn, output forms contro]wprocedures“shou]d(be reviewed. -

n

Auditability.s The ability to meet the objectives of a data -integrity
" audit depepds, to a’ large degree, on the auditability of the appli-
cation sysfem under review. Auditability requires that procedures
= and.policies are in place to assure that the information and .docu-
mentation neogssary to perform the .data integrity audit is-availa-.
- ble, timely and adequate. “hus, as part of a data integrity audit,
the autiitability of the ADR system should be evaluated. :

This evaluation should include a review of the quality and quantity
of data retained for auditing, backup, and recovery purposes, a
review of -the length,of time that® such is retained, and a revijew’
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» of the Turréency and cqmp]eteﬁessjof“ the systém docunléntation.' _in _ \
N addition, an audit trail mechanism uld exist anduits documentation ‘ .
. «~—Should be current and compiete. In general, an evaluation of audit- *
ability should include a review of policies and procedures for . .
- maintaining information that suppoc}s audit objectives. ‘ C?
. ) - k _ : .
, TO A DATA INTEGRITY AUDIT . '

. 5. APPRQ

a data integrity audit depeiﬁs_upon the thorough form- :
roach or work Rian for auditingbtheoapp1ication system.
pment of the work plan, it is important to keep in focus ¢

The' success
u]atjon of an a
During the develo

the definition of data integrity; and the objectiye and scope of a data “
integrity audit. < With these in mind, the formulation of,a work plan .
'sheuld include the féllowing steps: * . :

o Obtain‘an understanding of“the organizations ,»policies, procedures.
\ and practices pertaining to the application system under review. . .

,/—6 Obtain a general understanding of the application system,, includ- 3
" .ing factors such as the intended purpose or function, the require- .
ments of the user community, the source and flow of input data,
the processing requirements, the output.requirements and relevant
. time constraints., . >

»

. 4.

0 " Identify specific data files, inpUE$;'processing steps, interface$ - .
with other applications gnd outputs which are uti]L;ed throughout e
the application. : ' P

o Identify specific control ¥eatiires or points that affect data
integrity. . . ‘ '

o @ Identify boféntiaﬁ threats to data integrity for embhasis when . °° -
reviewing the applkication. - - Ty : v

‘ i v ,
,0 Decide upoh the methodology (i.e., audit tools and methods) that\j\<:/
Will be used when conductjing the aud%¢, . . ’ )

v,

LS : N 9 ]
0 Obtain an understanding of the human factors that affect the appli-. -
L ..cation system, .ingluding the human engineering aspects of the '
"' .. user interfac ‘well: as personnel areas such as hiring and
o . termination practiges, empiqyee moral, vacation and job rotatjon.

. 0 Obtain an Jhéérstanding of the hardware, software and systems
=3 technologies used in.the .application system. . i

0 UB%ain an understanding of the training .and continuing education- ', a
1 programs” offered by the-organization. . -

v o Obtain ai{hnderstanding of thé'app]iéat%on~system'g deveToﬁﬁent,

yo. implementationtand=maintenance “control’s. . .- t.
o Decide on the form of reperting the findings, eonclusions, .and
Arecommendations of “the audit. - - . - oL
: c o ,
) ' 1/\).»"- - L4

.
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0 Decide on review,.procedures for the audit that will asshre high
-technical quality of the audit. e/ S

i

0 Decige on audit staffina and project control methods.

« -

Once the objective, scope, apprpach and work plan for-a data, "
integrity audit of a particular app]icatigﬂ system have beep established,
the audit shouTd be E*fcted using appropriate audit tools and methods.
Following the -audit, a¥araft, report of findings, conclusions, and '

recommendations should“be prepared by thg auditors, reviewed with
appropriate management personnel, and submitted ,in final form. AIf
_Gorrective measures have been recommended, the managers ultimately
" responsible for data integrity should be required to respond, in writing,
regarding planney, actions. - R . ‘ :
T - ¢ 7.

. ) ; ) “'f .i’g,} . : L ‘;‘z
" ‘B. MEFHOPS-FOR DATA INTEGRITY AUDITING

v ;,' - 'g[-% "; - A . *

Ty , : D

~In conducting the audit, a variety of audit tools and .methods* nay
be used to determine the, compliance with and adequacy of the policies

4nd procedures intended to insure data integrity in the app1ica§ion

system under réview. Examples are discussed below: &

o Confirmation with users, customers, vendoFs:or others- familiar
enough, with the data to assure its aceuracy.,. completeness, .and -
" consistency. (Except as a spot-checking technique, confirmation
. would be part of other auditing procedures. However, the results
of a data integrity audit should be carefully considered; in
deciding the objefﬁiyes and scope of auditing through confirmation.)

"0 Sampling techiriques where portions of‘the:data population,
usually randomly selected items, are inspected to determine
the state of the data. Discovery sampling is intended to
uncover the existence of errors. 1If errors are found, additional
samples may be taken and estimation sampling applied to them.
\ Estimation sampling is used to determine the extent of errenous
data in a data base by. applying statistical techniques to a
. “sample of the data for the purpose of predicting the amount of
- contamination. Attribute sampling may be ysed to select records
based on inconsistencies in characteristics within the record
* itself (for example, an accounts receivable balance that exceeds
the creQﬁt Timit by 10 percent or'more). It may also be used to
‘test a population for the presence of.particular characteristics.
i - N .

" . »

)
B R IR

- . Y
o
o

. *Over 25 audit techniques are discussed in Audit Practices report,
"published in 1977 by The Institute of Internal Auditors (A1tamonte
Springs, Florida 32701). This was one of the reports resulting from®
the SAC (Systeins Auditability and Control) "Study. v
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o Parallel processing éhecks for cqyreg;/processihg of data by the
application®system. With this téchnYque, data processed by the
. application system would be processed by an independent program -
performing the 'samerfunctions. -The two results would then be
compared. : ‘ ’ . %
Q .

Integrated Test Facility. (ITF) allows the auditor to ‘continuously
monitor the performance of the application system by incorporating
dummy master records into the gataﬂgg;e\\ Once these records are

t

in- place, the auditor can process t transactions against them
by including the test transactions®with the live data during the
normal processing cycle. The auditor -can then compare the
processing results with ‘predetermined results,

System Control Audit Review Files (SCARF) ;%ygf%gg—fﬁé‘pkgcement
of auditor-designed tests within the appligdtion” system program
cade. During normal processing, the audit tests are performed _°
on the processed data. Either processing exception or predeter-
mined sample solution criteria is used to extract the desired
records and write them on a review file. The auditor can then

. examine the review file and draw appropriate conclusions.

Ti‘cing gives the auditor the ability to follow (trace) specif-
ically marked or tagged input transactions as they are being .
processed by the application system. It requires the insertion
of_additignal code intorthe application systgmkandfan extra
field in the ‘transactions for the tag. This code generates a

. processing record or trail for the marked transactions which

" . can be analyzed by the auditor to determine if the processing
is correct., =, T
Observation of persoﬁne]~by visual, electronic or photographic
means can assist the auditor in determining compliance with and
adequacy of 'existing poligies and procedures and in determining
erroneous, or fraudulent behavior. . b/ '

Analysis by interrogation of existing data consists of-examining
accounts, balances or other indicative and history data to de-_
“termine if incompatible relational conditions-eRist (e.g., mis-
matches between 'the data and source documents or other records).

-

Test decks or test data can besused for the testing of new.or
modified applications programs before they are placed .in produc-
tion or for testing the application system's processing integrity.”
In either case, a set of test ,input transagtions is processed by
‘the application system and the results are compared with pre-’

determined results. ¢ -
3 - A -

°
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Interviews with management, users and systems personnel on either
a formal or informal basis can be used to supp?ement system docu-
mentation, provide a better understanding of existing policies ,
and procedures, and.to verify compliance with these policies and
procedures. ’ ' . .

¥

~
\

-

-

0 Progpam source code review, for the purpose of a data integrity
audit, should be used only as a last resort. When information
about file formats, processing steps and control descriptions is’

» needed, it is.better to use other documented .sources such as
record layouts, system flow chatts, program togic flow charts, -

, and program ‘descriptions. Analysis of grogram 1listings is very
/——~\ time consuming and generally requires skill in programming and

.  detailed knowledge of the specific programming language. In ~

/ cases where other documentation:is inadequate or nonexistent,
program listings usually providé the most up-to-date information.
Consequently, limited revgew of source code:may be necessary.

‘

0 Questionnnaires are a:traditivnél_audit,too] for+obtaining infor- .

mation about an application systﬁm and for eva]uatiqg controls

.. to determine adequacy and compliance. . They .are most effective

when tailored for particpaar types of applications such as pay-
roll, purchasing, inventory; etc. .and pravide preliminary
information for a moreAthoﬁoughgevalyation.; _ |

0 (Code dnalysis and mapping’is acc%mp]ished by a software measure-
ment tool that analyzes. ayprogram during its execution to deter-
mine how many times each frogramstatement was executed. While'
its original purposerwas to aid program development, mapping -}

- can be .used by auditors to eva]u@te prbgram operation. However,
its use requires that the auditor have a basic level of under-
standing of both the applcation system's. structure and application
programming. . ' . . A

< . ¢
0 Automatic floweharting software consists of sé?%hare routines
which convert program source statements into flows charts which-
graphically describe the program logic. The use of .flowcharting
sgftware makes it easier to understand the logic of a program
nd also duarantees that the auditor has a current flow chart
*. when fle "is reviewingthe application system. However, reading
" the. flow charts usually.requires some programming expertise.
Flow charts are most.useful when the auditer is looking at
particular problem areas. As with source code ‘réview, reading .
logic flowcharts may be of limited value in guditing for data
integrity., c - ' '

o \ | L
o -Procedural walk-throughs cd@sist of the auditor following the . *
_ flow~of specific transactions through all states of the system-- 3%
from their source until thejr processing is completed. An" . ’
', auditor can perform a walk-through to verify his.unders&anding
" of how the system works, to check thit the system functions as

9-11 187 . =~
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the existing documentation describes and, in cases where there
is inadequate or no documgntation, ta determine-actual system
operat1on *This. method, when used in conjunction with code
analysis and mapping and automatic flowcharting software} can
provide the auditor with am overall understanding of both the ,
manua] and automated funct1ons in therystem

0 Undercover observations give the auditor a chance to view norma
system operat1gns without the system personne] being aware that
tbey are Being observed. -This allows the auditor to determine
if stated policies and procedures_are being complied with on a
day-to-day basis and,to detect actions that might not be per-
formed if the system's personnel krigw they were being observed.
Suci.actwns might «include employee fraud or en%eﬁ_]epent

0, Surprise visifs, like u ercover observat1ons, allow the audito
to view.the system dngér normal operating conditisns. Advanced

‘notice of an audi™s—#€nds to increase anxiety and 1nduce abnorma
good behavior in personne] > . . -
N . .

0 Analys1s of system activity logs, such as transact1on, access,
library, operator and.console. 1ogs, will aid the auditor in
évaluating compliance with existing policies and procedures. .
Following the analysis of the logs, the auditor may degide tRat
the logs aresnot adequate for their Lntended purpose or, based
_upon the analysis,” that existing.policies, and. procedures are no
adequate. or not be1ng complied with.. . o

.
N

-

o Continuous monitoringﬁand surveillance software.' Software moni

"tors are programs which execute concurrently with the applicati
‘system.in an attempt to determine resource usage and system -

bottlenecks. Surveillance softyare provides regl-time monitori
.of the app11cat1on systel in an attempt to detect erroneous or

Y,

1

r
Hy
ot .

»

-

on.

ng

exceptional events during procdssing. Specific. examples~of sur-

veillance software are the Integrated Test Facility and the
System Control Audit Review Files discussed previously.
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. EDITORS' ‘NOTE

A_brief biography of the Session, Chairperson follows:
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Dr. Jerry FitzGerald was formerly a Sen1or Management Systema\pon
sultant at thegStanford Research Institute and is current]y Président
of Jerry Fitz®rald & Associates. He has also been a state university
Associate Professor in business data.processing and EDP aod1t1ng,
systems engineer in a major medical center, d& senior ‘systems ana]yst/
with a computer manufacturer, and an 1ndustr1a] engineer ®ith a phar-
maceutical’ firm. His specialized professional -competence lies in:
planning/development of both computer-based and manually oriented .
systems for financial/industrial organizations, hosp1ta1s/med1ca]
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center's, "and edugatTOna] jnstitutions.

His expertise includes EDP

auditing, EDP security, and-data communications. His degrees are’ el
Industrial Engineering (Michigan State U., BS) Business Adm1n1stﬁg 1on '
(U. of Santa Clara, MBA), and, from Claremont Graduate Scheol, an™MA in

Economics.and a Ph.D. in Bus1ness His most recent publications include: ” .. -
Fundamentals of Data Communications, Wiley/Hamilton Y{in press), "In- ‘
House Staff Versus Outside tonéulfants", Proc. of the Academy of Man-

“owy

¥ agement, 35th Ann. Mtg., New Orleans, La., 1975; "Auditing EDP Sysgems, .
Eight Aregs of Confrol", Data: Its Use, 0rganazat1on and Management, ‘
- - Proc. of Pacific !75 ACM Conf.; and a textbook, "Fundamentals of Systems, . :
RN . Analysis, John: W11ey and Sons, 1973 He is a member of the Academy of .
o Management. ) - . . S A S P
. T arge given to this session was: o 2 ( -
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MMUNICATIONS . WRat are.the audit gpproaches and tech-
. n¥Ques for evaluation of communications in an .ADP environ-
" mept? Jnc]ude cons1derat1ons of hardware, software, agd
. protocoWs ‘ -’

-

L]
L3

Data commun1cat1ons can be simply def1ned as the interchange of data -
‘messages from one paint to another over commun1cat1ons channels. Dedis
cated or dial-up fac1]1t1es can be employed in a. var1ety of network .
'conf1gurat1ons “a ¥

-
L]

. This. sess1on is te ana]yze tgg/yar:ous communication environments and
identify the. majar aspects thdt the aud1tor must ‘consider to comnduct ~
Audit, approaches and techniques forvsuch an

oped ) 1/ .
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i ~ Z )
This paper prejents gui@e%&nes, rather than a set of stépdaras,

that can be utilizéglwhen cdadgiting a data’communication seftrity T
,audit. It is-the idtent of.the committee that this paper form a basis
from which'EDP auditors, either’ in government or privat indhstry, can
develop méthodologies to audit their organizations' data commtnication, |
ne€work. Furtherzfesearch in this area might enlarge upon these guide-

Tines to dévelop a set of standards that could be utilized: for auditing;’
governmént or private-industry data communication networks. T oW
P i * "r:. = f
' x I

a s

— - -

) S e L TG
Definition of the SPecial Data”Comffunication Audit
- N ar - - = w I . . -

There-are many tfpes of audits thdt c¢an be performed. .This ‘paper N
addresses a specia}l .tyPe of %Pdit that involves only those computerized
systems that utilize a.data.¢ommunication network amd further is limited
to the review of the data communications portion of these systems; A -

- special: datd communications Zudit involves the end-to-end. network, and;.
all of its assoeiated hardwaré, software, ,and people. An audit of this
nature sgould- be, ¢onducted perioddcally to determine whether the infor*

®mation being transmitted over thHé network is being properly safeguarded

. from its. point of origination to its final aestinépionmz‘Théifrequeﬁcyi
of the ‘audit should bef ased.on.the sensitivity of the data-and appli-
cations atilizing the network. AdditioBally, a data commupications
audit should be conducted whenever there-is a reasonable-doubt as to °
the overall integrity of the network- ) )

- 1 - ’ .

Thé‘Exposures ¥ ' . . '// t ’ ’
0 - . . , - .

)

S - . X Dics
, “Data cgémqnications networks can be subjecﬁéh'to several categories
of .éxposure including thoselgp‘hhich any other buginess'information, ’
. System might be.subjected, For the purposes of this audit the par-
‘ticipants in thig” workshop identified the exposures to be (these are
defined.in Section *3.° of.thig paper): ' oo
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. 3 It is assumed that the EDP gﬁditor conducting a datsal communications
.audit has a general understapding’df how data communisati n systems op-
erate, i,e., how messages are trdnsmitted-over communication links.

i

s 1 ' oy~ _ .
R b t is the opinion of the cq@;ittee that a data communication audit
ﬁh%ul be conducted as a tramsaction flow analysis. Transaction flow

anglysis is a technique of trac1qg a transaction or group of transac-
- - tidns from the~ point of original. entry (the terminal), throygh ‘the.data
communication network, to-‘the compnter. .Using this technidue, the au-

= . dlior is able to evaluate the flow of transactlons, the hardware/soft-

. wate, the transmission media, and} in someecases, the manda) interface

' P *controls that 1nvolve the people. ho, run, the network; The committee be-.
lreves that it is wise for the aqﬁ1tor to trace the flow of transactions

i rtlng at bothsends of the netW%rk (t midal andifdmputer) and to rec-

onélle the flndlngs. The audit should be conducted ‘for the genﬁral data

communlcatﬁons system, as well.as for each sen51t1ve appllcatlon u51ng .

‘o ' the data communlcations network. ) S
~ o~ , ) S ) . . a . <« .
To assist'w’ ¥the audit, this Baper depiets a matrix ag matches
‘the various resdurces (termlnals, distributed i i _ cémmunich- !
/Z , tion lines, ang' the like) with the' prevlousl mentqone expOsures (er-
~* rors and omissions, disaster/dlsruptlo .loss of integrity, and ‘the
E " like) so_ the duditor can determine wh1ch resource may be subject to what
type. ‘of ¢ exposure. The resources are_krisfed below and are defined in
Sectiog 3 of this paper (Figure 1 deplcts the resources from termlnals tos.
©
+ computer)-s™ s, -, - ‘, p . R . /.
. s i . ? - N o : rﬁﬁ
bl © e Termlnals A . o C it -
~ . 7 ', 1 e ‘Distributed, 1nte111gence o, L. .
 * ) .o e Modems A ) R . . - ) =5
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: ¢ Lines: 'dial-fp, point-té-point, multipoint, and loop.. °
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The safeguard matrix (Table 1) lists resources, down the left-hand
" vertical axis, and the exposureg across the top horizonthl axis.
+ each of the ‘cells of the matrix, varloUs safeguards are listed that the

auditor should consider when re
safeguards are listed below

I -

(%B) .

.

Phys1ca1 secur1ty controls

Audlt‘trails : ‘ 2 .

.(3) Back-up < ‘ -
(4) Recquery procedures .ot .

3 (5)' Error detectlon/correctlon Lo %

(6)7 Authent1cat10n

1

eW1ng the secur1ty of the network
are defined in Section 3 of "this paper.

Within

The

-y

(7 Encryptlon - R
. ‘ (3)9 Operational procedures , U , “
. ~¢ (9) Preventive maintenance N TT__'
»*.(10J * Format checking, ‘ ‘ t
«.© (¥1y Insurance ] ;;”.",‘ v . S o o
(12) *? Legal contracy, . . - \h\ o A
, (13) Faukt “@hlatlon/dlagnostlcs Q& ) DU "'
. (14) Trainlng/egucatlon . ‘ / T 3 o
(15) Documentation C & , ’ 7 w oo
. (16). Testing 4 o o .
’ an. TN .

¢ R

In cdnducting an audit,

9 , P
Repor:;ng and statistics.

. e
-

should have.some type. of safeguard that the auditor must consider.,

doing this, the aud1tor would "walk through" the data. communications
" network and evaluate the safeguards listed. for each specific resource

versus its exposure with regard ‘to the specific app11cat10n system.

'This is an important point

any rgsource that As subject to -an exposure

In

the auditdr should use. the matrix to review

the communication security in light of each of the speclfic app11cat10ns N
that-are utilizing the data communications ﬁetwork ’ o

- i}

t Limitations v

This paper 'is intended to be a basis for further research that may
lead to industry/gowernment standards for conducting data communication ’
The matrix of resources versus exposures shouldabe utilized'to

audics
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;. | & omis- | disrup- | integ- Dis- | Defal-| of re-
‘ , - Resources . sions tions rity closure | cation| sources
o o & R P l‘ . b ) . ’ [3 .
* ~ |['Terminals ‘ 2’3’15,’ 1,3,4,711,2,5, 1,2,6, 1,2,6,| 1,2,6; |,
9,13 8,11 6,8,13 | 11,13, 484 :.| 17 A
- , R . . be .
- -‘Q < / - 17 ' _
L ™ . & 7 .z - v, CE T
Disgrikuted Inw {2,3,§, | 1,3,4, 12,5, [ 1511, f1,2,8 |1
telligence i 16,9,10, 18,11 .7 |6,8,13, | 13,16 ’ ,
13,168 ' |16 - E .
. Modems o 13,59, 71 1,3;8, |1,13 IESIES 1 R B .
e | — t 13 0 L= . —113- ’ SO S
3"‘ .Local loop’, . 3,5,9; 1,5,8 ‘1,5,6, ‘1,7,11,'% ‘ - 3
. A ' ) ' 1. 1 - - to ¢ ~
1. ’ 1/3 :\;}_w ‘/_:' ¥ 7)13 . R 3 )
N - \.9¢ S : . . s
.| Lines;" dial-up, {3,599, .| 3,4,8, |5,6,7, '1,7,1];, ! .
¢ +| point-torpoint,. |13 Gy f 170 c e 1130 113, ¢ . -
. '4’lmU']:tip0int.’.& 1%Qp N * . {/ ‘. . - -
R I U 1 ‘ : REK
.MUX/CONC/switch |3,5,9 1 1,3,8: 1,7,11, | 1,2,6,| 1,2,6 £
. . . et 13,160 11 13, '
* ’ e . ~ - A A ;
By SNy Y :
‘ _ . 4 - \‘-' : i:\‘ ; — ]’
r'F\“grPnt-erid'f TN 13, 1,713, | 1,2,6, | 1,2;6 -
. ‘ R .,'1'.‘0;*% Ty - 16 - 8 _—
< « - 13, 16/;:’:‘1“' " . . . - . -
. ; 17 .:: :‘..‘. . . ) Vot -
A~ - . fff. ' NS R //- -
‘ Computer 12,34, L4, - 1,2,30 | 17,130 if,6, |1,2,6, |
’ e 3’ 8, 9, 1! ‘!11_ ;5., 6, 16. o= '8 1-7 « .
. “ . ¢ 110,13, b ,107 feT <
‘\ \ 16, 1% 13,16° . =~
116,17 i N , :
A D, 1 ’/ f Cr : .| ,/
- . .-Q R '-\ -
L] PR o sy B ’ L '
Vo Y ’\‘»&’< ! * i\ [ S ( ty
e T - L v A T
e o Ny -
| : : é h .. A L@
@ " ) :,. . , , . ’ )
' ' ° 210-7 - - ] i
! , = ) X
,I,'\ ) . R "1:819 \ ‘ N >
» . , o. i Q\ .




. .
i -» 4 . - - :
. ‘ )
. . «Table 1 (Conelgded) "
) . . s i
s . ) ; Exposures M )
. ) . Disas- a -l ) . ) ’ N
T Errors | ters & | Lo&s of ’ " Theft .
: ) & omis- | disrup- | integ-. Dis- Defal-| of re- :
_Resources sians tions rity closure cation 'soufces . .
Y R ) .
Sbftware - - |3,4,5, |1,3,4,% [ 1,2, 3; 1 7 13) 8,8, "' 1;2,6;,
. : . 8,13,. 11,13 3956, g - °12,15, | 12,1%"
I ; P15,16, |82~ 48,10, e |
. 17 . - <] 13, IQ i SR )
. * - —7 -
Peoplé 1,2 3 1,3,8, | 1,935, |1,2,6, |81,2565-| 2,14, ,
‘ ‘ 668, 1 1!112 %8 A1, 1812, . | 8, 10,115, -
. T olw,11, [15 JAX4, |13, 14 12,17 |- - 3 Y
A _ s 13,71 ,15,16,, ,‘17,~ ‘. Y o] .
\ .o s,17 17 . - -

. SR DV P . e — = ]
>

) 2 N ] . . - i ; ] ~ —
s ‘I—
review eath applxgétxon system that is currently‘uslng the data communl— i
_cation network.. The user” is advised that there are eome basic 11m1ta—‘\‘“
.. . _tions.that must be recognized. , These. limitations.are as follows;. -
. . R O . . . : ..
* The safeguards listed in the matrix are inténded only as
guidelines, not as standards, and sh§uld not be cons\dergd
wluslve with regard to a spec1f1c application system
o T afeguards lfsted will assist ip making a datd- commun—
icatidns system secure} it must. be emphaSLZed that Securlty
is relatlve, not absolute. .

- . t ':'
. o Safeguards llsted/m;; not apply in all application.situa- -
tiqns, and, therefore,’ a general knowledge of data commun-
- . ications is assumed. . . » :

. ¢ The. safeguafﬂ?‘%onéﬁdered imply the state- -of-the-art, methods

. . in use at the time (1977) this paper was wrltten .
’. v‘ 5 -\ - \
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2. USE#F THE AUDIT MATRIX
\ * . * fo—r - N

To conduct a data commupications security audit u31ng the “audit ma-
> trix, the auditor should first become familidY with the committee's def-
inition of resoqurces, exposures, and safeguards, .
el - . ,’ T ,A ”4‘
. The auditor\sﬁzuld then, fof,each‘resoucCe utilized by each sensi-
tive.application on the system, follow a four-step procedure:

-
¢ -

>}° Locate the resource on the left hand vert1cal ax1s, .

\ &, Read across the row tdentlfylng ®ach potent1al exposure.

N ) Con31der,each otential sefeguard for appllcablllty, given
" the specific ap llcatlo@’belng ruh on the ‘network. .

: ¢ * For.each applicable safeguard,’ evaluate whether the current
. implementation q@ the”’ safeguard is adequate.
Thé matrix can, addltlon 1ly, be used to audlt a.general data com-
munications system’. The’ prdce ure, although ba31cally unchanged, would

be followed to evaluate $ystem resources and exposures as they apply to
the total’ &ys tem.a .
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3. * DEFINITION QF RESOURCES,
- -EXPOSURES, AND SAFEGUARDS

.

, . <
Resources — -
————— .

yim

- »
&

. b P
>y, '

4 . a . e . . ‘ .
The following 10 resourcest ate those resources, that constitute an-
" end-to-end data communications network (review Figure 1). This section .
defines each of the resoﬁrces}ghat are listed on the matrix- (Table 1)
. . g ‘ i - : .
Terminals=-The devices used for input: and/or output ogﬁgbm-
. puter recoéningle information. - © T

Distributed InEélligenée-:The'provisiog of capabilitieS’foq
error detection dﬁﬂVo%AEbrrection, authenticatipn, message
«formatting, data validation and check sums, protocol, and
any other logical and arithmetic funetion for validating
the in;pgrﬁff of the data transmitted from'the,terminal.

L)

* Modems--Modem is an acronym for MOdylator/DEModulator.

The function performed is conversion of the data signal$
7+ from a terminal to electrical formsracceptable for trang-
f?%%ﬁf% Wission on the. particular communication‘linkgiehployed and
‘ vice verda. d ' :

Py

é\
%
'
rd

. —

. y . ) " v ) ' . ,,'g
*° Local Loop--The communications facility Between the ‘cus- -
o tomer'sﬂpremjsgs and ghe communications -carrie¥ central -
& . <o ol 3~ . . &, L] s T . s
. office. * The local loop is assumed €0 be metatlic pairs of
wire. ' o o

. . - ®

¢ Lines--The éommon"tarriéi facilities used ag links in-.the

communications network Petween=centra1 ofﬁiées. These in-

clude terrestrial and satkllite facilities. . A
, q

> - Dial-Up: ‘Iﬁé switched tqlecommunigition network and the
various semvices provided ;hergin,@.gﬂ,??ll, WATS, CCSA",
(Common € géifggitching Arrangements).
- Point-to-ignt Private Lines: Ded¥cated léased facili- * ™
' ties betwdn two end ‘poipts. . S . ; i
. . ' I ¥ AN e ]
- Multipoint or Loop Coafigured Prjvateiline: Dedivgted-
. - LR h
leased facilities .shared among .several” (greater thah
two) end points.’ ~ o ) ‘s

N M :
~i; ¢ Multiplexor, Concent£2}Uf7—333/Switch-; :

- Multiplexor: A device that combines, in one data stYeam,
several data signals from independent end points. .

i

-

.~ Concentragor: An intelljgent multiplexor.

- Switch: A device that allows interconnection between any .
two lines connected to the switch, :

T ./
[ 3 .
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. Front End Prpcessor--A dévice that 1nterconnects the ‘commun-
.ications lines to the computer and performs a subset of the -

e . foblowing functions: | S A N . ' .

e . M 4
}- < Gode and speed conversion , - ’ )

-~ - Protocol - 7 R
A » s

. . AT

.~ " .= Errer detection and correction-’ . . \

- Format checking - . ’ B
v ® -

- Authentlcatlon
- Data valldatlon Lo Ten

. -“= 'Statistical data gathering ‘ Far

,

‘e Computer--An electronic data process1ng dev1ce peferred to
*  here only for its communlcatlons proce331ng capablllty

‘e

e Software--The 1nstruct10ns in ,the computer that cause.the °
communications” appllcatlon process1ng functions to be® per-.
* formed: p . ‘ ~ DTN

- Peogle--The individuals responﬁlble for inputting data,
operatlng and maintaining the\equ1pment writing the soft-
ware, and managing the data communications env1ronment

-

. . <

* Exposures i . - M :

Y]
The' followlng six items deplco the bas1c areas of exposure that are
Iisted across the top'of' the matrix. This section defines the basic ex-
posures to which a data communlcatlon network is subjected:

- - ¥ v -

e Errors and Omissions--Inadvertent or naturally occurring
- problems excluding those resultlng from deliberate or .ma-.
11c1ous actions. ‘Phey include but are Tot limited tos

. ' < s t

- Inaccurate data :
: . Incomplege data - ’

6

‘- Malfunctioning dev1ces, lines, or software. ’

. Disasters and Disruptions (natural aid manmade)--The‘de- .-

-\ struction or temporaty breakdown of the personnel or £a--
cilities required for the communication system to func- -
,tion, Th;s results'from naturdl and mapmade disagters

*'such as: . oL .

— - . »

. -
- Common carrler breakdpwn. '

s - Public utlllty Breakd@wn. ' o T

.- Hardware/sdbeafe Breakdown. M

- The. octurrence of a series cof events each w1th low
probablllty cau31ng catas{rophlc loss., )

S ' 7?4193\\ ‘ ST )

. .
-~ . N
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* o Loss of Integr;tx-—The condltlon that exists when tkﬁlsys-

tem, including its hardware, softwareg data, and configu-
ration is”’not in one -of its intended states, i.e., it has
been subjected to accidental,  fraudulent or malicious ac-
tion or destruction. Mere disclosure is not included in
.00 thib definition. (Errors and omissions were treated sep-
arately in this matrix.)

" - e .Disclosure--The unauthorized exposure of information.e_ ‘
—_—— . < ~ ~
¢ Defalcation--The intentional-breach of the integrity of a .
system or its data, by.an individual or a group of indi-
viduals 'in a posxtlon of trust or performing their assigned
.tasks. .

¢ Theft of Resources--The use of the facilities or services '
of & system for other than the intended purposes. . p
‘e o

' . .

Sdfeguards . .-

.
- - * L2

The following 17 safeguards are the major categories of safeguards
that an auditor should consider when rev1ew1ng the.secyrity of a data
communlcatlon network This section defines each safeguard. It should
be noted that secur1ty measures applied to- data communication networks
‘tan be costly it*is of great importance that a realistic and pragmatic
evaluation be made of the potential threat as well as the possible safe-
guards for countering the ;threat,to ensure a cost effectlve application
of” these safeguards The. auditor should conduct a threat assessment
with regard tg\a potential loss eof ‘the agpllcatlon involved, the proba-,

bility of that loss, and the cost of prov;dlng an adequate safeguard:
. 4

(1) Physical Security Controls--The use of locks, guards,

badges, sensors, alarms-and administrative measures to
protect the physical facilities, computer, data cqm . ~
munications, and related equlpment. *These sa%eguards
are, required for. a@%eﬁégﬁ@nltordng and control for and
the physical prosectlonyof the computer and to. protect

_ data communlcabiﬂggggngp énﬁ from damage by accident,
fire, and env1ronmental§hazard both intentional and *

. unintentional in natatéz Fhese safeguards are employed
to detect, deter, preveht, and' report security expo-
sures. ‘Audit consists of determination of existence =

« of spec;flc phys1ca1 secur1ty tmeasures, effectiveness
of their functlonlng, and testing of .reliability.

(2) Audit Trails--A chronolqgrcal record of system activi-
ties that is sufficient to enable the reconstruqgtion,
review, and examination d} the sequence of efivironments _ ;
and activities surrounding or leading to each event.

. Selected journals or reports include:

- Computer log-on/log-off

a

. - Physical access log-in/lag—out
' 10-12,. . .
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- Resource dllocation and use

Reconc111ation of 1u¢uts to gpfouts

Freguency of spec1f1c events Y .

- Forward, and backward tracing’ R

Netyqu~dt111zation. i % -
This’ safeguard ‘is employed to detect, recover, correct,
or report security exposures. Audit consists of.deter- .

mination of neasonablehess, completeness, and stope. =
. ¢

.,
{3) , Back-up--The ava11ab1L1ty -and proteetion of resources S

' Tofs. Audit should determine appropriateness of béck- i :

(@)

&

to be used to replace’or duplicate those useéd in normal

operation. This includes operational and written.pro- ’ .
cedures for regular rev1e€§ update, and testing of
bagkfup resources. This safeguard iss employed to pre- . .
loss, and to correct or to help recover fromier-

technlques for risk involved. , - -

Il

ecovery. Procedures-~-The actlons,.procedures, or sys-

ftems used to restore resourges to normal dperational

capability in a timely, cost-effective manner. Audit |

shéuld determine workability or feas1b111ty of re- -
covery procedures. ) ' . . : T X .

Error Detection/Correction=-~The technlgues, procedures, ' ~
or systems used to, detect and’ correct errors by meth- .o
ods such as echoing, forward error correctaon, and au- . >
tématic detection .and retransmls‘len methodologies. . ,
Thig§ may involve validation through 'selective algp- «
rithms, parity checks, check sum, etr.” Th1s safeguard
is used to detect ‘and correct errors. The auditor

" should detetmine limitations of techniques, procednres,

.,Or systems. .o . : . ’” N

8

Authentication--The act eﬁ 1dent1fy1ng or ve%jig!hg the
identity, authénticity, and eligibility of a term1ha1
-message, user, or computer. Authentlcatlon dev1ces are
used to detect, prevent, and deter exposures. These

include but are nét limited to: .

- User passwords ) ' . .
- Keys - . . A
. ' . - ’

Badges . / ' : -

v, B .~ ~ »

Message sequencing } -

1

Termlnal/computer ca11 back. Co oo «

Network protocol o ) . T

Encryption. @ . ) T ’



The audxtor should determ1ne exxstence and com?le eness
\ of the "safeguards. . |

~ (7> Encrygt1on--Transformat10n of data to hide f;s original

coptents ' or preVent ifs undetected modlflcat on.
.sconsiderations axe: .. .

- Spec1f1ed prec1se1y to meet some standard, e 85 the
NBS Data Encryptlon Standard

communlcatlpn systetn and the data involved. '

- Various ways to encrypt, e.g.; link-by-lin * or end-to--
end. . ) - S L

- Requires administrative procedures to select keys to -
"be used, dictate’ when to change theg, an , control their
d1str1but10n.

- Add communications overhead to distribute keys, ini- -
tialize and synchgonize dEVLCES, and
communications errors.

.

Auditor shou1d~i1rst evaluate vulnerabilities of system f
and data, review the objettives of the encryption sys-.
tem, and then measure the effectlveness of thewphyslcal
and administrative procedures supportlng encryption, s

Operational Procedures--The administrative regulatlons,
policies, and day-to-day activities supporting the se-
curity safeguards of a data communication system such

as" . . ' . . ‘g /

- Specificatiop of the objectives of ADP security *for
an organization, esﬁec1a11y as they relate to data
communlcatlons. . . s

7/

- P1ann1ng for cont1ngenc1es of security "events;" in-

cluding recording of all except1on conditibns and

Aactivities. ~ . 5 -

. B

- Assure management that other saféguards are imple-
mented maintained and aud1ted includxng backgraqund
checks, security c1ea§ances and hiring of people with

vadequate security- or1ented charactef1st1c§, separa-
tion of dut1es mandatory vacationsg. . R

- Develop effective safeguard for deterring, detectlng,
preveﬁtlng, and correcting undes1rab1e,secur1ty
event .

- Cost effective, Jftgn resulting’in. re1ated benef1ts
such as bettér effutlency,.improved rel;abillty, and

economy. / o

4 -
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Auditor should look for the existence of curreit admipi- .
strative regulations,,security plans, contingency. plans,
rigk analysis, personnel understanding of management ob-
Jectlves, and, then review the adequacy and timeliness of .
the spec1f1ed procedures in satisfying these. ° :
P
|
|
|

Preventive Maintenance--Scheduleéd diagnostic testing: - Yo
cleaning, replacement, and inspection of equipment to °
egvaluate its accuracy, rellqblllty, and 1ntegr1ty This .-
includes: . .

- Develop schedu<:s for testing and repair. . . . '/ .j

. N .
- Ensure that malntenance.personnel are given.the time
and resources to deter or prevent fallures of equip-

ment. . a .

- Keep inventoty of replacement parts, based on failure v
statistics, such as Mean Time:Between Fallure (MTBF)
for each dev1ce v s ! i

-/ | )

- Yeep maintenance records and analyze thém for recur-

ring problems or statistically unexpected security -
|
exposures L : . C ey
- Perform unscheduled replacement or] testlng for spe- ,:%
c1f1c devices 'to detect unauthorized modlficatlon : R¥

("bugglng,” etc.). This reduces-the I}kellhood of 4
failures during critical periods apd, as a by-*
ptoduct, detects unauthorized mod1E1ca§10n,of re- .
‘sources. ' ‘ ' ’

©

Audi tor 'stiould review maintenance schedules,| records, :
1nventory.of parts, ”downtxme,: cost|-to-repair-or-
replace charts, and compare these wilth those of sim- '
ilar systems. . ,

Format checKing--A method of verifying datafas being
reasonable through checks and balanges. ‘Dedelop au-
tomated verification system to detedt data éntry errors
using methods such as range checking (numerical fields),
record counts, alphabetic characterg in humeric fields,
field separators, etc. M )

LAY

e ' . . i
Audltors should evaluate areas wher forhat|checking can
be used andaverify that adequate ch cks, are made © . ‘o

Insurance-~F19anc1a1 protectlon against major losses.

Insurance is used to share & potent al or actual loss

and to protect agalnst or recover from major disasters

by budgetmg resoftces, over thg long term . - :

Auditors should evaluate whether protection may be more .
easily obtained from alternative safeguﬁrds, and that - s
major catastrophies w111 not expose|the organization to ,
unacceptable risks, - ~ e v I S

gy
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L14)

//6er%ain the integrity of the various hardware/software
s

- . . ”’
s - .
. - B

specifdic liability. Examéles_in
of interest agreements, cleara
-ments, and the like. Other

de bondLng, conflict
s, nondlsclosure agree-

‘- Agreements establ%sﬁi 1iabiiity’foﬁ°specific security

events. . 1. ;8
- Agreements not fo perform certain acts oYt a penalty
will be inc /

) ' ~
Auditor duldsreview the legal document fdr adequaty
ecti afforded.

t Isolatibmt/Diagnostics--The techniques used to as-

cOmpoflents comprising the total data communicatiohs.en-
tity.. These technifyes are used to audit the total-en- |,
v1ropment and to isolBte the offending elements either

on & periodic basis or upon detection of a fa11ure

Thgée techniques include: e °

.

- Dmagnostlc software Yputines
/Electrlcal loopback . ¢ e
;Test message generatlon ¢

J Admlnlstratlve and persOnnel procedures.

~vAuditor should reyview the adequacy of the technlques
sed for- fault "isolation., . -

rafning/ cation-—Trainingvand education of enmployees.-
serves bo® to aid in preventing problems and in cor-
recting them when they have occurred. It serves to R
clearly define respons1b111ty and to familiarize em- -
ployees with afcepted procedures. *

.’ P

"

Audltor .should rev1ew ong01ng educational polxc1es. .

_Educatlon a1$o 1nc1udes
.why security and” co
"zation. The poten

raining in the whys-—lncludlng
rols are important to the prgani-

1 repercusstcns of a failure apnd -
procedures or observe controls should
alsb be addressed.

~ ..

Audltor should ensure that management is aware of the
'‘need and’ advantages of educatlon and that tra1n1ng is
ysed on a contlnulng basis. -

Documentation--Documentation is a'precise description
- of programs, hardware, system COnflguratgg’, and pro-
cedures intended tp assist 1n prevention or problems,
Jidentifying the causes of problems, and receverigg from,

" the. problems It°should be suff1c1ent1y detailed to

@s51st in reconstructlng the system from its parts.

L
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. Auditor, should determlne that dOCumentatlon exists to . i
- the extent requ1red QO meet Yeasonable an;1c1pated néeds w o .
. (16) Testlng--The techniques used to validate the*hardware and S
Tt * seoftware opgfatﬁeg to ensure integrity. Testing, includ-
] . ing that of personnel, showl® uncover departures from L0
- : spec1f1ed operation. ) . .
i : Auditor shoulg determlne that testing exists Yo the extent .
" required. . ] ‘ ; . ' -
(17) Reporting and Statistics--The gathering and rep%rting of* . Y- .
T information‘ which defines the usage of all facets of the
data’ communlcatlons entity. The generation of exception
reports for management including: :
‘ N 4
- Traffic statistics . : e, :
. . Y] S ‘
7 -~ Maintenance statistics ¢ *
. ‘- Error performance - < oo _ ) -
. . . N b >
- -Terminal usage by time and activity. o~ :
< " . Auditor should determine that reporting and statistics . -
\ .« exist to the extent required fo Tﬁ;ﬁ future planning needs.
H x\‘ ' s - ' . oo ~
< ) . s . \ 4 ‘
. - * L4 ] ) S . .
- . > » - -
s \ . ' R
< " . Fs
‘q a “9‘ '
’ L I :
L T . N,
N :
4 ]
4 , v M g - Fl
\ Iy ’ T
. . ) i - [ '\'
. ) " v ’ . <
t ) ‘ \
) [ 4 - -
- .
) ’ . - - : . .
N ) » N Ve
\ '9 .\ 4 0
¥ ] ’ i . ..
. : \ N ‘_ . . .' \
. _ - S
- » * ? .
- . _— I
LT ’ . « ! L ' f %
« - , ”
\)‘ . ‘ ‘ . ) ! : ‘.
‘ERIC - s ‘ - -




«

~

.-PAéT XI«. PQST-PROCESSING'AUDIT TOOfSZAND TECHNIQUES
' Cﬁairpersonr Richard D. Webb o
Totche Ross & Company -«

~
»

. . - Participants:
| 20 :
Leo Deege - ” Michael J: Sopko !
Defense Audit Service’ "+~ GTE Service Corporation
Philip M. McLellan Norman Statland
 Royal Canadian Mounted Police _  Price Waterhouse *&% Company "
Albrecht J. Neumann, Recorder * Robert Stone .
National Bureau of’Standards - sUniroyal Gorporation

A
f

b
&

A

From left to right: Richard D.‘Webb: Philip M. McLellan, Zella G.
Ruthberg (visiting Vice Chairman), Robert Stone, Leo Deege, Mithael J.
.Sopko, Albrecht J. Neumann . ' :

-

ﬁ * ‘ . 'C # } ) EXS “
Note: Titles and addresses of attendees can be -found in Appendix A.
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A bre1f ‘biography of the Session Cha1rperson fo]]ows

Mr. Richard D. Webb is a Manager ‘in the Execut1ve ffice of Toutke
Ross & Company. He is responsible for research -and devélopment of £EDP
audit policies, EDP audit techniques, and EDP audit training. He had
significant .responsibilities on the EDP audjt team that investigated the
Equity Funding situation for_ the Trustees in Bankruptcy. He has design-
ed and implemented audit software packages and has been a financial and
cost acceunting systems consultant. Mr. Webb is a‘’Certified, Public A¢-
countant (IL) and a member of ‘%hg American Institute of Certified Public
Accountants where-he is Chairmgh’of the Audit Software Specifications
Task Force; a member of.the Cofputer Audit Subcommittee; and a member of
the Computer Audit Techniques and Approaches Audit Gu1de‘Pr039tt Team.
He was also a member of the ‘task forces that drafted the AICPA audit
-gu1des entitled, "Audits of Service‘Center Produced Records" and:"Audi-
tar's Study and Evaluation of Internal: Controls in EDP Systéms." He is
a member of the Board of Directors of the New York Chapter of the 'EDP
Auditor's Association and a member of ‘the New York Society of CPAs, Mr.
. Webb. received his BS in accounting from .the University of Minnesota.
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The chahge given to‘this sessjion was:

- -

P R -0 o Lt
- POST-PROCESSING AUDIT TOQOLS AND TECHNIQUES:® What are the post-
“proggssing audit tools and techriques ayailablée or needed for the
effective use of the varlous systeanourna1s and 1ogs i an aud1t
of computer seCur1ty7 ¥ . .

A
Many d1fferent lTogs and journals are produced or can be produced, that
provide important information to the auditor eva]uat1ng computer sécu-
rity. Two of the -major problems that the auditor often encounters are
the overwhelming volum® of sinformation~and 1nadequate ana]yt1ca1 tools.

Th1s session isrto consider the type of 1nformat1on needed the most
effective and efficient method of.capture, and the tools and techniques .
required fof analysis. Cons1derat1on should be given to what too]s are
currently‘available as we11 as-thﬁse needed to be developed.

., i v . .

?u

~

The following is a consensus report 1n1t1a11y :§y1ewed by the ent1re
group. ,
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POST PROCESSING AUDIT

OLS AND TECHNIQUES

~
.
R

‘ " . - A
LI - ST > )
. by ' D y .
\ ’ ‘4 . . ’. \\ N . * s
t N A. J. Neumann ' \
o vt _N. Statland i
? “- . }
C ! « R. D. Webb > . |
- ) ' - . G .
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 INTRODUCTION *
'/ ' - @ * -

This paper suimar izes 'the dlscus51ons and ‘conclusions of .the

session dealing. with posi processing audit tools and techniques. e

group consisted of a mix of external ahd internal audltors, secur ity

spec1allsts and -computer oglented generalists. EarLy in the

' deliberations’ it was agreed upon ‘to develop and-adhere to an outline, to
.discuss some'ba51c definxtlons, and to agree on a scope for a, securrty

Based on a common understandlng of the scdpe of the problem, we

" agreed to-:look at available data by dividing the total system-into

system access, input, prbcessing , and output areas. We would attempt to’
determine typlcaI\securlty aldit 1nformatlon réequirementsy ‘i.e.~what
1nformatldh would an auditor need in the post-processing envirvnment to
perform a security audit, and what information-might be needed that is

usually ndt availaple in today's environmént.

Néxt we would assess

-existing tools and techniques, and identify needed techniques.

The authors wish to acknowledge many contributions made during d&a

Miami meetlngs and’ constryctive comments made during the review of

D

>

several draft versions of this paper by L. Deege, P. M. McLellan, R
. Stone, and M. J. Sopko. H. Robinson arranged the original session but
was, hewever, unable to attend because of a last qgnute emergency. He
did’ however contslbute to drafts of thls paper.

L
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1 * ~ .
‘OBJECTIVES OF A TYPICAL SECURITY AUDIT .

[ C_ -

.. ’
L o

»
—

¢ \

\:-

8

The post processing act1v1t1es of the aud1tor are presented here in
.the context of a security audit and include conf1deht1a11ty, iptegrity,

»

"and availability of data.
with approved procedures

environments ranging from those requiring very little securlty, to

* They also include the degree of~“compliange
Our‘dlscgs51on was yintended tg ‘encompass

-
N

environments at the National Security fevel

Alsd, the context of the

discussion does not spec1f1cally address or exclude audits where the
objective is an opinion on: thé financial statements; system efficacy;
system- efficiency; or whether the results of" the system are used
effectively.

" -

--l.f\
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General objectives of such a security auditvwere agreed to be the
determination of the existence, scope and adequacy of contréls in light

of the level of information protectlon regulred by the nature of the , .
systemy “°* _ ] . .
Several spegifi¢ objectives were noted:” ** ’ '2 -

a. Determine that all transactions were completely processed and that
they were'processed once and only onee. (uniqueness of transactiQns).

b. Determlne that each transactlon is complete, accurate and authorized.

(completeness, accuracy, and authorization controls for transactions,
1 e. transactlon 1ntegr1ty) z\“i
& ! ]

¢. Determine that‘processlng was complete, accurate, and authorlzed ~I-

(completeness, ‘accuracy, andiauthorlzatlon controls of process1ng, i.e.

processing 1nEegr1ty) : , . J

" ‘ s

d. DeEermlne that distribution of process1ng results was made only to

authorized rec1plents (d1str1but10n control). K .

~ g .
e. Deteriine that data and the required use of system resources were
'recovegab@g\ frecoverability control) , . ® ,

f Determlne»the ability to detectsand analyze securlty v1olat10ns
(detectlon and analysls capablllty, i.e. vielation control).
It was understood that the audjtor would/have to first "understand
the system" being audited in order to, work towatds the stated
aobjectijves. Discussion of secur1ty audit 1ed to formulation of the
ofidwlng definitions. N :

. \
7 . . . f > -
. > ‘

] L ~ 5

, .
. .« 3. DEFINITIONS | ‘
. i ) (/ ; {

& . ¢

- , o

©, "Computer Security -- The protection of system data and resources

" from accidental and deliberate®threats to conf1dent1a11ty, 1ntegr1ty,

‘Note: ThlS«d%flnltlon coyers coﬁbuter securlty, ra;hen than data

and availability. 4 . - ) N o

-~ . - &
Computer Security,Audit — An examination of computer securlty )

procedures and measures for the purpose of evaluatlng their adequacy and
degree of compliance' with estab11shed pollcy

security, which is included in' the broader concept. It was felt that ‘the '

definition of security audit in FIPS PUB 39 a11ng with data security
only shoqld be broadened to the deflnltlon glven here.

‘¢
Post Progessing Audlt —— The post- -facto analysis of 1nput, process1ng,
and output 1nformatrgn for-the purpose of valldatlng compliance with

11-4, ,
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+  pre-determined system requ1rements 1nclud1ng those for securlty
‘ 2. o~
\ Log. —— A chropological record of data elements representlng specified
. actions taken for spec1f1c purposes during system operation. "Data
element" is used dere in its broadést sense to include appl;patlon data
gy as well as system.per formance related data etc. .
Tools vs. Technlgues —— A techniqde-is a method of accompilshlng a
. deS1r5d obJect%ve, thus a technique may consist of procedures that’ . X
contain several tools; or a te®hnique may empkoy several-*tools .
. alternately. For example audit software is a tool that can be USed 1n
. -many technlques . ‘ c ) . -
. Transactlon -— A colleétlon of daté‘about an event. It may be processe¥
K, or reJécted but from an auditor's viewpoint- should always be recorded
. The term is used here m its broadest sense from an operator , actlon at a
* ' terminal served by a computer to a financial transagtlon or a téxtuals

message. ~ . . C e ST e
o - ‘ S C f . & . -
R ~ ' N . N . v - \ o
‘J' .,m’:\ ;: PR ) ) " . ) < 4 : : e N -
o 4. SCOPE OF POST PRUCESSING AUDIT M

Je . v L e
. . - v . . <

3 o e ) N

Whlle the scope of a post process1ng aud1t extendd beyond the EDP
system proper and includes review of manual' and automated controls, this™
discussion, deals only with technlques and tools covering the EDP ‘system

"Propex: That is' the audit covers processing of transactions from tigé

’ - £ime of initidl conversion of date through intermediate processing =~ . o
* stages and telecommunlcatlons to the de11veby of output. The mode of
processing. (that is, on-line vs. .batch) was not considered to'be a r .
limiting factor, though several of «the Jogs discussed may be appropriate ‘3
nly in-oné or the other mode. The auditor is assumed to have“ . ' -

1

~e

sufficient knowledge of systems be able to judge the impaef of system -

perfopnance on security and also to effectlvely'ﬁev1ew manual areas ° .
. prior tp, conversion and subsequent to output. y Figure 1 'shéws in ) -
< diagr at1¢ form the scope of post—proces51ng security audit. | ) R
s, % ) : ' . ’f:\
. 4 ! ‘ : » * - ' e
: . - : o, [ \’. ¥ e 3 ."S‘
L s s : 5., INFORMATION REQUIREMENTS _ S
. ) \ e . ‘ BESN
- - S ) i . W e

. - . \
) - P

. ': Achlevement ‘of, the objectives” of a securlty aud1t generally B s
’ z requires information aboﬁ§ the following areas: ACCESS; INPUT, -, T
: PROCESSING and OUTPUT. ‘Fhe puditor should review each of thé greas and
, Took for information detail in a log showing the follow1ng five basic |
types of information labelded : WHO, FUNCTION, WHAT, STATUS, and TIME..
; (These are 1llustrated in tables" I"*through 4)
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TABLE I: SYSTEM LOG "ACCESS INFORMATION

.| WHO |FUNCTION| . WHAT STATUS | TIME

S - |.sysTem p | successFul/

(0| USERID | ENTRY Fg peyice 1n | unsuccessFut | °7
cppan | EXIT/ | SYSTEM ID. | | '
USERID : ! : 0wt o —
5 Lecease & pevice |, L T

Lot "'~ D=DATE

| B T=TIME
‘ &

TABLE 2: INPUT LOG INFORMATION

WHO . EUNCTIPN AVHAT "STATUS ~ | TIME

- . | RESOURCES |
~° | REQUEST | LE. FILES, S
| 'TASK ID-| TO OPEN | DEVICES, @%%%ESESSFSUFLJL D-T

, FOR,READ| PROGRAMS | .- .

DATA
FILE, DATA | .. :

N < ! . _T—
TASK 1D | ¢READ | piements | | D-T-SN;
USERID | ENTER | TASKID | . ~ D—T.

‘ ’ \ D=DATE  SN=SERIAL #

/. T=TIME-
' 206
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TABLE 3: PROCESSING LOG INFORMATION

" FUNCTION

WHAT -

STATUS

WHG™
“ “ .
TASK 1D

" VALIDATE

i

TRANSACTION |

TYPE

CONTENT -.

C L N/A

TIME

N/A

TASK 1D |

FORMAT
LOG
RECORD -

TRANSACTON

VALID/
. INVALID

D-T-SN"
EACH _|
TRANSACEION

TASK 1D

COUNT &
- SUMMARIZE

“+ N/A

(4

N/A- .

TASK 1D

FORMAT
LOG
RECORD

TASK COUNTS
& Sums

N/A

D-T-SN

TASK 1D

UPDATE

~ MASTER -

N/A

..~
z

N/A -

TASK 1D

'SAVE

MASTER FILE
LOG.

NORMAL/

|ABNORMAL

D-T-SN
Z0F .
TRANSACTION

I TASK 1D

_ SAVE

PERIODIC
BACKUP FILE

N/A

. ‘D-T=SN

{

TASK 1D

COUNT &
SUMMARIZE

DATA BASE

LOGICAL FILE

FOR EACH
TASK

NAA

P

D-T-SN

/

> D=DATE - SN=SERIAL #-

T TETME.
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‘TABLE 4: OUTPUT [OG INFORMATION -~

(UPDATE)

MACHINE OR] INCOMPLETE
HUMAN | |
READABLE

WHO [FUNCTION W.HAK . STATUS. JTmME] .~ &
.oy, | REQUEST [ R oy
TASK/ | "o FILE ID  FUNSUCCESSFUL | o |- ~
. ]USERID | : 7 AT DEVICE ID | DEVICE/STATUS
- | (UPDATE) * | EHANGE -
~ DEVICEID |
| Task 10 WRITE FILEID . | COMPLETEL | oo




j o - )
+ I\\ w
. WHO 1dent;f1es e catise or 1n1t1at1ng force of a transaction. The

cause may be.a’ person or a process, manual tasks, or & program

The FUNCTION 1s descr1pt1ve of a processlng action such as "entry",
"request to read"""valldate", "count" ett.

The items labelled WHAT Ldentlfy objects of the‘processlng actlon
They may- be flles, dev1ces, programs, or data elemerits.. .

R . - L

The STATUS 1nformat1on refars to the function and the associated -
cause and objects. An actaon may be complete or 1ncomplete, correct or’
incorrect, etc.

- 13
Y

TIME?prov1des a date—tlme stamp assoc1ated with the recorded actlon
and status. It provides Basic “time information which can.be used to
- determine audit trails, and in general to trace system continuities. 1In
some tases a transaction oy record serial mnumber will be assoc1ated with
a,date‘tlme stamp '

»

) 'Tables 1 through 4 show typlcal 1nformatlon requirements in tabular

form. These tables are not all rhclus1ve and should not be considered
complete in any way. They do illustrate a train of thought, and indicate
a methodology which, could be used to check sécurity information
requirements available in ex1st1nngystems, and those to be spec1f1ed

. for ﬁuture systems. No time sequence is to be implied by the position of

the rows in the various tables. Each line in these tables forms a basic
record ‘of information pertainings {o° security, -.which may be recorded or
logged and then processed at a later time for securlty audit. purposes

- - - .
\
.
-~ ‘ B

e
Wy 6
gl .
s
4

TYPICALLY AVAILABLE INFORMATTON
PICALLY . !

e : In most existing systems a variety of 1nformat1on is available for

postrprocesslng aud1ts A variety of 16gs are prepared rout1nely for-
account1ng purposeés, system maintenance and for system performance:

: mon1tor1ng A consale log may routinely record and print out coded |

© system malfunctlons in terms of error messages and times of occurrence.

' An event log might also record terminal ID and user ID of successful
system entries. It may also record,unsuccessful entfies and associated
passwords used on thdt occasion. Every user command, the ‘time of the:
command, and terminal and user ID.may also be Iogged. ,JFrom an EDP . -}
depar tment agcountlng standp01nt there should be records of the program
.or job run, the various measures used in bllllng (connect time, CPEU
time, resource units etc,); the user or qQrganization ID etc Some of
thls information is useful for‘securlty audits. .

S

.

1)




Secur1ty related information should 1nclude time of aCtlan type of '
actiony record,of unauthgrized passwords used, resource control,(and

'other means used in the v1olatlon.

v
)
|
1
k|
$

7. IDLUSTRATIVE EXAMPLE ELECTRONIC FUNDS TRANSFER SYSTEM

ALY . . »
'l

The next paragraphs illustrate security 1nformatlon requlreme ts in .

* the context of an electronic, funds transfer system. F1gure 2 shows a

- system block diagram, major :system components,, afd various logs used for

-

.,securlty purposes. A number of retail terminals aré connected to a

regional communications controller. Several o; these controilers may be
connected to bank computers or.to dach othet. Records and logs are
ma1nta1ned at the communlcatlon comtrollers and at central bénk -
ters.,
e controller malnta;ns a reference log and a journaks Bour major,
software functions ate postulagedffor the central computer: the sl

3,

operating system, and the inpuf, processing and output functlons. All
of these ma1nta1n approprlate ogs and records for security purposes
7 l Remote Termlnal Procedures . VF
’ A ) L t
Procedures at the remoteltermlnal are des1gned to build up security
information in, the various logs. A customer ‘is identified by.a personal
1dent1f;cat10n number ‘to resttict access to appropriate file segements.

" A transaction type may be entered, which permits validation of the

terminal’ use for_ the part1cular type of transaction. A further check
may be made on the terminal identification, which may be hard wired. -
Additional authorization codes may be requirgd to permit- credit
operations, adjustments i.e. returns, andg high value debit transactions.
Eaclf acknowledgment of a transaction is identified with a sequence
umBer ‘which is generated in the termihal. ,
. . . . .

[N ’

' 7 2 ﬁgpssage Securtty at the Switchlng Computer.

1

Messages are formatted 1nto message headers and the message
content 4

’ 7.2, 1 Message Headers A header usually will conta%n the follow1ng

;nformatlon.
. ) / -,

" -Originating terminal "ID _
Message- type designator - : ‘
Pr10r1ty code \, s
Message sequence’ number(ass1gned at each- term1nal)*
Routing~indicator - K :
Message character count

¥ .

‘e
S ?
&
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7.2.2 Message acRpowledgment and release. After validation of the .
message character’ count, the switching computer is™accountable for each
message ‘until the the.receiving unit e.g a, terminal, host computer or ~
another switching center.acknowled%es.receipt'of the message. If

- message count,‘origin or destination codes are invalid, retransmissign

. is requested, ‘using thévsame message sequence number.

w-g.2,3 Ledger Balahding. By maintaining a listsof input and output
_actions for each message, ledgers are maintained in ascontinuous state
+.- of balance, - b

5y . B O e R
7.3 Communications Processor Logs @ . .

@
-

All pessage ﬁe;der data’ are.maintaiﬁed on the reference log, wpile

meigage,conténts are stored on‘the“journal log. . '

7.4 Bank Computer Functions and_Ldgs'_'

The input function primarily deals with validation and editing of
the transactions. A transadtion log is maintained. The operating system
maintains a system access log, the 'processing function maintains a
master file log, while the qutput module maint#élins periodic back up
files, which may be used during system failyges to reconstitute records
and files. Tﬁ?lg 5 shows data.required by system log. Sign-on and
file entry wauld require use. of encrypted pas words, with associated

" indjicators showing which files, devices, pro§§%ﬁ9 may be usgd. Table 6
+shows data requirements for-editing and validating of input T )
transactions, while tables 7 and 8 show data requirements for procéssing “,
and updating, and for output. : ¢

. ) Y ! .

4 . ) ~
v . .
‘ / . LT \/ - o
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' . . . 8. POST PROCESSING TECHNIQUES

A

¢ ‘ ’ ~ *
S - )
. .

. Several post-processing.techniques were identifiéd by the working

" group. They are presented here by area and without guidelines for use
in specific circumstances since use\of a specific technique would _
‘require the auditor to consider sevekal factors such as timing and cost.

Ll

8.1 ACCESS _ . = . o | A
" #8.171 Unsuccessful aCcesses. List_all unsuccessful accesses by level of’

"security in order to detérmine who dccessed, and why attelpt was
. unsuccessful. Determine frequency and quantity. Determipe

characteristic patterns ‘and compare to”authorization tab This would
aid in detection of unauthorized users. .
P «‘ . * N q' ’ ‘0
» * » ° ]1"’]3 [ : -
’ . _‘. 212 '
g s » S .o 7 -




- TABLE 5: OPERATING SYSTEML — -

SECURITY ACCESS CONTROL LOG DATA -

WHICH FILES‘ DEVICES PROGRAMS ETC.THIS TASK MAY USE

: X WHO ° |FUNCTION | - WHAT: 'STATUS TIME
~ .~ |SUBSCRIBER §mﬁ§0u SYSTEM . | SUCCESSFUL/ |p 71"
S1-.m e DEVICEID | UNSUCCESSFUL |-
. suascmsen RELE] SYSTEM | SUCCESSFUL/ |5 4.
D RELEASE 1" Device ip - bnsuccsssml, -
* - | TAsKID l} L
", |suBscriBer ASKID | FsuccessFul/ |,
D, ENTER | TRANSACTION ' unsuccessrul [T
B RN :| RESOURCES | ° |
| REQUEST | . LE. FILES, é
S ToUSE | Devices, | successrur/ | ..
o TASKID | aceEss ’PRO%AMS, UNSUCCESSFUL DT
FORREAD) &L . [
S e '| PROCEDURES | - =~ |
‘. . COMPLETION OF TASKS 1&3 WILL REQUIRE USE OF A STORED, " D=DATE -
i ¥ \:4; ~§NCIPHERED PASSWORD WITH ASSOCIATED INDICATORS OF T"TlME

. A TRAP” PROGRAM SHOULD BE USED TO NOTE OCCURRENCE OF'UNUSUAL
7. TRAFFIC PATTERNS .
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.« - TABLE 6: SECURITY KEQUIREMENTS DURING %~
| E‘DIT/\_/ALIDATIONWQF INPUT TRANSACTIONS -
.| whe FYNCTION HAT . | |STATDS | . TIME-
‘| sk 1n 1. vaupate, mggz;\&f;w\;“m 1
i R '\g o e
o ko | | BT
/- ‘ WAl = [SVALID/ |(TRANSACTON
"4t | MRECORD- | % g '
5 ol ol B . TE‘RMINAL) &
{  |eount®ADD| - | . .7
T0 CONTROL N 8
| TToTALS [ TRANSACTION| o G|
MAINTAINED |- & SELECTED | v, | om/n’
~ . s . . ( .
TASKID & “ror gacH DATA, . N/ A. ‘-N/ A
TERMINAL BY | ELEMENTS . J— ~ | < > -
1. TRANSACTION L o
‘ TYPE . ' .

L : S DDATETWME SNSERIAL#

TABLE 7: SECURITY REQUIREMENTS DURING
PROCESSING /UPDATE OF DATA:

'\

“WHO | FUNCTION | WHATY, | STATUS. [. TIME . .
N — ——
\ .+ | MASTER AR IR
. - . ¢ 4 A #
|mskio | ypoater | VERCSR | T /A
'MASTER FILE- N PET=

A ' ~ { NORMAL/ .
TASK ID SAVE . | BEFORE/AFTER ABNORMAL | TRANSACTION |

IMAC SN

/ MAFE ON L0G /_ , .
— : ‘Jﬁ -

{COUNT & ADD WASTER FILE. 3

) ~ REEORDS
TASK ID | TO/CONTROL R . N/A "MASTER FILE
: SELECTED DATA -
OTALS ELEMENTS ‘ n ',A . - VN ¢ .

. : 8 L0 . ‘
) _ D=DATE '§N=SERIAL #

' . T=TIME VN,vmg ION #
11-15 ' . -
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TABLE 8 SECURITY REQUIREME T§ DURING

L /\ "~ OUTPUT OF DATA (
j WHO | FUI)ICIIDN ~ WHAT STATUS TIME |
- |.*=EORMAT *|. RECORD o
, " ” SuMMARY cou_NTs & . cr

" TAsK ID ['BECORDS FOR[SCONTROL NA | D-T-
S| o2 )| TRANSACTION |-TOEALS OF = b | SN-VN
. - & MASTER | ‘SELECTED
- " FILE LOGS: .| - DATA .
* ., | ELEMENTS SN
TASK/ | REQUEST | :‘FlLE D SUECESSFUL/ 1 -
- |USERID WRITE/ - | pevice ip | UNSUCCESSFUL| D—.—Tm.
A ~ UPDATE |. v | DEVICE STATUS| -
_ ' DEVICEID |. . -
: * WRITE/ FILEID " | N
2 ; . E
TASK ID|  UPDATE- .| FOR MACHINE ,ﬁgg"ﬁﬂé D-T .1
, .| IN-PLACE | OR VISUAL T !
~ : . .READ ‘
: .// . = .
' ' -‘- PERIODIC - D-T-
o - N/A
TASKIDL.  WRITE | prexup il N sn-vn

U

| EKC

Aruitoxt provided by Eic:

T

D=DATE ‘SN=SERIAL #
T-TIME  VN=VERSION #
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8.172 Succéssful accesses. List all successful entries to determine ;’
. ﬁgége patterns. Compare successful entries to, authorization table. -

8.1.3 Iog continuity check. Establish & log continuity check to
determine when the system.did not indicate that it.was in Use and check’
against preocessing schedule. Kll-unébheduléd bréaks in system activity
hould be explained. . ¢ . & - . o . .

o

\

4

. ' ‘ A ° ey o “ A
" 8.2 INPUT S ¥ _ . L

'~

o " Techniques 1, 7, 3 qpply%’s shown in ACCESS.

8.3 PROCESSING . = . U .

» ] . - . .
Here a variety of techniqies can be used to ¢heck processing
integrity and security . AR _ _ o

R _ ‘ ' N ' )
# °  8.3.1 Manual Checking. Manhalaqhépkiﬁg of a selected set of previously R
‘ - processed transactions ¢an be used to verify resfilts produced in.ar

actual, previous processing cycle. s .-

8.3.2 Control Totals. Indgpendent détgrmiﬁation of the control totals of

dctual files by means of audit programs permit checking of totals - 5

against reported totals produced by the system.

-

8.3%3 Test Data. System test data can be used to producé control totals -
or ‘results that are to be checked against predétermined totals. (base
case /-test decks ) - - - .

-

8.3.4 Integrated Test Facility. Here the auditor selects specia} X
transactions to be processed against auditor controlled file segments or .
. records. This method is used freguently ta test selected processing
"paths of on-line processing,’systems. This may be done on a regular or -
unscheduled basis, and provides a deterrent to fraud since thé ITF may
be dgsigned tg_ﬁé transparent to programming and operations -personnel. ,
They wodld thus not be aware of ongoing security audit- tgsting.

4

8.3.5 Tagging. Tagged transactions(i.e. transactions to which special .
codes have been assigned by-thé auditor) can be traced through the | :
processing of live production runs, in.order to examine intermediate

. ptocessing results. . = s

4

8.3.6 Extended Record Maintenance. Extended record maintenance can be
-7 used to add and maintain transaction records within a master file, that. .' ;
can be used to provide the processing history of a master file. In-line e
data collection provides samples of data,’ or stratification as an .

extension of the application program. ~
rd . 'i - -
o 11-17 ’
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, " programs.

NCritical calcul

-' ¢ ' »: - -
8,3.7 Tracing. Tracing can be used to document use of program moduled,
or program instructions to process specific transactions. It is used to
verify process logic and to identify unused portions of cdmputer

. - I\ . . N

8.3.8 Mapping.,Use of»prograﬁ analyzers permits mapping of all object ';
- program madules indluded in the load image library to determine what
. special conditions lead Yo the exXecution of each program modu}e.
R .o ~ ‘ <

8.3.9 Recompilation. Recompiiation of the source statement version of™
the program, and processing of the resultant object code 'against a. -
recent set of tragsactions can be done. A comparison of the two sets of -
results may lead t3 evidence of.improper processing. wAdditionally the
current source program can be recompiled with the resulting object F

" module mechanically compared td the current pgoduction module resident
in the library. This technique would identify modifications to,the '
object module not reflected in the source code. Once the source code
logic has been proven, an auditor controlled copy could,be maintained -~ )
for subsequent comparison with the prodiction version to detect program
modificatiens.— - C : ' -

* >

8.3.1¢ Parallel simulation. Parallel simulation programs using selected
application logic, calculations and controls, relevant to spetific
auditing tests can be used to reprocess selected actual transactions.

ions can be verified by processing in another language.,

, - Depending upon system complexity and the degree’of flexibilitw -

[}

*

.
e

available, 4§eneralized.sdftware package could be used to parallel the }5?
opé?atiog%éi a system. - .. * ) A
- v : . . '
8.3,;f/%etrieval Pregrams. Record retrieval programs can be used to .

olect transactions that either meet specified seleCtion criteria, or
are selected as a result of statistical sampling criteria. .Printed.
reports can be produced which can be used for further analysis and ,
investigation., ‘ .

12
Y . -
Y - > ~

s . i 4-’~

8.4 QUTPUT R -

-~

-The following'posééprocessiné techniques are used in checking

//{i system output. 4

v
-

8.4.1 Output Listing. List the outputs apd verify disposition of output,
including schedule compliance. ' . .

~ . i o . - s ' L ’
8.4.2 Authorization Listing. List authorizations (as in input).

The post-processing techniques listed in the previous paragraphs
have been sumparized and related to the security audit objectives in
Figure 3. It appears that fewer techniques are available for
distribution control, recoverability and violation contrpl, than for

dniqueness and integrity of transactigns and of processing.

’
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"SECURITY AUDIT ~
" OBJECTWES - -

ﬁ

r 4

PROCESSING INTEGRITY .-

e

uymuéu_sss )

@ | TRANSACTION INTEGRITY |
DISTRIBUTION CONTROL
RECOVERABILITY -

| VIOLATION CONTROL -

] -

, TECHNIOUES

' MANUAL}CHECKING
CONTROL mmts
TEST DATA«'
lNTEGRATED TEST
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E
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=
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- B TAGGING N
" [exTEnDED mzc#nn

MAINTENANCE
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MAPPING .
PROGRAM ANALYZER
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FIGURE 3. TE'CHNIQUES IN SUPPORT
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"2t ysed. together.

- ' 9. NEEDED TECHNIQUES- ~ .~ y -
.. : ' . « . x»_‘ ’ . “.'. ':f”", Lo .:§ N .o ’

- - cacien .
3]

) < ‘ T L .
. Techniques could be developed or improved in twa -areas, e of
logging security audit data, and analysis and manipulation o . logs.

. z
- L] ~

<

. .

[ . ey
i bl

* ¢ .9.1 'Logging methods A AU -
v, I .

i
'

E

: - RS A
Security of the secugitgﬁbg@gea"%ﬂ?‘ﬁi’;;be established. _Security
. data should be considered.for, éncryption, i.e. passwords and eritical - .
J Eectad? Fram 3 i ' i
; logs f;hould beg%gg&,ect i}fff:\r}i:’ma&thorlzed\affess.
";1‘," F >' l&_‘ . .
- Seturity logs 'can be'*ﬁgﬁtablivshed using one or more of the following
§ A " Ty e I . 4 N
methOdS: * ',';,',5‘ <, L .
* ., Tne simplest method wonld be to use the present operating system

‘ " séftware. This would provide only minimal protection because it is

= dependent on’ the operating system and the people who’control it :

A special*“purpose-device, i.e.‘a tamper proof, secure, recordi CL
microprocessor,” actuated by special instructions contained in all X )
.programs could atso be used. Such a device would'record all activity, - B
including use of ‘special ‘control. programs (e. g. “"super-zap"}, that °
normally leave no trace on the systems’log. Similarly such a device

-~ could record akl calls to program libtaries. -
A complete, hardware monitor similar to a cockpﬁ:'flight recorder .
. With probes at critical control points throughout the system is another
alternative. - It cou ovide a complete security log, with a proper
‘level of protectign,/ independent of the system being monitored. -
T ( A - oo o
9412 Software Tools ‘ - . . ® . ' )
4 . - v .
It was the'consensus of the group that much can be done’ with
existing techniques, and that no new techniques needed to be developed.

3 ¢

S ’ ;- } ,
Existing audit software could be made easier to use, and degrees of
improvement could be made. Also existence of software capabilities needs~
.to be publicized,— many auditors do riot know "what" is available . -
V' "where". ‘ Ty ' . o .

@ ~ Available tools appear to be too cumbersome to use, and'éften are -
Primitive. For example, certain procedures deséribed earlier, though ’
having common objectives, generally reguire complicated programming. to

+ accomplish their goals using today's tools. Higher level software to

%" .access logs for audit purposes could be developed. . .
;,’\Eﬁllen}ent;s in-th gvarious tools are often not coordinated, e.g. R
115 tracihg and mappiféi#. ~¥hese techniques are generally appropriate to be
" used together, and éi’ligi,es could be developed so that they could pe .

e

- L 11-20 ©* - e S
ce . \ - .
! - ’ . . \ o L ,
C e 219
Co ey _ R




. L ~ .
o ) 10, CONCLUSIONS AND'RECOMMENDATIONS:
. /.I .- ) /, R -‘.
« Information should be published for the benefit of auditors on
"what"-audit tools aré available."where". That is, a catalog of tools
for security audit should be developed. This catalog would provide
details of components,- and would be indexed according to’ techniques,

hardware, and software requ1red to use the tools. Comments, abqut the
level of. d1ff1culty would also be 1ncluded .

. " Security log data should be built into new systems durlng their
development. Security oriented personnel should paticipate in planning,
. development and design of systems, to insure audltabllity -

Secure logglng hardware components should be explored, to prov1de
tamper—proof recordlng capab111ty for security aud1t purposes. -

<

* '] ’ * - ]
L.}
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IR N EDITORS' NOTE.. - \ g

A breif biography of the Session Chairperson follews: '

Dr. Hart J. Will has been-on the Faculty of Commerce and BuSiness
Administration at the University of British Columbia since 1969, first
as Assistant Professor and currently as Associate Professor of Account- -
‘ing and Management Information Systems. His teaching and research in-
terests Tie in: MIS analysis; design, audit, control and security;-da-.
ta base management and administration; and audit software in general
and ACL (Audit Commapd Language},in partictular. He has worked, con-
sulted, taught, and published extensively.in .Europe and North America.
: His activities intlude: Chairman of U.E.E. International Symposium
- on Computer Auditing; Legal and Technical.Issues, St. Augustin, Ger-
* many: GMD, June 18-2Q, 1975 'and Editor o ‘Legal and Technical Issues of
. Computer Auditing, the Conference Procefédings; visiting Research Pro-
sessor, Gesellschaft fuer Mathematik and Datenverarbeitung (GMD), St.
Augustin, Germany 1974-75; founding chairman of an informal DBMS workl‘r
- shop, 1976-77; and currently Associate Editor of INFOR, Canadian Jour-

- nal of Operational Research and Information Processing 1977. His de-
grees are; Diplom-Kaufmann (Free University Berlin),.Ph.D. (University -
of I11inois at Urbdria-Champaign). ' o )
? C
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‘The chaxge given to this session was: )

* INTERACTIVE AUDIT TOOLS AND TECHNIQUES: What are thé.interactive

g*"_ audit tools and techniques avdilable’or neéded to permit on-line
auditing of computer security? . . .

-~

—

The Institute of Internal Auditors considers internal audit a managerial
- control which functions by ‘measuring and evaluating the effectiveness
vpf other controls. It has becgme increasingly difficult in an ADP en- .
vironmént for the auditor to fulfill. this responsibility in a respofi=:, .%ot
> - sive way and continue to audit on an after-the-fact basis. The speed” . .
' of processing alone requires a different approach. R -
This session is to explore the audit tools and techniques.that can be
- applied today and ‘those that are peeded, tq be developed which will per-

v . N

‘mit on-Tine evaluation 6f data integrity.’

-
¢

- N .
. . -
\ . &
. .

v

' The.conéensus report that.follows was deve]oped and reviewed by the
entire membership of this session. ‘ M .
%.‘. °~v - § !
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‘be1ng used on a partially interactive basis.

11.1 .. Introduction

of possip!e areas for further study.

IS
-
-

Interact1ve Aud1t Too]s "and Techniques
A Group Concensus Report

< Hart J. Will and group'members .

1. EXECUTIVE:SUMMARY .

: . 3 co \ .
1.7.1 Interactiveness ) . R

. In an audit context, 1nteract1veness is usually interpreted as on-
11ne cod1ng of audit programs, although the interactive audit prbgramm1ng
feature is available only in relatively few systems. Another dimension
of interactiveness is on-1ine audit processing in-a human-machine dia-
logue in terms of free-format audit investigations uf a computerized in-

) formation system.. In regard to computer -security, some‘use has been made

of gather1ng on-line system. performance information (SMF, time-sharing
session data, etc.) for purposes of near 'real- time monitoring and camtrol.
Yet «in a compgter communications system whi€h is itself highly interactive
and. where use of data base tethnoldgy is predominant,. the requirements
exist for increased capability to use the computer.also as an interactive
audwt "tool.

a N -
L4

1.1.2 .Research and Development ~ . é//
1s and techniques that are
Interactiveness is desir-
able ‘in the development and maintenance of performance The warking
group believes that research and development is needed with respect to
true interattive tools and techniques. //}he report includes some examples

'There are many existing computer audit t ?

1.1.3 Subject Areas . .= - s ~,
R Eal
The f0110w1ng subJects are of’ 1nterest to the groyp . W
-Interactive<use.of ex1st1ng ‘audit tools and techn1ques to Fncrease
- audit efficiency.
-Dev&lopment of new/too1s and techn1ques in order to facilitate the -
performance assurance process in general, and auditing fin particular.
-Development and use of techniques to increase the aud1tab111ty of

computer systems _ - " ’
1. 2 Summary = . e .
1 2 Performance Assurance . C : }

* The summary f%emework is that of pérfgrmance assurance, which is .
’ ) 12-3 . . c
‘<. .- '. 223 < .“
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defined as the, assurance'that a computer system is performing its intended
funct1ons gj} a specified degree of acguracy, timeliness, and data se-
r1ty, an t it is not.performing unintended functions. Performance
assurance is the domain of several different kinds of people and. include
the Certified Public Accountarit, senior organizational manageMént, inter-
nal audjtors, the quality ‘assurahce function and operational management.
Basic definitions and objectives are covered in sectiqn 2. Section 3
describes the performanée assurance function in terms of four activities:
_-Project contro] obJect1ves ' . ‘

" " -Information ‘gathering. ; '
S -Analysis and evafﬁatfon i ' ' - -
. © -Tesging ” -
*

1.2.2 Ex1stgng Tools and Techn1ques X \ ' - T

Ex1st1ng too]s and techn1ques that can be used 1nteract1ve]yiare
discussed.in section 4.k - ' E - A
‘1.2.3 Needed Tools and Téchniqhes . N ‘ . £

Additional needed perférmance assurance tools and techniqﬁesithat'
should be qui‘te useful in the detectiob of malfunctions of systems pro-
cedures or-control are discussed in section 5. It is possible to identi-
fy sxmptoms-relating to data or program errors, nomalous activity, ac-

© cess contro] breaches and any attivity that exceedspre- determ1ned thres-

holds.” " The fallowing eategories of tools measure these symptoms

-Near real-time error detection and correction. . .
-Monitoring dfw-adequacy of cgontrols. ! AP o
s =-Measurement of dejign accuracy- T < 7 :
’ -Program modification control. ) do :
. -Mon1tor1ng of system troub]es or act1v1}ah———/ L N
1.3 Use of Interact1ve Too]s and Techn1ques e

The work1ng group has 1de tified two major categor1e§ of uses for
interactive compugnng They: agk interactive audit programming and inter-
active audit processing. Theselare defined in se9t1on 2. of the report.

In the case of interactive audit_programming, the benef}ts to the auditor
in devetoping his audit programs are similar to the benefits in deve]op-

.ing and debugging any. computer program. Interactive audit processing

proyides interactive access to report data/files and 1nteract1Ve execu-

. tion ofean audit program

s
3

Inter tive access to report data/files refers to the 1nterrogat1on'
by the audiffor of report data/files which have been stored by the system
controls on files for this purpose. Examples would 'include frequency
counts of various types of transactions on specific data Jn attempts to
penetrate secur1ty funct1ons 3 A . \

Jnteract1ve execut1qn of an aydit program refefs to the stepwise ex-
ecution of an audit program'prov1d1ng the auditor the opportunity to ex-
aming 1ntermed1ate resu]ts in-line and base the next execution 'stepin

v : 124 s

. D . P ’2’,‘ . .- s,
—/f&:;_?‘;%f’ . : ' d‘I. °

-




.

.
e

The work1ng group has conc uded that 1nterac ve techn1ques for au-
“diting has not been wide spread., The reasons identified include: (1)
Interactive audit programs are nqt/w1de]y available*ang¢ auditors are not
accustomed te 0perat1ng in this mpde. (2) -Interactiv aecess to report
~ data/files requires that controls be built into ‘systems| to col]ect these
data and to create the report f1]es The needed controis have not been
formalized sufficiently to provide for extended auditability. (3) In- .
teractive execution of an audit program requires new sofitware design for
the auditor to use. Few such processors exist and those\that do exist “
have not received sufficient acceptance and exposure.

*

1 4 Benefits of Interactive Tools and Techniques - =

i
Al

A number of benefits can be derived from the use of interactive )
tools and techniques to facilitate the performance assurange function.
Since their cost effectiveness has not been fu]]y exp]ored,,further re-
search and evaluatioh is warranted. P T

- 4

Interact1ve t001s and techniques facilitate the f0cps1n on system ,
or control functions in as much. detail as is needed (Zoom -}ense effect) /
They allow the review of events in near real-time, thr0ug,§%ont1nuous up-

dating of audit tra11s and recorded events. This pr0v1de the capability
to: )
\\ -Screen for file status conditions. - . -/', - -

-Determine exception conditions. ' A ‘

-Summarize relevant data or conditions. - ' 1 '

-Disp]ay unusual conditions. ‘ ,

O o

They may improve audit effectiveness by providing 'additiona capa-
b111t1es for determining characteristics .and usage of controls.

They may increase or improve the efficiency 0f audit by a110ﬁ1ng
more 1mmed1ate return on audit effort.

.
©

They imprqve_ timeliness of auditing through pr0v1510n of immediate
feedback and allow c0rrect1ve dction t0 occur without de1ay, thus: reduc-™
. ing exposures. r P .

¢ @ -

They reduce c1eri?3L effortfggg/aﬁd7t ﬁreparat10n and allow the ‘au-

ditor to devote more time to profeSsional effort and ana1ys1s ;

=

~ .
3 N
5

, 1.5 Further Deliberation and Research . T~ s < ”,

The group feels that further de]1berat10ns and research are required
. in the following areas:
-Spec1f1cat10n of design and performance requ1rements for 1nteract1ve
audit tools and techniques.
\ - -Designs of -inteéractive audit tools and techn1ques for interfaces
¢ with operating systems and data base management systems.

—Behav10ra] aud1t research to study audit behavior.in an jnteractive _

B - PN 1 .
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_ human-machine mode 6f operation. - ' o -
‘ —Deve]opment of a comprehensive audit and contro] theory to guide
Rerformance Assurarice (PA) professionals in their activities and

software designers in the development of appropriate audit topls
-and techniques. | .

N . - ’
% , . .

L 2. . GOAL,.OBJECTIVES, DEFINITIONS =~ ~ ‘4
2‘1 . Goal ‘

‘ ’ The development of an auditjng approach for the use of on- “1ine or in=
teract1ve techniques. to achieve performance assurance in computer systems

¢
¢

2 2 -Objectives
\1«

. . . . .
. - , ‘ .
ar .
.
A -

niques.
-Review and define a
©  puter systems.
-Describe toels and techniques ava11ab1e and specify needed ohes.

-Define the scope an:d/?qu1remeq$s for 1nteract1ve too]s and techz

itability and control character1st1cs 1n .com-

P _ . -Develop Criteria for the use -of these tools in specific systems °
‘ _epfrivenments and define the required 1nterfaées (e.g. with Data?
“Base, Operat1ng 5ystems) , o . . ,
\\)2 3 .Definitions - o

3'] Pérformance Assurance

»
?

. Assurance that a computer system.is, performing its intended fupctions
within a specified degree of accuracy, imeliness, and data security; and
that itis not performing unintended functions. The level of accuracy
‘depends’ on the critical natufe of the applications, and files {master
. files, tnansact1ons and programs) as determined by management criterja:

2.3, 2 Interact1ve Too]s and Techniques. ‘
a31w5~ Tools and techn1ques that provide both interactive aud1t programming
and interactive audit prdcessing support. As such they+facilitate immed-
'{ate acCess to.or uses of live files (master files, transactions and pro-
' grams) and to performance assurance data. This includes interactive ac-
cess {0 app11cat1on and control files as Wwell as continuous d1alogue be-
tween human and computer systems. (See Figure 1, )\\ )
2 3. 3 Interact1ve Aud1t Programm1ng ’ / . \§'

AT '

. Thé deve]opment of a computer audit program by means of a 1anguage,
i.e. the auditor gets immediate feedback from the lanhguage on syntactic,
“errors and preferably semantic errors as well - such that the audit pro
gram is 1nstantaneous]y debugged and ready for ﬁmmed1ate (or deliberate-

1y de ) test and/or execution. Antonyms: ‘ generative (complier-
- dependent) programm1ng, host 1anguage programming. :
N . . . . /13 q & . _. ) , .
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systems of diverse designs. o . -
A?tonymsi Bétcp’auditing, ., ( ‘ ) .

“2.3.6 6ﬁ-Ljne Auditing L o § .
\%r Refers to th? capability to ayqft'in an intéfactiVEiﬁéﬁ;;r::. ) )
2.3.7 Auditing of On-Line Systems . ° - o o

L‘ ) ’ ' . . . . k
2.3.4 Interactive Audit:Processing . 2 N
R ' / * - - N
Interactive Audit Processing performs immediate, interpretive execu .
tion of computer audit program steps and -whole audit programs against on-
line files upon issuance of simple, often terminal-initiated commands. r// o
* Antonyms: Batch audit processing,,Off-]jne file processing. * N

2.3.5 Ipteractive Auditing . . =~ . ;: ) SN

-, ) - . : ’ . L Vu'. . oo
Interqctive;auditing is ‘dependent on interactive audit programming
and interactive audit processing facilities as part of a "selfacontained"

audit software system which can be interfaced with client informatjon

Reféﬁ§ to the capability to audit both(the-sysie s themselves and
their controls where the dominant mode &f processing is on-line (e.q.,
air];ne reservation system, real-time process control, data entry systems,
etc .‘ . .o ° . . h e

, , . - : . ! .

2.4 Performance Assurance Functioqé, T i : .
2.4.1 Model .
: . ] . .- .
In order tq deneralize the term gauditing" the group -decided to il- (I

Tustrate the previously defined term performance.assurance functions" « .~

as shown in Figure 2. - ; : . .
. - v - - SR ¥ "B ° o
- ' / CPA » "L’;\}K - . .o

INCREASING . . =< — S
z{, » INTERNAL AUDITOR * . ‘.\\ ST
L. . INVOLVEMENT — - — * PERFORMANCE * <
A . 3//QUALIT¥.ASSUBANCE FUNCTIONS*W\ ASSURANGE ™. -

" Z{?PﬁRATIQNAL AND LINE MANAGEMENT \  FUNCTION
~—\ COMPONENTS..

‘OPERATING 4 _

SYSTEMS/PROCEDURES/CONTROLS . . -
. - _ _\‘ -— - “ — N Y
e PERFORMANCE ASSURANCE FUNCTIONS _. L )
o . * PERFORMANCE ASSURANCE™ . - . '
s . : ' A 4
N \.. Figure 2~ - .+ 7 ' R .
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2.4.2 CPAFufctions  ~ » | ~‘g§\v/. .

. o . . .. ..
. To review, evaluate and test an informatign system and "its contents
dn performing an objective, independent examindtion in order to. express
an opinion on financial statements. - S
AR S o & ,
© 7. '2.4.3 "Internal Auditor Functions . N

- So >

-

> To ensure that data is processed accuratély and.that assets are be-
ing properly safeguarded. ' ’ .

2.4.% Quality Assurance Functions

. To monitor and develop standards to msure efficient -and éffective
E . management and utilization of cComputer resources.

»

N i
Ty

2.4.5 Operating and Line Managehént Fuachons \, i

-

. To d}ovide continuing evaluation of the development and.effective—
_ ness of management controls and degree of compliance therewith. Controls

should be reviewed for: . -t g
-Effectiveness’ o o
-Completeness ) - - T .
-Consistency. ’
[ ) ‘ - N

3. PERFORMANCE ASSURANCE ACTIVITIES - -~
3.1 Introduction\\\ o . ] o ‘ ‘
s "*  The purpose of the performance assurance (PA) function, as previous-

1y defined, is to determine that a computer system is performing its in-

tended functions withinya specified degree of accuracy, timeliness, and
.* data security; and that it is not performifig unintended functions. Ther

other part of the definition mentions that the level of adcqracy depends

on the critical nature df the applications and data as determined by man- ’(

.

agement criteria. - .
, In illustrating the Ect{vities\of the various groups involved with
" the performance assurancefﬁunction we decided, for the purpose of our
\ deliberations, to identifypihe following:" S

‘ -Setting PA objectives

L -Gathering "information C .
‘ws - ~Performing PA analyses and -evaluations
- -Designing and perf rmipg PA.test procedures. .

These activities are 'used jn the next two sections for cross-class?

jfication purposes’with existing and needed PA tdols “and techniques= This"

way it becomes possible to illustrate how the various tools and techniques
. can be used by -professionals involved in performance assurance activities.

- - P ‘ * v
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3.2 Setting PAQbjectives

' There are two types of objectives to be considered in performance
assurance. The first type of objéctive relates to the nature and purpose
of the performance assurance testing (audit or testing objectives). - The

_second ‘type of objective refers to the system to be tested. A system

ontrol objective or set of objectives are established as the basis or _

the framework to use in developing the ‘system, procedures and controls

for any system elements (app]icat?bns). The system control objective's
descnge what- the system is to do, i.e., in effect, the goal to be accom-
plished. The objectives aregdeveloped from criteria set forth by manage-

ment “for that particular are®. . - 2

A development team, forexample, in designing a systef, in establish-
' ing the detailed procedures, and in determining the type and extent of.

‘internal controls to be built into the system, can relate the_procddures :

and particularly the internal controls back to the objectives:

In situations where system control objectives have been defined, they
" “may be also useful to the performarte assurance group in evaluating the
. controls uséd in the specific system application. An end result of any”
design and implementation of a $ystem, procedures and controls should in-
clude a set of documentations detailing and describing the user and the
computerized internal control technjques built into that particular ap-
~ ‘Plication. This "statement of internal control techniques" is extremely
important to the performance assurance function and could be a standard
for all systems. C ‘

—
1)

3.3 /_ Gathering Information ~ .
~ The information.gathering phase of a performance assurance function
.. can be described as the obtaining of all the necessary 'information and
data needed in order to review; to evaluate g{ to establish systems, pro-
cedures, and controls. The material go be gathered includes, for example,
‘the statement of internal controg techniques, detailed or summary docu-
mentation® narrdtive descriptions. of the systems and procedures, flow
charts, authorization listings, and similar data. .If this type of infor-
mation and data is not available, it becomes -necessary for the performance
assurance group to develop or prepare the material for- analysis and eval-
Juation. Once the group performing the performance assurance function is
“required to create any or all of the data required, thatsgroup performs,
in effect, functions that the systems development group-should have per-
-formed. The existghce of theqnateria]\descrﬁbéd above is extremely im-
~portant to the pepformange assurance function and could be a standard for |
all systems. Z '

<

X

34 Performing PA Analyses and Evaluations
" “The analysis and evaluation*process culminates in the design and per-
formance of tests with respect to the systems, procedures and controls.
These tests may in turp,»lead to further analysis.and evaluation.
A f . .t
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.Two factors influence the analysis "and evaluation act1v*t1es the:
critical nature (mater1a]1ty and importance) as well as the complexity
of the'system application.. Testing of an application becomess more exten-
sive and more sophisticated when an application is critical and complex. RS
In these situations, 1t\1s important for the various groups involved in
performance assurance to be aware of interactive tools and techniques |
that are available for use\gn on-line testing and in testing of on-line
systems With kpowledge as to when and how they can be used. in the tést-
ing process, audit programs can be prepared and executed interactively.

—~  The available flexibility allows as to focus the testing on <important
control areas, on risk areas, and on the proper balance betheen comp]1ance
and substantive tests.- In addition, the test.programs can be prep&ﬁ&d M
to utilize non- 1nteract1ve tools, and techﬁ\ques where appropr1ate =, P

. * -

3.5 Des1gn1ng and” Perform1ng PA Test Procedures
Based on the analysis and evaluation of the system, its’ procedures
and controls it becomes necessary to design and test the key controls ‘
that are being relied on. This activity can be performed in the follow-
ing steps: -
N._-Select the verification technique,.
-Determine if computer assisted teehniques will be used
-Prepare and perform the test procédures.

Py

I

. -Review test resu]ts and determ1ne if further tests are required.
- 3.5.1 Select the Ver1f1cat1on Techniques ‘ ' o
» i - ) /
In general, two approaches can be app]ked in ver1fy1pg contrp]s and - | v
processing: . ’
-Test af results: Select one or more key files or outputs of pro- -
cessing and confirm the results. : .o
-Test of processing: Perform specific tests of the q¢1t1ca]
processes and controls directly. - / . ) >
. . 3 4 F \
.~ 3.5.1.1 Test of Results ' . / ~

¥

Verification and testing of results is usually peréormed by.compar-
_isons of results with 1ndependent files, organ1zat1ons.or physical items
or by reasonableness tests. ' Examples qf the former wou]d be: compar1son °
of computer records of personnel pay rates and inven ’ry balances to in- !
dependent pewsonnel department files and to physical inventory counts.
Examp]es of the latter @9u1d be tests of values'with expected ranges or
comparisons with similar information.such as budgets and rejy]ts of pr1or
per1ods .

_ 3.5.].2 Test of, Processing . . o

discussed in the next two sections to test pecific manual and computér -

- Verification of processing 1nvo]ves*sQ§cjfic tools and techniques
controls and processing steps. For exampl the snapshot techniqué re-

. “sults in a list of each step of a computer program as if it is being pro-
cessed and the status of key data elements as they are being.modified.

con o My
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3.5.2 DetermTﬁe—;;_Computer Assistedlﬁethniques'Will Be Used . .

Use of the computer will depend on: T .
~-The nature of the control. Supervising, for examp{e,/%s a control
pr1mar11y ‘teste by observation’or by review of dod§mented super-
visory actions. ‘Integrity tests of a 'data base ma¥, conversely,
‘. requiré-the -use of.a computer. -
. 1ab111ty of computer files and process1ng t1me ., -
, «Cost justificdtions. = " e
‘~Computér skills to deve]op a computer p ogram, if needed.

o A‘ - .o

3.5. 3 Pr@pare and Perform Test Procedures . '

The prepar1ng and performing of the test procedures are themse]ves
subject to“controls.. The controls must &nsure that the programs and pro-
cedures are designed to achieve the desired test objectives and that the
procedures and files are used as specified. Commonly, compliance and
‘substantivestests are distinguished although they tend to overlap and the
same test may be app11ed both for the systems and for the data tests Ye-
spect1ue1y .

~

S

’ Substant)ve auditing re]ates primarily to the financial statements =
as of the end of a fiscal year.. Substantative- tests are applied to the
verification of dollar values and financial balances rather than the vefe

1f1cat1on of internal contrql. Their extemt is “governed by the re11ance -

on internal controls as determined by comp11ance tests. .
3.5.4 Rev1ew Test Results and Determ1ne 1f-!urther Tests Are Requ1red

Th1s step is an analysis and evalugtion funct1on to ‘ensure, that the
test results are valid. It assumes that the test methodology, procedures
* and results are documented for subsequent, independent review in a final
eva]uat1on of controls and related re]1ance and exposure. - v

The endresult of performange assurance is the determinatian whether
add~to what extent reliance carmbe placed o 2 system and the results
of system processing. While the cdnc]us1ons reached by .the.separate
groups_may differ to some e{@?ﬁ?"they each rewview the results of the
testing to estimate sy§Tem r&iability in reaching their respective con-
clusions. . , \\/ﬁd

-
* -

&; ) o .q\ ’. ’
- 4, EXTSTING PERFORMANCE ASSURANCE TOOLS AND TECHNﬂQUES

.~7‘ . ~
¥

-
-

In an attempt to review existing performance assurance (PA) -tools
and techniques in the context of the previously identified PA functions,
traditional batch and interactive’ too]s and fechniques were identified=

‘%kgerately These are summar1zed if Figure 3. - s .

™ - A <;;’
On each of these, brief comments are oﬂ%ered in terms of advantages

, ©o12-12 . . e
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and d1sadvantages, &1though no attempt is made to exhaust the classifica-
tion possibilities. The major purpose of the éxercise was to identify
gaps for needed PA tools and techniques that are discussed in section 5.
- - N :

4.2  Batch PA Tools and Techniques . ’
- 4.2.1 Utility Programs o »

‘ Programs prov1ded by or acqu1red from hardware wéaﬂors and software
companies to facilitate efficiency, utilization, mon1tor1ng and documen-
tation. Because of the vast number of these, a short list may suffiicg
to 111ustrate the variety of these systems:

-SMF~(Systems Management Facility) ' ’ ) .
“Automated Flaw'.Charting Systems '

-Data Dictionaries,

-Program Dictionaries

-Library Systems for data and programs

- -HMBLIST (utility to detect IBM 0/S modifications)
N -Comparison systems (source to'object)
a. Advantages

1. May be available at no or low cost. -

Provides additional facts for auditors and a]]ows the aud1-
tor to probe into computer systems beyondga data fide and
transaction or1eﬂtat1on .
. D1sadvantages

\].” May require add1t1ona1 techn1ca] expert1se, “(i.e. operating
systems, DBMS, etc.)
Not tested and 1mp1emented as "audit todls”.

I

2.
422 Test Deeks . ' -

« ¢
Hypothet1ca1 transactions and work file records des1gned to tesf ‘the
+ cont¥ols and accuracy of program logic..

“'a. Advantages . Pl ’ . - ‘
, 1. Provides.a highty specific test of individual control fea-
tures and exception conditions. . %

b. Dlsadvantages < ‘
1. Difficult to deve]op and ma1nta1n test data. due to program

modification.
\ 2. Requires spec1a1 computer runs unless a test modu]e is avail-
able. i
3. _ Seldom comprehensive enough to provide an.adequate test af
e ’ " reports and statistics. An audit standard should be that

test data rs"hever posted to live f11es

»~

-

‘ 4. 2*3 Aud1t Modu]es N . -

Special audit subrout1nes are somet1mes contained. in app]1cat1on pro-
grams to perform specific audit functions such as an aging.of accounts
or to eliminate the impa¢t of test data on the printed reports (see 17F

~on the following page). ( . _ .
a. Advantages . ©, - -
. e 12-13 o _
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T NG
. 1. Provides for the execution of special aud1t tasks if requ1red
2. Can be "triggered" at any time. .

. -b. Disadvantages™ - . - K - .
1. Require expert programming and depend1ng on the des1gn,
N —~special operating procédures. . .
2. May be invoked by non-authorized personne]. ‘ %
1 ) .

4.2.4 ITF (Integrated Testing Facility)

Means of pass1ng test transactions through a computer system simul-
taneous]y'w1th Tive transactions without adversely affecting ]1ve,{ les
- or outputs. A separate set of outputs, including statistics and reports,
are produced for g minicompany. This not on]yﬁensures that the.test ma-
terial -does not 1nterfere with any outputs concerning the real company,
but also enables the auditor to .check that statistics and reports are
being prepared correctly. -
a. Advantages - SO
1. Testing in a live epvironment rout1neJy
" 2: No special rugning time required.
3. No effect.on live records. 2
4. .Provides reports and statistics.
b. Disadvantages
-1. Difficult to produce and maintain a complete set of fest
data. v -~
2. Requires special programming to 1ntegrate the test subsy$tem
with the Tive system. .

o

4.2.5 Test Data Generator

A computer method to generate hypothet1ca1 transact1ons for testing

purposes. P
a. Advantages mgg§$a_ )
. 1. Automated development of test transactions and work file '
records. .

%
I'4

Sy

4.2.7 Tracing
-~

t

b. Disadvantages -
(See Test Decks)
» . . Fi .
4,2 6 Snapshot > ’ , .. |

)
Technique of captur1ng the status of data at a part1cu]ar,p01nt in
time of the produc1ng cycle, e.g., triggered by specific transaction types,
that are £dentified by "tags" (tagging). )

a. Advantages .
1. A good method for a very specific purpose.
2. May reduce "logging" requ1rements ' . I

b.> Disadvantages p
1. Requ1res frequent monitoring by auditor’ to avoid "overctag-

ging".
M$y be too limited for genera1 audit- . applications and may \\\{
fect proper "]ogg1ng procedures negatively. . '

'y ~

3
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A techn1que to 1dent1fy the .sequence of actual except1ons of pro-. ,
gram code, triggered by specific transaction types - identified by "tags"
~ on conditions (as under Shapshot) . . .
a. Advantages : g 3 ,
(as under. Snapshot) : . T ' . -
_b. Disadvantages ; : '
i{as under Snapshot)

4. 2 8 SCARF (System,Contro] Audit Review F}]e) . K . , r T
\ . Incorporatﬂon of auditor - determ1ned reasonab]eness tests into nor-

mal data processing applications for the purpose_of tagging and/or ex-

tract1ng exceptional data into audit f11es

2. . Advantages ° .
* .. 1. Continuous exception reporting (see Audit Modu]es) ' 3
b. Disadvantages
1. Processing time , ' . . b

°

4.2.9 Audit Software Packages .

High-level, data process1ng 1anguages togprov1de data access and
cOmputatlonal man1pu1at1ons in addition to specific .audit functions such
‘as ag1ng, confirmations; samp1ing, etc= The functions performed by the
var1ous software packages are not all’ equivalent in terms of;

-capabilities, i.e. computat1on, sampling, compares, etc

~-interfacing with déta i\Te ,’ DBMS and file structures);

~-efficiency of execution Ti.e., running time, auditor"preparation,

etc.) o é . . » ;
a. Advantages ‘ °
1. Provides independent data gather1ng and ana]ys1s of data
- files. -
2. TImproves efficiency of audﬁtor time and can assist in ex-- ,
panding the scope of aud1ts «

3. .Provides access to the entire’ un1verse of data.
b. D1sadvantages
1. Prdtess1ng time can be londer than use of standard program-
g ming languages..
-A standard should be, that all audit- software packages shou]d be restr1cted
- to a read-only mode. .

t

4, 2 10 Parallel Simulation Coe .
» >

It is a rmedns of testing computer app11cat1on process1n€rbyég3gng
the same input data and files as the application systems and attempting .
to produce the same results. The simulation results are compared to.
"1ive" results confirming the results of computer applications processing
or 1dentny1ng areas of descrepanc1es for further ana]ys1s Ya\

:Advantages o .
&a 7. Compliance testing of app]1cat1on programs carn be performed . .
with 1ive data without jeopardizing files. - . -
2. Application program functions tested ‘can be analyzed pri- ‘

marily through non-technical user documentation (error and
' . 12-15
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" 4.3.1 ACL (Audit Command Language) .

. s
N
)% a N « - ) ' e M . ~
. B

balancing procedures).
b. Disadvantages e .
1. Requires good knowledge of functions performed. o
2. Time required to develop simulation program. '

4.3 " Interactive PA Tools andtTechniques? ) \ -

The group identified two interactive audit tools availablgato. date
and suggests that these.be further studied.and evaluated: We -also '
followed two additional leads to what were supposedly other existing

¢ interactive audit tools, but these proved to be unsuccessful.

S .
.

. ACL is available in twa versions at the University of B.C. in Van-
* couver, B.C. The first is running under the Michigan Terminal System
(MTS Operatinig System) and is usgd extensively in ‘teaching (both academic
and professional through CICA) aairresearcﬁ. The IBM version runs under
the IBM/0S/VST system and is used by internal and external auditors as
well as consultants. As-the first fully interactive audit language, ACL
‘represents a pioneering effort to combine fhe various performance assur-

-

. “ance functions into a single professional user language.

¢ 4

4.3.2 NAARS (National- Automated Accounting Research System)

: NAARS has been developed jointly by the AICPA and Mead Data Central,
Inc.” It is possible tq search interactively (through a computer terminal)
the full text oftthe financial statements, *fpotnotes and auditor reports
from the published annual reports to shareholders of over 3,500 companies.
Other files accessible are various AICPA publications as well.as federal
securities law and federal trade regulatiors. ° )

-

. * ' d G ( .
5." NEEDEDQ PERFORMANCE ASSWRANCE TOOLS AND TECHNIQUES R
1 [ &

5.1 . Introduction ' o

The mentioned performance assurance (PA) tools and techniques that
are in existence to date are, in many cases., quite useful in an auditing
situation. However, these tools are in many vnstamces little utilized
by both auditors and quality assurance personnel.. Their poténtial may
be «unknown, or their applicability to performance assurance may not be ’
obvious. In somé instancés the tools are designed for another purpose

- “(e.g. hardware or software fonitors) and their apptitability to security
or performance assurance is not,intujtively-obvious.
. e A “

. PP ~> \

The:folldwing subseCtion describes and ‘explains categories of needed
tools and speeifies Yequirements for their design and development.
» ‘ hd
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5.2  Needed Tools and Techniques

R . ‘ '
“The tools and techniques described below can be utilized in two ma-
jor areas.  Detection of malfunctions or inadequacies of systems, proce-
s dures, or.contro%;,c%n be accomplished interactively throuygh monitoring,
" trace or test fa€ilities. It #s also possible ta measure the "health"
of a.system looking for symptoms such as excessive errors; anomalous ac-
cess, to a sensitive file or excessive changes to a given program. This
is analogous to the tests, probes and data gathering performed by the
medigal profession to diagnose disease and requifes analogous judgments
by PA profess$ionals. ' " . . o

’

- 5.2.1 Near Real-Time Errer Detection and Coryectjon" ST

The tools in this category are useful in detecting and when practif
_cal, correcting errors in gomputer syStéms-as they occur before any'"dam-
age™ has occurred. Examples of damage include the incorrect automatic .
disbursement of large'amounts of funds in a funds disbursing system or
false feedback in a process control system. These controls are oriérted.
to the operational system "in the whole". It is assumed that the hardware ;-

. - limits, and validity of fields. h ~

) -Tgreshold Detection - hardware and software monitors tOJﬁggsure var-

# iant and invariant characteristics of systems to detect and immpedi- .
. ately abort in cases of unusual usage’ patterns. e

’ ’

5.2.2 Momitoring.pf Adequacy of.Controls . ] .
) The tools in this category ﬁrovide for the on-line testing of, the

" predetermined and specified controls that have been built into the sys-

‘ tem.© They permit the auditor to perform tests on the operational system
4% - to detect potential trouble spots. We submit that the following tools
are needed: . ( \- . _— ,

-Software Behavior Monitoring -\these routines-would exist in a dor-

> mant-state iﬁ a system and wher, invoked by _an auditor would begin
monitoring, the behavior of specified software modules  in terms of
accesses, .inputs, outputs, and fr&guency of usage. : .
-Configuration Auditing - through access to this routine, the audi-
tor.can instantly get information on the current configuration of

.. the operational system for particular use in Jarge teleprocessing

Tt L oect T osystemss, - S B
_ -Interactive Tracing - routines simjdar to generdlized debug packages
can allow an auditor to step through the operational cycle of a sys-
tem, monitoring both changing data values and synchronization of e

' .events, and making modifications to data values to verify the ade-

guacy of controls at the module “interfaces.

. . »

erate controlled amounts of transabyions and input data-to test the

12-17 '
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and individual system modules have alteady been tested and verified, but ’”%“*zgé
that failures may occur wh the'vari§2$ subsystems are operating together '1f*“k‘
as a larger system.. We submit~that thé following tools are needed: PRI
-Interface Data Monitoring and Testing - routines that exist to test~> _G?gﬁﬂ
data at each interface between modules in a system in terms of rangef - wit§*rs

-Artificial Load Generators - routines to permit the audjtor “to geh- &*w) i

@
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. system’under varying.conditions of loading. .’
. * \ : h -

5.2.3 Measurement of Design Accuracy . \\\\*-4g:‘

-
s

In"this section we address stools and techniques for specifying and
documenting systems and controls. It isitpossible to verify system speci-

+ fications against-functional requirements for systems as well as system

v : controls, C el . ' . . i

We submit that the following t0ols are ‘needed: )

n Requireents Specification Languages - computer languades for, spe-
- cifying system requirements to permit verification against function-
\ al’ requirements,, ' . - -

-Control Featé%é Specifications - formal methods for programmérs to
docdmenttcontro] features such that auditors can "easi]y"'understand
. . their applications,, function, ‘and anticipated performance. - .

/
.

‘5.2.4 R(ggram Modification Control = '
The tools in this categoxy would permit the auditor to verify the
adequacy of the,procedureg for controlling program modifications through
* ' on-Tine testing. " ) .
We recompend the followjng tools: )
‘. -Program Modification Detection -.check sums and similar routines
~can be used to detect modification of systems, applications and
. -control -software. . PRl . L
-Program (Modification) Audit Trails - through interrogating a par-
ticular on-Tine file the auditor couTd'get complete information on
every program. In addition..it should be possib]eéto recognize

.- - changes to a pan&%@u]ar program, including who madé each change,
T T ‘Wwhen it was madg, 7the problem that 'caused the .change, and when the
' " modified program betame operational. - ‘ .
5,2.5 "Monitoring System Trouble Indicators ) : >

. . The tdols in this category would permit an auditor to interrogate,
S, files containfng information on the eXecutioﬂCof and.system control of
- various security features. The recommended needed tools ar: .
-Utilization Frequency Monitoring - provides frequency information,
on-]ing,'concerningyaccesses to any priviledyed module, device,.
- ' ~datd, and transaction,.. C

v

v > =Utidization of Contmo]l and Security Featakes - _intérrogation of this

Ty « , ,file would allow an auditor to obtain informatfon on the ;utiliza-
/ - tion of "any security, control, error detection,qr error correction
feature in'the system imcluding frequency of usage and results of

- i execution; an example would be information on data before and after®

execution of an automatic errpr detection feature. 7
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TECHNEQUES AND . .

PERFORMANCE ASSURACE FUNCTIONS

Con;ro]
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- . . tive

12, Batch PA Tools
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P a. Utility Programsy
o . . Documentation

()‘
> ><
> ><
*
>

" Flow Charting
Access Authori-
zation Table .

><|><

Data Dictiohary X
g Pr‘ogram N - <
Dictionary X X . X . X

Compare-Source/ . SN
Object Programs | ¢ ' \

X
Check Sum - . X
. SMF ' X

Test Deck

. Audit Moduyles .{- 1 X -

><| 3<| D] ><| ><|><

1 HF

&
o (o0 |o

Test Data Gene-
rator .

Snapshot

. Tracing ) R

Ssfbe| ><f><
”
> > ><|><

. SCARF

= =ka |4

Parallel

"Simulation ’ . ' . X X
. J. Audit Software - . R .. ro-
2 ‘Packages ’ .

’ 2. Interactive Tools )
. & Techniques ‘ S B L ‘
' . 'a, ACL. : X X X - + X . X

b. NAARS ' X . S

" PA TOOLS & TECHNIQUES BY PA FUNCTION. .

' Figure 3 = ST,

[ ’ ) ' ’ ’

i L
Figure 4 summarizes\the tools and %echniqués we feel are needed to
fulfill.the various performance assurance functions. A separate column

"control” was added to indicate that some of these tools and techniques

R may also be used (already) for internal control purposes. sAuditors .
‘. should be aware of them to recogn1ze their potential” benefp¢ in the. in-
. formation gather1ng funct1on in particular.™ ‘
o < - » 0T :-7 . 12- 19 -
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- ) ' PERFORMANCE ASSURANCE FUNCTIONS . .
. Y .TOOLS AND. . Control Information | Analysis & |Test- |Con-
TECHNIQUES | . | Objectives | Gathering fva]uat1on ing [trol
Interface testing . c X < X X X
Threshold detection ] T X T X X
Software behavioy» . ) o .
‘monitoring ] ‘ X ., X
Configuration auditing I X e . X ] X X,
Interactive Trace T - - - T
Routine : S X i
Artificial Toad . ‘ , L .
generation - © X X X )
Requirements * . : '
specification X - X X
* "Program modification . " -
detection , X ..y X X
Program modification . K
audit trails : 1. X ’ X
‘Program Modification ‘\ ' . -
Documentation - X X X
Utilization frequency
’ monyi tor - X X
Contro] speéif1cat1on ~ X X
b oo NEEDED PERFORMANCE ASSURANCE- TOOLS AND TECHNIQUES
Y . N A . N ‘#&Lw
"Figure 4 . e
| N
v ' Yo 6. SUMMARY AND6RECOMMENDED FOLLOWUP

6.1 Intnoduction '
This final section provides Eoth a brief and general summary of the

recognized need for interactive audit tools and techniques and offers a

few recommendat1ons for. appropr1ate fo]fﬁwup on the subject. - .

A

6 2 Need for Interactﬁ#&w?oo]s and“Techn1qUes

In spite of the apparent lack of* awareness of interdctive too]s and *°
techriiques for perfofmance assurance functions, the group recogn1zes the
need for such tools and tries to summarize their benefits in the execu-

>

tive summary (see ;section 1.4). e w0
J . (] f “ N ~J, )
The ex1st1ng tools listed in section 4.3 deserve the attention of

. all professionals working in the performance assuramte field and should
\\‘\e discussed and’studied 1in greater depth.and detail. :

In identifying needed tools an techniques (see section. 5) the groun

) 12- .
. 20




| ot
trids to broaden the outlook of all PA professionals and-hopes to stiml-

late further discussion both on the auditability of modern 1nformation
systems and on the ways for performing comprehens1ve PA audits.

6.3 Recommended Fo]]owup
[}
The .group feeis that further deliberation and research is required. .
We would- Tike tb pursue the following topics as ear]y as poss1b]e and ask
for support to discuss them: " .
-Design eriteria for 1nteract1ve PA tools and techn1ques )
-=Interface designs of 1nteract1Ve PA tools and techniques with oper-
ating systems (0S) and data base management systems (DBMS).
-Behavioral audit research to study interactive human machine behav-
ior in the context of performance assurance. -
~-Development of a Ttomprehensive audit and control theory to guide
PA professionals in their work and .software des1gners 1n the devel-
opment of PA tools and techn1ques N .
/\\ : o <
Since a few interactive PA tools-and techn1ques exist, it is possible
to consider them as prototypes which deserve further study and evaluation
by the large number of professionals actiye in the- performance assurance
field. It may be poss1b]e to adopt some of the existing tools or become
-feas1b]e to specify des1gn and performance requirements for- future Sys-
tems, - , '
ﬁ% . . . .

6.3.1 Des1gn Criteria

6. 3 2 Interfaces e { ‘

A]] 1nt@ﬁactvve PA tools ‘and techn1ques require an 1nterface wih the
‘operati Y Sk #nd Jmany of theim will reguire an interface with the sys-
tem per?orm1ng data base management functions. Yet, hardly any PA pro-
fessional is 1 #<sn the désign and -standardization of 0S and DBMS™

. ‘Differences 1n“US”§ndsDBMS or inherent weaknesses of any one of these -
may make the ‘interf&#cing of PA and audit functions inefficient or
,1neffect1me\~41h group therefore urges all professionals.to recognize
the need for feasible interface designs and urges them to get involved
in de]1berat1ons concerning these important 1nterfaces

6.3.3 4Behav1ora] Research

Behaviora] research is needed to determine which audit. software

fungt1ons are valuable as interactive-features. Since audit requirements
. vary with projects and with time,.some interactive tools may be relevant
.anly in certain irttances. Furthermore, under certain cond1t1ons the %
.audit tdol used may .haveran effect on the procedure and alse on the con-
clusions. reached by the auditors. It is therefore necessary "to recog- )
nize that the audit approach may be dependent on the tool used, and vicg
‘versa. PA functions may become much easier ‘or much moretd1ff\cuPt, un-
less the fﬁterp1ay between auditofs and their too]s is recognized and
stud1ed 1n cons1derab]y more depth- than was so far poss1b]e

=y ¥ 1 -
. ]2;2] &
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. 3’4 Theory C ‘ » U | ‘: ~ . i

e It hds becdpe feasible to develop a comprehensive audit and control
theorx for the p formance assurance functions, because it is now possi-
ble to monitor interactive human-machine behayior in the PA context. ..
Tonsequently, it,will be possible to ‘guide PA professionals in their o §
-tasks and to deve]op "1nte]]1geﬁt" PA tools and t@chn1ques thus making
the performance of the varipus PA functions covered in this report more

- and more conven1ent and effective.
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®  + N APPENDIX B: EVOLUTION OF THE WORKSHOP AND PROCEEDINGS
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1. INITIATING THE WORKSHOP

The National Bureau of Standards Ynitiated Task Group 15 (TG=15)
within the Federal Information Processing Standards (FIPS) program in
1973 to develop standards in Computer Systems Security. TG-15, chaired
by .Dennis K. Branstad of NBS, was composed of representatives from*
private industry as well as Federal, State and local. governments. 1In
March of 1976 an informal task team on Guidelines for Computer Security
Auditing was formed within TG-15. It was chaired.by Robert G. McKenzie
of the Geéneral Accountlng Office and, had Zella G. Ruthberg as the NBS .
. ¢ liaison person. Its mission was to be two-fold: 1) to convene a
workshop on'security audltlng that would consolidate thé state-of—the* :
art ‘Information available in the field and define areas for future
research and 2) to adapt. this information to thé needs of Federal agen-
e ies in the form of -Federal Information Processing Guidelines. The In-

tational Workshop on Auditwand Evaluation of Computer Seéuqity, which
took place on March 22-24,1977 in Miami Beach, Flon;da, accomplished the ‘
first of these two tasks. Since TG-15 wds terminated as a formal,cdm- e
mittee in the Spring -of this year, the second task is expected to be gec- ) ‘
complished by a working group convened for this purpose and will result }
in a FIPS Guideline publication by the National Bureau of Standards.” ‘
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oL : 2. PLANNING THE WORKSHOP -
ot . .o * ’ /.~ )."' S
Under Robert McKenzje's direction and Zella Ruthberg' s'assiéténce, i
. the TG-15 task team worked on developing what was hoped would be a pro-
ductive format and a comprehensive set of topies for the workshop. it - 4
was an.informal group consisting of Peter S. Browne of Computer Resource ,
tontrols, Adolph Cecula of the U.S. Geological Survey, Robert H. Court-:
ney of IBM, Frapk Drefs of HEW, Robert V. Jacobson of Chemical Bank,
_John Panagocos of Equitable Life, and Harry Robinson of Metropolitan
Life..: Inputs on possible topics were contributed by the task team .
giembers as well as requested and received from William E. Perry of the . :
Institﬁte of Internal Auditors, Robert b Stone of the American Insti- ’ ‘
“ tute of Certified PubMc Accountants, and Kelth Dorricott of_the Canadi-

%n Institute of Chartered Accountants.
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2.1 Workshop Format

The qprmat decided upon was a relatiJély smakl invitational topic-~
area workshop that would cover ten major areas of concern in computer -~
- seeurity audit. Each topic would be handled by an interdisciplinary’
grpup of not more than ten individuals. It would, be chaired by a recog-
ized authority in that area and staffed with ‘a broad range of experts#®
mainly selected by its chairman. A concerted effort would be made to
obtain representation from both the audit and computer communities. The
job of Recorder fqggthe various- sessions,.was assigned to task-team
members and NBS .pedfle. During the Workshep the Recorders were respon-
sible for capturing énd,distributing in printed form major jdeas
developed in their gessions. Some Recorders, by mutual agreement, did
much more than that. A few task team members ‘were to be session coordi-
" . nators as well as prowvide a pool of back-up attendees for last minute
drop-outs. Robert,McKénzie was to be the General Chairman' and Zella
Ruthberg the General Vice Chairman. This 1a§t arrangement provided the
vehicle for the excellent support given this workshop by both.GAO and .
'‘NBS. | RN i . )
i Eath .session was to spend over two days developing a p@sition paper
‘on their topic. If no consensus could be reached a majority and minori-
Ly report was requested. The last afternoon was,set aside for the
presentation of conélusibns‘by the.chairman of each session.’ The
results of these discussigns would be published by NBS in a Proceedings.
IE should be noted that this format was patterned after thé highly suc-
pess§%; NBS Workshop ¢on. Data Base Directions held.in October og 19%5...

]
.

?;2 Morkshop Topicé_and Chairmen - P o .

. ' . -

It was recognized that no set of topics could be selected to cover
the main; areas of the subject and also be mutually exclusive. Tgive~
would be unavoidable overlapping with any set of topics: The act ai_go-,_
pic selections by the task team were ultimately made from the point of
jview of covering the major considerations in any eomputer seécurity au~

. 3dit. « , ey Y

} The topic areas and the selected chairmen were ag follows:

INTERNAL AUDIT STANDARDS..........William E. Perry + .
L : ) : Institute of Internal Auditors

QUALIFICATIONS AND TRAINING.......C. 0. Smith :

'ﬂ o Pl .U; S. General’ Accountimg Office
iSECURIT¥ ADMINISTRALION...,.......Blake Greenlee

IR _ . e Citibank
-AUDIT CONSIDERATIONS IN VARIOUS

SYSTEM ENVIRQNMENTS...............C3arl Hammer .
. ' " . Univac ?T

.

% ADMINISTRATIVE AND PHYSICAL
B2 250

1




o ” ~r" C . S . ’
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CONTROLS..........................w H. Murray: S
. IBMC, - . ‘
PRQERAM. INTEGRITY.................Clark Weissman * = . .
8 - . System Development Corporation
DATA INTEGRITY.,..................Leonard I. Krauss —~_

+

Ernst & Ernst
COMMUNIGATIONS. .. veeetecrenneeseasderry FitzGerald

N Stanford Research Institute - ..
POST-PROCESSING AUDIT TOOLS s . Lt )
+AND TECHNIQUES....................Richard D. Webb v ‘ . ‘s
: Touche Ross & Cd. -
INTERACTIVE AUDIT TOOLS AND : B ” .

TECHNIQUES.....cecvvvevneeeeves.oHart J. Will
= Un1ver31ty of Br1t1sh Columbia -

o
.
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2.3 Pre-Workshop Session Activities ) -
- " Each  chairman, with guidance from the General Chairman and Vice- .
. Chairman, then proceeded to fill his session with a balance of 1nd1vidu-
‘als from the audit and computer communit1es. A more elabagrate. descripe ot
tion was written for each of the session topiecs and dzstributed to all
prespective participants to endble them'to come to,the workshop with'a

~clearer idea of the subJedt of their session. Sessidn chairmen were "

their participants.in order to stimulate their group to -formulate some
of their ideas prior to the workshop. Many participants prepared stich
pre-workshop statements B0 that in general the convened sessions were

‘able to progress very rapidly Each sesgion chairman was given, complete ;
freedom to structure his session in any way he felt might be productive: N
"This proved to be a useful tactic since it gave ‘each chairman and his - &

attendees the latitude of being able to operate in a manner they were ol

, ‘®most comfortable with. . v . - A
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3. AT THE WORKSHOP )
3 . b (' ’, .

-
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After the keynote address had 'set the stage for the activities of
this Workshop, 'the individual ses31ons each met separately for' two and' «
one half days to develop their thoughts on each of their topics. Each.
session had a Chairman, a Recorder, and four to eight attendees. They
“were supplied with a folder for each, conta1n1ng a copy. of FIPS PUB 39,
A Glossary of. Terminglogy for Computer Systems Security"), the Canadi-
an Treasury Board Guide on EDP Administration entitled "Security in an
EDP Environment," plus various writing materials to-make things con-
venient. The Workshop office™at, the meeting site supplied the sessions
with continuous typing and xerox services to expedite matters. On the
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asked to request and distribute pre-workshop position,statements from s
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‘last afternoon of this. three-day effort the attendees again met as a
single group and each session reported its findings. At the end of the

’ Workshop eight of the sessiong submitted a rough draft of their report
- .and two submitted. detailéd outlines. \ N . N
- 4 . 4 - ' . » "
- - ! . . - -
, ’ 4. THE SESSION REPORTS
¢ . < The sess;on attendees were given a' great deal of latitude in pro-

ducing their session reports. with the result’ that no two reports were
- produeed in exactly the same way. In some cases the writing of ,the re-
) port was divided among all the attendees at that session. 1In other
- cases an individual or a small group from the session wrote the
- In most cases the written report was reviewed by all the members of the
seso;on. Although the attendees of* each.sessign were given the option

of producing a maJorlty and mlnority report, all .groups produced only
e consenshs reports. 3 % -

o - , P, :
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In pies@nting the. reports in ‘these Proceedings, the édltors intro-
duced an Editors' Note at the beginning of each report. This contains a
brief biography of the session Chairman and & statement’ of the complete ,
charge given ,to that session. Included at the end of this Editors'’ Note
is a brief statement concernlng the manner in whieh that report was pro-

(XY
duced. ‘ y .
- L _,.‘ -~
e~ .
0 . 3 < LI
-
e N , . _
> . oo
3
1.
) H
.
’
—~ .
[y
¢ ~ 4y
.o
7 i 3 ’
- dewet? - 3
A [N
N 1
’ [
-
.
3
. e }
3 H
LY 3 - ] .
s
)
| [
4 1 % oy
. & U S GOVERNMENT "RKI\T'I;\C OFFICE 1937 20-tdh 30
} } . . ..
. ¥ X . . v ’
' ]
. i 7
«n
. )
V?!:ﬂ .
4,"] g’




FRIC .. 353

Aruitoxt provided by Eic:

o . ) ' . / '

WHS-114A (REV. 7.73) - - . 9 . i

U.S. DEPT. OF COMM. 1..PUBLICALION OR REPORT NO. .. | 2. Gov't Accession 3. Revipient’s Accgssion No.
BI%LIOGRAPHIC DATA No. - . . .
SHEET ‘ SP 500:-19 - o \

‘. TITLE\AND SUBTITLE COMP.UTER SCIENCE & TECHNOLOGY::, . 5. Publication Date ! )

' Audit and Evaluation. of Computer.Security “ J October 1977 - 3
Proceedings of the NBS Inv1tatlona1 Workshop held at Miami , [6. Performing Organization Code
Beach, Florlda, March 22-24, 1977 fﬂ

7. AUTHOR(S) ' . ) 8. Performing, Organ, Report No.

Zglla @. Ruthbergy, Robert G. McKenzie . . . ' &
9. PERFORMING ORGANIZATION NAME AND ADDRESS . 10, Project/Task/Work Unit No.
. NATIONAL BUREAU OF STANDAKRDS - "l 6401112 .
. DEPARTMENT OF COMMERCE ] . |T.\Gon(rac:l/Gran( No.
WASHINGTON, D.C, 20234

. R

12, Sponsoring Orgamzﬂon Name and Complete Address (Street, City, State, ZIP) 13, Type of Report & Period

. . . - Covered
-l. ., . *“ameas 9. . . + . Final

14, Sponsoring Agency Code

IS. SUPPLEMEN T ARY NOTES * '
) . »
H

Library of Congress Catalog Card Number. 77-600045

16. ABSTRACT (A 20b~ word or Icss factual summary of most significant mlarmauon Il document includes a stgmltcen?
» Dibliography or I:(Eralure survey, mention it here.) . ?

I3 B —

The Natlohal Bureau of Standards, with the support of the U.S. General Acckuntlng
held in Mlamlfgéach, Florida on March 22-24, 1977. Its purpose was to é}plore the
state-of-the-art in this area and define appropriate subjects for futidre research.
Leadlng experts in the audit and computer communities were invited to discuss the
subJect in one of ten sessions, each of which.considered a different aspect. A
consensug report was produced by each of~the ten sessions and these reports fokm the

‘" |body of these Proceedings.: The ten topics tepontéd’on are:* Internal Audit Standards,

Quallficatlons and Tralnrpg, Security Administration, Audit Considerations in Various
5gstem Env1ronments, Admlnlstratlve and Phgs cal Controls, Program Integrity, gita
Integrltg, COmmunlcatlons, Post-Proc9551ng Audit Tools and Techniques, and Intéractive
laudit Tools aqd Techniques. ‘ ‘ ) T

< mteman, !

’ j
Yoo ;

. »

P
.
.
.
*
N
) e «7\:._.,“

)

Office, sponsoreqd an invitational workshop on "Audit and Evaluation of Computef Security

~

17. KE* WORDS (six to twelve entries, alphabetial order, C
nante; separated by semtcolons) <

I
Audit standards, audit technlques, audlt ools, audit training, communlcatlons
security, com uter controls, computer segurity, data integrity, interactive auhlt,

wtnltze only the f{irst letter of the llrsl key word unless 3) proper
"

internal audit, post-processing audit, program integrity. /.
18. AVAILABILITY] KX Unlimiced , 19. SECURITY CLASS /7]21. NO."OF P AGES
N , } . . (THIS REPORT) - .
. [ o | < H . R
[:j For Offlcm‘lp,l)nsmbuu’ogx. Do Not Release ta NTIS . j256
. ne - UNCL ASSIFIED { ",
’ X% Ordes'From Sup. of Doc., U.S. Government Pyynun 20. SELURITY CL.ASS 22, Puce
Washington P.C. 20402, SD Cat. No. Cl3 . 10; éod-if) (THIS PAGE) . $4.00
[:_7 Order From National Techmeal lnformnuon Service (NTIS) F
i Springfield, Virginia 22151 . UNCLASSIFIED L
i - . uscov{m.oc 20042-P74
7
b o—

)
o
4

Q

"’ ) Y,

I i —




